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OSINT: Tour de Japan

Learn more about Japan and Japanese culture from YellowCapped_Ghost!
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Where was this photo taken from?

Please submit the answer with the flag format, replacing all spaces( ) with underscores( _ ).Eg. D0{...}

(Two words)

FPTE, BT E it B yandexik &l

Yandex B @ Uploaded image X Search

Web Images Video News Translate Disk Mai

Original image size: 1024x768 {Q select crop area ‘

Other image sizes

No matching images found

Sites containing information about the image \

s Im, Harajuku - Omotesando: shopping ala hypebeast di Jepang Liburan ke Jepang
¥ 19201080 liburankejepang.com
arajuku - Omotesando: shopping ala hypebeast di Jepang ~SLIN ST Lita: |

Tokyu Plaza Omotesando (Credit for images copyrighted by Wikimedia)
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DO{Tokyu_Plaza}

2 - The land of culture

B H #ik:

What culturally relevant shop is this photo taken from?

Please submit the answer with the flag format, replacing all spaces( ) with underscores( _ ). Eg.

{3 words)

“RTO R BERS T — KM RESRETE A CRETE R AT BLR B B RS R
A EFTIT AR
Huhk

75 B 1] 1 £ What culturally relevant shop is this photo taken from?
EPY



https://www.google.com/maps/@35.6996501,139.7716147,3a,51.3y,237.54h,94.08t/data=!3m6!1e1!3m4!1sXsW2IfbfLI-dY-X3MXk56g!2e0!7i16384!8i8192?hl=zh-cn

DO{BIC_CAMERA_AKIBA}

3 - A childhood favourite



7B R -

Where is this Pokémon?

Please submit the answer with the flag format, replacing all spaces( ) withunderscores( _ ).Eg. D0O{...}

Two words, name of the complex.

FABMEEE (7 ) FARBZFKERET KK
yandexii B &K T A 4kins

Yandex Uploaded image X Search
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Web Images Video News Translat

Original image size: 672x928 I'Q select crop area

Other image sizes

No matching images found

Sites containing information about the image

ULTRAGAETAN (@Qultragaetan) * ®oto n sngeo B Instagram

instagram.com
Sauras-tu me donner le nom de ce Pokemon ?#japon #aucoeurdujapon #myjapan #apon

#voyageaujapon #ilovejapan #apan_travel #japanlovers #culturejaponaise #nihon

#japanvacation #japangram #exploringjapan #apanrevealed #japantrip #slyifj¢.@r\W Suica

@ ultragaetan - %iE
Pokemon Center Mega Tokyo




@ ultragaetan Sauras-tu me donner le nom
- de ce Pokemon ?

#japon #aucoeurdujapon #myjapan
#japon #voyageaujapon #ilovejapan
#japan_travel #japanlovers
#culturejaponaise #nihon
#japanvacation #japangram
#exploringjapan #japanrevealed
#japantrip #shrine #ikebukuro
#pokemon #pokemoncenter
#sunshinecity

254

© . CSDN @FW_Suica

Pokemon Centre Mega Tokyo % 5 i & Al & s
googlet Z B Bt KK E W & H 1 & £&name of complex so

www.pokemon.cojp

LA NEWS ~ GAME  APP  CARD  TV/MOVIE  SHOP  GOODS

— SHOP o @
Pokémon Center MEGA TOKYO & Pikachu Sweets

Select language English ~

OpeningHours  Monday - Sunday 10:00 am - 8:00 pm

*Follows Sunshine City Spedialty Store Alpa business hours.
*Pikachu Sweets will resume operations from October 6th
(Wednesday)

Holiday Opendaily

Address Sunshine City alpa 2F
3-1-2 Higashi-lkebukuro, Toshima-ku,
Tokyo, 170-6002
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DO{Sunshine_City}

4 - One of the classics

R H A -

Where was this photo taken from?

Please submit the answer with the flag format, replacing all spaces( ) with underscores( _ ).Eg

NRZIEdnal it 4 8 E ek E MIRDNACIZ B EI\H: (bushi) 75343255 ECAPCOM store

CAPCOM store

https://store.capcom-europe.com

The Capcom Store

To be able to use The in full range, we recommend activating Javascript in your
browser. The Capco tore - Switch to homepage. Menu; Search.

Monster Hunter - Resident Evil - Zur Startseite wechseln - Apparel

https://iwww.capcom.com

- . CAPCOM STORE TOKYO

Now an industry leader in the video game indust 's legacy of historic franchises in
home and arcade gaming are testaments to an unparalleled commitment ... g5 TBEER

4.2 %k %k * 30 B Googl

https://offers.capcom.com
Capcom USA > Offers
m Global. n Japan - 5% ia - T (=5
Taiwan - News - Games. Ace Aﬁomey Dead Rising - Devil May Cry ... -~
FRTEhES| PARC
- R i i B - N
R s #ifit:  15-1 Udagawacho,|Shibuya City, [Tokyo 150-0042H4~
ElmE: =ik - 20:005FR = -
{—HFa> CAPCOM’\"; il B L
. 7 o - o . . DA R HBiEEEg: +81 3-6455-0420
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DO{Shibuya PARCO}

5.a - The Central Hub
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What building is in this picture?

Please submit the answer with the flag format, replacing all spaces{ ) with underscores({ _ ).Eg. DO{...

R AR oRE REE

Yandex Bl Uploaded image X Search

. —_— -

eb Images Video News ranslate Disk Mail Ads

—r

No matching images found

Sites containing information about the image

#eos7dmark2 hashtag on Twitter
twitter-com.aurebeshtranslator.net

1200=800 — . .
19. Terminal of Japan.

XawrTer #eos7dmark2 B Teuttepe
twitter.com

1200%800 I i
19. Terminal of Japan.

eos7dmark?2 latest post
drift.biz
eos7dmark2

Ina Jauco (@carminajaucosantos) * ®oto n Buaeo B Instagram
LEEEEY  instagram.com

Tokyo Station

1200800

@14crown466 * ®oTo 1 Buaeo B Instagram
instagram.com

i o (] F © # B #midnight #tokyo #tokyosatation #toyota #priusprime #priusphv

#prius #zvwb0 #zvwb2 @toyota_jp @toyotausa @yokohamatire #advan @raysmsc
#instagood

OpenEye Scientific Events Event (2)

eyesopen.com
JCUP X - Tokyo May 23-24, 2019
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pakutaso.com

BRBROSMLE-HAEZSHKER S

b
S
H,
*

O R R R b

DO{Tokyo_Station}

5.b - This way, Emperor Naruhito
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Where was this photo taken from?

Please submit the answer with the flag format, replacing all spaces () with underscores ( _ ). Dashes( - ) should be left asthey are. E.g. DO{. ..

{1 word, hyphenated)

BR b — R — R BB AN I R A B R4 Bt

Daimyo-Koji Ave 9 :
FREX, FRE

z Google

O~ #m-2A 200

LRME T XK BK 4T HiE AR

DO{Gyoko-Dori}

6 - Along the waterways we go

7L E R -

Where was this photo taken from?

Please submit the answer with the flag format, replacing all spaces( ) withunderscores( _ ).Eg. D0O{...}

4:4 18 B 4 % waterways and tokyo /& 15T 2 35
it LARE H 18] () B 1% A2 A8 V] 4 7
ferE B SRR RAHRN S E R TR

Yandex kil Uploaded image X Search Q]

Web Images Video News Translate Disk Mail Ads

- B .




No matching images found

Sites containing information about the image

&R &Il - wiki
ja.wikiredia.com

240x%160

[T

B 5 )1l - Wikiwand

240x%160

4 I

& & JIl - Wikipedia
ja.wikipedia.org

/N 4 7K )1| Koto ER -k B - Free photo on Pixabay
pixabay.com

HD wallpaper: /A #2 7K JIl, koto, B2 A B, canal, urban river, architecture
Wallpaper Flare
wallpaperflare.com

910%1365

AAANUOERNmw Ermm Aearmlond 11 A7 0 T Late m8 L B ~mmcal sirkees e

INEAR)N| demoiX BH AT 8 4 & 43 o na gi ga wa /M) onakigawa konagigawa
RARMEE ZTERXHK EE googlel#RE 4 &b

HEELD

BETEER: MER

https:/fja.wikipedia.org » wiki » /NZEA 1|

IEAR)|| - Wikipedia
AEAN (B

9
o

http://onagigawa-sho.koto.ed.jp ~ EHFEIR Onagl Rlver (IJ \"g *J | |)
TR IL/INVEAR) I INFELE EESLTE

¥k 13 HI Goog

HEEPNEARNREAERN. o BRIERLLEEAE AEhhhh

{FEkanakataiES=E#E

DO{Onagi_River}




7 - A box of mystery

Where was this photo taken from?

Please submit the answer with the flag format, replacing all spaces (

Jwith underscores( _ ).Eg. D0{...}
(2 words)

B EE R Tk FER BBKITERME—T

CSDN"@FW_Suica
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&8 Google
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https://www.google.com/maps/@35.6872285,139.745009,3a,75y,98.28h,94.57t/data=!3m7!1e1!3m5!1ssx4Dzb-pCO4or9kM3c8mQQ!2e0!6shttps://streetviewpixels-pa.googleapis.com/v1/thumbnail?panoid=sx4Dzb-pCO4or9kM3c8mQQ&cb_client=maps_sv.tactile.gps&w=203&h=100&yaw=285.38358&pitch=0&thumbfov=100!7i16384!8i8192?hl=zh-cn

flag M RIEZZ WM, , HBREE Twp 5 KUK ITHET T

8 - A staple drink of Japan

R H ik -

What is this drink called?
Please submit the answer with the flag format, replacing all spaces( ) withunderscores( _ ).Eg. D0O{...}

(2 words)

I AR 2R K 48 T XA




ESPNF@EVW_SUica

RERRAHRE &6 KR+ HARANEREE 70K B EH R SORNTTUKMNZ R H 3 RRERE R (2 7] U
HA+ER B IR Z AT B ) 48

#J\soda japan

LYUyalou Lav | LILGER] WY UMYN 1 /N ~|[Yapdl 596 ouud | ual ...

v

20H

[Oyatsu Lab] AVZ=RISHAFTK~ a Float ..
IEFDEANE D
20204555201
HASangaria IGZE/Ii/KMEE [=3Z] Sangaria Melon Soda ...
EL&[I_EQEHJUE

HEL_LuE
HZASangaria IGZJIS7KMEE [$3Z] Sangaria Melon Soda ...
gth[@ﬂkhuﬂ

https://iwww.hktvmall.com »

HAZ/N| HKTVmall The Largest HK Shoppmg Platform

SANGARIA - Japanese Melon Soda 350g x 6cans. 3509 x 6. (8). $ 60.00. $ 45.00. 2-day group
shipment. Melon Pan 10pcs H= EAOfELN ... CSDN @FW Suica

DO{Melon_Soda}

9 - A concrete jungle’s forest heart

L H i




What square was this photo taken from?

Please submit the answer with the flag format, replacing all spaces () with underscores ( _ ). Dashes ( - ) should be left as they are.E.g. D0O{...}

(1 word, hyphenated)

W 462 3 ) i R A 2 L SRR AR AR G AR B B R T L AT EE A ERR T B LRI T REEHN
75 BB P LIERXANRI REEE] AR BE LM SR kiR A BEAit. @R ROERE RERIIXE
WE AN EEFEAALRE S BER RE T IR CER)\ T EA KH LR T B R

RAMEb3 *H=i (EI  pIAIT + BT WALLRSEHS W EMEATOS o ARIOY AmetaITRERER) |
BC¥/: /HVAWY /X
! —\:;:\ BIEFHSISE hll’JVLH'\./irrth3‘\,
B EEE - T BY %D f52

A LBATTIOLA0 mino1 5 mino S3A,

E3es3
freehyZA.
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https://zh-cn.kokorojapanstore.com/blogs/blogs/11-best-traditional-japanese-gardens-in-tokyo
https://ameblo.jp/gentle-spwj/entry-12423563923.html
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10 - An answer in plain sight

R H A -

Where sector was this photo taken from?
Please submit the answer with the flag format, replacing all spaces( ) with underscores( _ ).Eg. D0{...}

(1 word)

s : "_CSDN @FW_Suica
BASAKhntE. . .

A methodology for solving this
Mapping political coverage of posters.




QOkay

PRE HIERHRIE TR RIREY L T WA AR S5
TR
B AR JLANRTE K

% ‘n_mr*fﬁ"?z
;E"f{._-: ﬁﬂ.ﬂ' - HI=S

] AR 25 B3%)1(F6 H =)H] 2 (Arakawa (Nishi-nichi-san) chokai)
)1l H & w4 mT LA3R | Arakawa-ku in Tokyo

M H = 7§ H &8 =T H(Nishi-Nippori 3-Chome)

I SBMBUFHEX 2 KHER

RIEELLERTHRBEET (RERUWAET) ALAHILE BB

FreAg& BA B JLAME B 1818 HERR A 12 i — LL {7 )5 B IE liquor store beer bar
RETXAMT: B KEEE(Yanaka Oshima-Shuten) 2 #i ik


https://www.google.com/maps/@35.7276453,139.7672222,3a,75y,85.65h,89.76t/data=!3m7!1e1!3m5!1sxUc7mnbvRGdeb90Q2Fr6jg!2e0!6shttps://streetviewpixels-pa.googleapis.com/v1/thumbnail?panoid=xUc7mnbvRGdeb90Q2Fr6jg&cb_client=maps_sv.tactile.gps&w=203&h=100&yaw=183.3449&pitch=0&thumbfov=100!7i13312!8i6656

ERIFGEMEH, , BHIREKRZ sector B Lflagdt B %
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DO{Yanaka}
B

11 - An island of mascots



RBHEEMRSTHA FT —REE
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Where in Japan does this mascot represent?

Please submit the answer with the flag format, replacing all spaces( ) withunderscores( _ ).Eg. D0{...}

fake writeup: 5% —HRAEARE REARRAERE AR BAEESMN FRBARAUNE (B der)

right writeup: T-ffi%# B WHXAF T LK HXERBE Xt NEIANF
b £ A& FLENamami MR amamid & &5 BILS BRXL BN (ANEE)
amami island b EE F LS M TE LR BILE B A5 I L £ Kagoshima fT LA 5 SEUHR X

{FEkanakataiE=EE
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th FE #1E © 2021
DO{Amami_lsland}

CSDN @FW_Suica
R H A -

What mythological creature is this?

Please submit the answer with the flag format, replacing all spaces (
{1 word)

MiEERZY? HE

Yandex

Jwith underscores( _ ).Eg. D0{...}

ﬂ Uploaded image X

Images

Search
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Other image sizes

No matching images found ‘
-
wl

! >

Sites containing information about the image
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kozankurtaranyangin.com

NER: (URERSETEER, FrLnEEStieEEREs

https://zh.wikipedia.org ey i)y

ofRsE- HEAR, BRMNaREH
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SRR hEE2ERE, [1E ..

HEEHk - HEIE

https://ja.wikipedia.org » wik EiFtm

SfEEE - Wikipedia
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WIKIPEDIA Japanese raccoon d()g

The Free Encyclopedia

Y

From Wikipedia, the free encyclopedia

Main page The Japanese raccoon dog (Nyctereutes viverrinus), [ also known as the fanuki (Japanese: 8, 7=6h =, pronounced [ta*nuwki]), is a species of canid
pag: °g J d
) . L . , L lapanese raccoon do
Contents endemic to Japan. It is one of two species in the genus Nyctereutes, alongside the common raccoon dog (M. procyonoides), which it was pa 9
Current events

" formerly thought to be a subspecies of[2]
Random article

About Wikipedia As the fanuki; the animal has been significant in Japanese folklore since ancient times. The legendary tanukiis reputed to be mischievous and

Contact us jolly, a master of disguise and shapeshifting, but somewhat gullible and absentminded. It is also a common theme in Japanese art, especially

DemsiE statuary.

ottt Contents [hide]

A2 1 Description

Learn to edit N

Community portal 2 Behavior In Higashiyama Zoo and Botanical
Recent changes 3 Taxonomy Gardens

Upload file 4 Conservation Scientific classification #
Taals 3 (e Kingdom: Animalia

6 In folklore and tradition

i Phylum: Chordata
WT‘“ !”k; o= 7 In popular culture 2
Related changes Class: Mammalia
Special pages @ Seaeles Order: Carnivora
Permanent link 9 Notes )
Page information 10 References Family: Canidae
Cite this page 11 External links Genus: Nyctereutes
Wikidata item 3 - -

Species: N. viverrinus

Print/export Description [edit] Binomial name
Download as PDF Nyctereutes viverrinus

. . . . 6] .
Printable version The Japanese raccoon dog has a relatively smaller stomach and shorter fur of lesser insulation value than mainland raccoon dogs.'>! A rare, white (Temminck, 1838)

colour type can also be found.[*] s
In other projects ynonyms
cehiM ®EW S -
Wikimedia Commons Behavior edit Nyctereutes ,.urdcji[i‘moitjfe?;f—JU o

JESE WRAET . .

DO{tanuki}

13 - The river of Sakura

“&, KZKSakuraltT”
B ik

Where was this photo taken from?

Please submit the answer with the flag format, replacing all spaces( ) with underscores( _ ).Eg. D0{...}

(2 words)

Sia A R I JE T KA 2R 4 7
B R TR AL




aesop tokyo

Q2% QBER ©FHE
HREE 1,570,000 LR (AT 1.00 #)

https://www.aesop.com > aesop-tokyo ~ EFEILER
Aesop Tokyo | Aesop United States

Aesop Tokyo - Location. 1-13-9 1F, 1-13-9 Kamimeguro Meguro-ku, Tokyo 153-0051 - Phone.
03-6455-0757 - Opening hours. Tuesday: 12:00 noon - 8:00pm. Wednesday: 12: ...

https://www.aesop.com » aesop-tokyo ~ EFEITE ? ‘ T
PR mEmy
Aesop Tokyo 7 | —_—
Aesop Tokyo - Location. 1-13-9 1F, 1-13-9 Kamimeguro Meguro-ku, Tokyo 153-0051 - Phone.
p 1oky ‘ ‘ g g Y /r \/ w 79 %—t—
03-6455-0757 - Opening hours. Friday: 12:00 noon - 8:00pm. Saturday: 12:00 ... E

4355 THERER =52
http:/taxonomyofdesign.com ~ EHEIE .
4.5 %% %k % 73 B Google ¥

Tokyo - Taxonomy of Design T e

Aesop Tokyo engages in a constant dialogue between refined domesticity and the forces of
nature. Created in collaboration with SIMPLICITY under the ... BBSSEIR: [EFSE

http://taxonomyofdesign.com ~ EAZFIHE Hdik: 1 Chome-13-9 Kamimeguro, Meguro City, Tokyo 153-0051H
Tokyo, Japan - Taxonomy of Design =

Aesop Ginza is built to last — a solid monument to the poetics of durability. Designed in EgR: Enlbeh - 20:0055E L -

collaboration with Jo Nagasaka of Schemata Architecture, ... BESEZe: =TF=E RTAHO= - @255

HIEEF: +813-6455-0757 ‘
CSDN @FW_Suica
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https://www.google.com/maps/@35.6453979,139.6992033,3a,51.1y,310.8h,84.57t/data=!3m6!1e1!3m4!1sKKF0i8HsI13tDj_KWmL-NA!2e0!7i16384!8i8192!5m1!1e4?hl=zh-cn

Wi 4 Fbessho bridge R JE T AR &I 14

DO{Meguro_River}

Hash Cracking
hashcat. rockyou.txt yyds
Hash 1

W 54a09c22fc0d1af44865e411ff6e8d50
nEEEE. md5

hashcat -m 0 -a 0 ‘564a09c22fc0d1af44865e411ff6e8d50’ rockyou.txt --force

411ff6e8d50:phantomloy

hashcat
StatuSeeeseeessss: Cracked
Hash.Name * MD5
Hash.Targe .
Time.Started : Sun Oct 1@
Time.Estimated ... : Sun Oct 10
Gue 1] : File (roc

1/1 (100.0
Speed.ffl «  4452.9 k
Recovered........® L

Rejected....oouus?

Restore.Point

Restore.Sub. eee - Salt:0 Amplifie
Candidates. #] : pheak — pgtjwm

Started: Sun Oct

Stopped: Sun Oct

DO{phantomlover}

Hash 2

#3L: 52ed4b109a2662fdf15edfd95632667869fc5802

n#ERE: shat

hashcat -m 100 -a 0 ‘52ed4b109a2662fdf15edfd95632667869fc5802’ rockyou.txt --force

DFW _Suica



hashcat
S Cracked
Hash.Name........ SHA1
Hash.Target 52ed4b1@9a2
Time.Started..... Mon Oct 11

Time.Estimated ... Mon Oct 11 @@:4
Guess.Base.......: File (roc
Guess.Queue......:

$:1 Thr:1 Vec:8
(100.00%
760/14344

L)

Restore.Point 2411 / (1.68%)
Restore.Sub.#1 ... S . r:@-1 Iteration:@8-1
Candidates.#1....: juggalo olphins99

Started: Mon Oct 11 @@:41:22 sl =
Stopped: Mon Oct 11 ©0@:41:40 202 CSDN @FW _Suica

DO({fishchips}

Hash 3

X
550b57fc03f0a800fab603cb8eb4e29fbd5c76655d7ab995b1fe9c6ddf963a3d2627ebd79e067022f792bb2490a260c05 1aecbcs
a7aedb3ec5dbf9439cd66f81

KA : sha512

hashcat -m 21000 -a 0
‘650b57fc03f0a800fab603cb8eb4e29fbd5¢c76655d7ab995b1fe9c6ddf963a3d2627ebd79e067022f792bb2490a260c051aecbc4a7aedb3
ec5dbf9439cd66f81’ rockyou.txt --force

550b57fco3foaseefab603 eb4e29fbd5c76655d7ab995b1fedcoddf9 3d2627ebd79 22f792bb2490a260c051aecbc4a7aedb3lec5dbf9 f81:mommadobbins

7ab995b1f ... d66f81

d: Mon Oct 11 @@ = AEW 2
: Mon Oct 11 00:52: CSDN @FW_Suica

DO{mommadobbins}

Hash 4



2. 451716a045cabec7f25e191ab5244c61aaeeb008c4753a2065e276f1babad723
&k, GOSTR 34.11-94

hashcat -m 6900 -a 0 '451716a045ca5ec7f25e191ab5244c61aaeeb008c4753a2065e276f1baba4723 'rockyou.txt --force

£51716a@45ca5ec7f25e191ab5244c6laaeeb@@8c4753a2065e276F1babad ) happyfamily

m
W

o~

o
= un

T TN

451716a@45case
Sun Oct 10 21
Sun Oct 1@ 21:2
File (rockyou.tx

-
(e

@ Accel:512 Loops:1 Thr:1 Vec:8

Progress

Rejected
Restore,.Point....
Restore.Sub.#1 ...
Candidates.#1

arted: ¢ 10 21:20:38 ] — o
opped: Sun Oct SDN '-.E_-'.-'F"'-'l'.'r_.l_)UICa

DO{happyfamily}

Hash 5

F: $2a$10$QIR/ZIXgQPWix9JmRMZutcL 303wbJAiIRbfvGda4u09IrfOvgcH6
#2358 BCRYPT

hashcat -m 3200 -a 0 ‘$2a$10$QIR/ZIXgQPWfx9JmRffMZutcL 303wbJAIRbfvGda4u09IrfOvgcH6’ rockyou.txt --force



2a$10%$Q1R/Z1XgQPWfx9ImRf fMZutcL303w6IAiRbfvGda4u@91lrfOvegcH6 : cowabunga

pt $2%x%, Blowfish (Unix)
$lD$QlREEIEQQPWFﬁQJmRFFMEuLcL303w6}AinFdea&u@9...ngcHB
Sun Oct 1@ 21:40:27 2021, (13 mins, 18 secs)
Sun Oct 1@ 21:53: 2021, (@ secs)
File (rockyou.txt)
1/1 (100.00%)
67 H/s (7.42ms) @ Accel:2 Loops:64 Thr:1 Vec:8
1/1 (100.0

Sun Oct cls @EW Sui
Sun Oct 10 21:53:46 2027 .- I}IF\'I'I'I_lJL“Ca

DO{cowabunga}

Hash 6

X $1$veryrand$QetWu27loJ2FFSG30xKAQ.
KA MD5(Unix)

hashcat -m 500 -a 0 ‘$1$veryrand$QetWu271loJ2FFSG30xKAQ.” rockyou.txt --force

$1$veryrand$QetWu27I0J2FFSG30xKAQ. :scottiebanks

ion.... : hashcat
. : Cracked
! : md5crypt, MD5 (Unix), Cisco-I0S $1$ (MD5)
Hash.Target. -
Time.Started..
Estimated

9434 34

Salt:® Amplifier:o eration:500-1000
scottistheman — scotthurman

Sun Oct 10 21:30:42 202 e = :
Sun Oct 10 21:34:30 202 CSDN @FW_Suica

DO{scottiebanks}



Hash 7

L

$63%veryrandomsalt$t8EIWEIDpWYzeC 1c44q7f6ZENOuO2wagnrdBPs4d/PptWxAxinH7 gRcfOxnKagaOEHBN9dGBV5Y1syJSB3
s6H1

I KAL: sha512crypt $6$, SHA512(Unix)

hashcat -m 1800 -a 0
‘$6%veryrandomsalt$t8EIWEIDpWYzeC1c44q7f6ZENOuO2wagnrdBPs4d/PptWxAXInH7 gRcfOxnKagaOEHBNIdGBV5Y 1syJSB3s6H1’
rockyou.txt --force

1:igetmoney

44q7f6ZENOUO2wagn ... B

s) @ Accel:16 Loops:1024 Thr:1 Vec:d

teration:4096-5000

FW _Suica

DO{igetmoney}

Log Analysis
T PR B =S ER A T RERMEAS L jpg
Part 1 - Ingress

7L R -

Our website was hacked recently and the attackers completely ransomwared our server!

We've recovered it now, but we don't want it to happen again.

Here are the logs from before the attack, can you find out what happened?




PRt — 43 IEH B H & B ER NMiZA T L—IBREK FNEHERAHMER
HEBHZRDO LR 18base64in® 8 &“REI7”

Tl W ilanpar=—p==. y 54

1=IL

T B B TR T 1Y

I

G I T T B B T & 1

ET ru| E%
1ET da
ET yw
iET cd
1ET m

EHRAE(N):

RESY

X

EH MNP

1ET 6-| LIESFHIS(0)

ET ctf
iET as

fBH(R)

pal

OmLEUV) @@ETD)

BUHE

.o I‘“U.{.IIIG]"I-.UTKL
29 Mozilla/4.0+(com
Mozilla/4.0+(compati
ozilla/5.0+(compatibl
injs - 443 - 155.198.1
Aozilla/4.0+(compatik
) Mozilla/4.0+(comps
MSIE+7.0;+Windows
98.11.229 Mozilla/4.

1ET 8-e52015.9f210c2bd083cdachOee.js - 443 - 155.198.11.229 Mozilla/4.0+(compat
iET dovercon/speakers-edition-2021 - 443 - 155.198.11.229 Mozilla/4.0+(compatible
iET ywesusnz cmd%3Dcat+%2Fvar%2Fwww%2F.htpasswd 443 - 20.132.161.193 Mo:
iET ywesusnz cmd%3Dcat+[2Y mV0OdGVyX3JIbW92ZV90aGFOX2 /Y 2ikB2 sifq s .

R EBRAMNE T NHIR:

o

-t

£SO O D

£

DO{better_remove_that backdoor}

Part 2 - Investigation

CSDM

| Suiss

e
2 VY



7L E R -

Thanks for finding the RFI vulnerability in our FAQ. We have fixed it now, but we don't understand how the attacker found it so quickly.

We suspect it might be an inside job, but maybe they got the source another way. Here are the logs for the month prior to the attack, can you see
anything suspicious?

Please submit the attackers IP as the flag as follow, DO{x.xx.x}

AEYE. o BEEIER fhE O R AR EERA M ipHk

DO{45.85.1.176}

Cryptography
All around the word

R H A -

My friend just got a PhD in geography and now makes cool challenges.

If you can solve this one, | can get you his autograph.

The only thing he told me is to “read between the flags”, no idea what that means.
Place the answer in the flag format, like so: DO{...}

Please convert all characters to uppercase.

CSDN @FW _Suica



X R R BB T :

HMGE: Grenada

Hr@it2%: Eswatini

FifZ: Oman

HMGIEL: Grenada

AHEX: Rwanda

23N EAGi%: Antigua and Barbuda
M57: Palau

##X: Vatican

#i7: Yemen

X EF A FHE FEHEERM A "GEOGRAPVY", I 1323 "GEOGRAPHY" RAHML, F&&BH Mk, W LI#HEfag

DO{GEOGRAPHY}

Constant Primes

R H A -

RSA is the hardest and most non-repetitive asymmetric key encryption.

This is your first time seeing one, right? Well be prepared, you will not find the flag.

| have given you thiskey ( id_rsa file), it's this random baseé4 string, no way you'll know what to do with it.

The ciphertext is
Bx288573d3573cd789fad84bed9fe8dded419fb7c8296aa95ec4651a3becB7b55521321e03404943744d931ad4a51a817cT198880a5efbf94aa828c45dasb31ded

efc

AR H 4 M E S Cn b, T BAE FI7E £k 163 ) e 1 Ok ] o0 sl 48— e D9 1038 il
BN AT

|----BEGIN RSA PRIVATE KEY-----
MIIBOQIBAAJAf5g10fh1ZBSB8XPZ6qTMdry5HIN6VSndWrmBXwAaeOtzLzRaz+Tl
VR+0DOFkwiZ5K1cWs80nu31bgpAgQIGAUwWIDAQABAKAXxZHodVPZg4ByLbVh5AY7
8PID +ejryP/+VyVIP62u7VKNTowJOmzoAHxzbp1XW+S5RVfsODfpr161quGyc/jR
AIEA7ZZvfSVHFAS59KP8)Wsnbkle6zLhu3IYTBs5DgNInKv8CIQCJe5eXmfWfPbdK
XL+MTDdb9mnRIuTq9yW)lJ2pbdCOrQlhANtMXCQbYHwW203gf6DZI1A9EQvvr0QoQ
UQebJACT2etpAIAYH1pi3D2vmhmN76YgTMMt3JeGkc5Kt+CftbpUHXOH5QIgHJRH
dgDPAPcQmMmwTgiMA4nseGVz011yFD2pojmfFég= o
----- END RSA PRIVATE KEY----- et @Rsica
R{tT
A8, T LAfE A python (I Crypto Bt BURA SR N 2, EFEIL N T M U 2 7T DL L B4R — ME LR Pt E R AL

MTIBOQTBAAJAfHglofh1ZBSBSXPZ6aTMdryoHIn6VSndWrmBXwAaeQtz] zRaz+T1
VR+O0DO0FkwiZoK1cWs80nu31hapAgQTGAUwIDAQABAkAXx7HodVPZq4ByLbhVhoAYT
8P1D+e jryP/+YyVI1P62ulVENTow JOmzoAHxzbp 1 XW+SaRVEsODfpr161quGye/ iR
AIEATZZyfSVHEASIKPS jWsnhk1e6zLhu31YTBsoDaNInKv8CIQCTeheXmfWIPhdK
XLAMTDdb9mnR1uTq9¥W il I2phdCOrQThANTMYCObYHw203g fEDZT 1A9EQvy1-0Q0Q
UQebhJACTZ2etpAiAYH]pi3D2vmhnN76YgTMMLS JeGke bRt +CELhplHxOHoQT gHIRH
dgDPAPcOmmwTgiMA4nseGVz011vED2po i ImfEGg=



2A((N)

~i8(e)

*h3A(d)

3B (p)

FA$B(q)

d mod (p-1)

d mod (g-1)

g mod p

fEdrin, e, d,

p»

6682669787535606635993287896641983501298577520322405381880667699
4292932482498801355234146183033134616409285839298833845862297572
83439591741435143918813267

[

65537

1245027970548083632535484462486818416327504028611876798034132667
1961131965321721323583788116260653710851669605666087882728002242
55834470207284908804798673

1074639416417145135676639947508353433105015795579294366166966797
81596584684287

6218522869573937226453435309117244784723541989801154423291357313
3394316922541

9919143015076360460099074370916477085522470590076243160073264802
0939936230249

1091090444744658805972016610762457814357325012446762511458066706
5335631022053

1292674633126814502072841877115211328700373395972828488661592004

RARARART12NRRAA -2UN

q, M E%FXc, MAFH ¥F—Tflag

bil cii

_aUN

@Ustinian001219

SR HO




sers\86188\AppData\Local\Programs\Python\Python:
) ! }L‘Jl“a|'1_ta1‘|t_t@l'1_51_%5-F3 {0D' CSDN @SB

DO{RSA_1s_nOt_that_hard}

Rook to E4



B R -

My great grandmaster friends Sythfor and Wardsed have given me this incredibly interesting puzzle, | think it is chess involved?

As | have never played that game and | have no idea what to do, | think you can solve it faster than me.

Please submit the flag in uppercase.

 fr gt

8/2RRR3/2R2R2/2R3R1/2R3R1/2R2R2/2RRR3/8 w - - 0 1
8/3RR3/2R2R2/2R2R2/2R2R2/2R2R2/3RR3/8 w - - 0 1
3RRR2/3R4/2R5/1RR5/1RR5/2R5/3R4/3RRR2 w - - 0 1
8/3RRR2/2R5/1R6/1R6/2R5/3RRR2/8 w - - 0 1
BI2r2r212r2r2/2rrrr2/2r2r2/2r2r2/2r2r2/18 w - - 0 1
8/2RRRR2/2R5/2R5/2RRRR2/2R5/2RRRR2/8 w - - 0 1
BI2rrrr2i2r2r2/2r5/2rrrr2/5r2/5r2/2rrrr2 w - - 0 1
8/2RRRR2/2R2R2/2R5/2RRRR2/5R2/5R2/2RRRR2 w - - 0 1

8/3rr3/3rr3/3rr 3/ 3rr 3/ 3rr3/3rr3/Bw--0 1

8/2RRRR2/2R2R2/2R5/2RRRR2/5R2/5R2/2RRRR2 w - - 0 1
BI3rrr2/2r5/2r5/2r5/12r5/3rr2/8 w--0 1
8/3RR3/2R2R2/2R2R2/2R2R2/2R2R2/3RR3/8 w - - 0 1
BI3rr32r2r2/2r2r2/2r2r2/2r2r2/3rr3/8 w- -0 1
8/2q5/2r5/2b5/2n5/2p5/2NPKk2/8 w - - 0 1

2rre3far3for2isrrt/orm1/sr2/4r3 23w - -0 1

- g T T I =T
r_._)_d'. 1 _'!J._ \y ','II__f LICe

H ¥ dcode | TH $R 7E LR AR -2 0 i
ETflagRMT. . HEE T LRREH L haE S THEK

Carousel

R H ik -

See the attached file [ Fox.txt )

s~LC_fcfbO>bN


https://www.dcode.fr/fen-chess-notation

rotd71E LR A5 3|

ROT47 HhS: (FB. 8F. InR)
DO {r07473 m3}

DO{r07474_m3}

Simply Cipher

R E A -

Si m p‘ly Ci ph er Cryptography  Author: Ghost Protocol

&0 points - First solved by epifor, 179 solves in total - 87.9% positive votes

A simple cryptographic challenge for you! I'm sure you'll cipher it out.

(v Simply Cipher.ixt - 224c68
L

Vwshc’j htpn mj iwxuk kq jt JMGIMG_HKRKV!

Y75 e L A N % $H & cipher

S e RO N5 R

Viwshc'j htpn mj iwxuk kg jt IMGIMG_HKRKV!

-

2%  cipher

Today's flag is going to be CIPHER_AGAIN!

T = ot Cyil-
CSDN @FW Suica



DO{CIPHER_AGAIN'}

Steganography
EIHNRE 2 X ATIEAT
A cornucopia of numbers

R H ik -

A cornucopia of numbers  stesanogaphy  Author: Scott McGready

75 points - First solved by ripp3rs, 322 solves in total - 91.2% positive votes

See the attached file ( Bin.txt )

MR R R R — B k], A
i pasciifg R IE —HFbase64in®s, 4k&E@ig )] 15 2flag

(n, 2) for n in numBin.split()]

01010010 01000101 00111001 00110111 01010001 01111010 01000010 01110101 01010110 01101101 01010110 01010011 01001110 01010100 01000101 01110111 01100010 01101100 00111001 01110100 01001110 01000101 01010010 01110101
01001101 01111010 01010101 00110001 01100110 01010001 00111101 00111101

RESTQzBUVMVSNTEWbIStNERUMZU1fQ== @ Text O Hex (7)

| Decode as ... v

| Encode as ... L
| Hash .. L2}

| Smart decode

DO{COnVeR510n_m4Dn355) ® Text (U Hex

| Decode as ... v

| Encode as x|
| Hash . ]

SO Grakhesiiica

DO{COnVeR510n_m4Dn355}

Queen’s gambit



7L E R -

Queen's gambit  stesanography

100 points - First solved by STesla, 264 solves in total - 94.2% positive votes

See the attached file [ Freddie_Mercury.png )

0107 & i 2 B J5 T 5L exifE author(z & base64f#Tg

Freddie Mercury.png x

~

- O 00 W w0
W bW W WMy =

fa..™u66I°na"w
i“Ap £2.«
LA *«; [

... Author.
RE97VzNTYVIzX3Ro
M19DaDRtUDEwb1N9
CSEN @FW _Suica

basef®ig

base16. base32. baset4

RES7VzNfYVIzZX3RoM19DaDRtUDEwWbINS

568 base64

DO{W3_aR3_th3_Ch4mP10nS}

CSDMN @FW Suica



DO{W3_aR3_th3_Ch4mP10nS}

The Detective

7L R -

Th e Detective Steganography  Author: Scott McGready

75 points - First solved by STesla, 289 solves in total - 94.1% positive votes

See the attached file ( Pika.jpeq )

s, . Z3E 10T AR BRKE:

Freddie_Mercury.png

A1 F5 0B EO 29 2C 81 BD 24 92
B6 DD 8E E9 24 81 8C 21 24 70 2
12 49 02 B0 48 75 94 C7 50 E1

69 3B 49 00 A4 92 42 41 4B 5A
49 24 01 11 25 A2 CO 48 12 46
44 4F 7B 48 31 64 31 6E 47 5F
31 6E 5F 53 69 47 68 54 7D OA

DO{H1d1nG_iN_Pl41n_SiGhT}

Not exactly Nestene’s Autons

04 41

b BA AE

B8 F2
7E 0OA
FF D9
6C 34

i6.3),.%$" .DNG.A
IVZé$.E!$p(§-v°@®
.I.°Hu"CPa$"“.$,0
i;1.2"BAKZU.2"~,
I$..%CAH.Fé$.YyU
DO{H1d1nG_iN_P14

BpNG@EN Suica



R H A -

Not exactly Nestene's AUtONs  stesmogrphy  Author:Scott McGready

125 points - First solved by STesla, 210 solves in total - 93.5% positive votes

See the attached file ( tara.png )

stegsolve$T FF H#:hi i@ redplane0fd Elflag

|£] StegSolve 1.3 by Caesum

File Analyse Help
Red plane 0

DO{B1t5 @n 4 pl4N3}

DO{B1t5_0n_4_p14N3}
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