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The DEX file format

DEX Magic header ("dex\n* and version {"033 )

Adler3? of header (from offset +12)
SHA-1 hash of file (20 bytas)

Total file size Header size (0x70])
0x12345678, in little or big endian form Unused {0x0)
Unusad (0x0) Location of file map
Number of String entries

Number of Type definition entries
Number of prototype (signature) entries)
Number of field ID entries

Number of method ID entries

Number of Class Definition entries

Data (map + rest of file)

The DEX file format
-

DEX Header 1 (implies Header Size)

Oox1 String 1D Poal Same as 5tring IDs size Same as String IDs offset

0x2 Type 1D Pool Same as Type 1Ds size Same as String IDs offset

0x3 Prototyps ID Pool Same as Proto 1Ds size Same as ProtolDs offset

Oxd Field ID Poal Same as Field IDs size Same as Field IDs offset

0x5 Method ID Pool Same as Method IDs size Same as Methed 1Ds offset

0x6 Class Defs Same as ClassDef IDs size Same as ClassDef IDs offset
1 261990° /1 MepListsdn. net/QQH 084283172 Ssslgiiiis

0x1001  Type List List of type indeses (from Type ID Pool]

0x1002 Annotation set Used by Class, method and field annotations

0x1003 Annotation Ref

0x2000 Class Data Itam For each class def, class/instance methods and fields
92001 Gode  DexCodefiems-contansthesctualbyiecods

0x2002 String Data Pointers to actual string data

0x2003 Debug Information Debug_info_itemns containing line no and variable data)

0x2004 Annotation Field and Method annotations

0x2005 Encoded Array Used by static values

0x2008 Annotations Directory  Annotations referenced from individual classdefs

T Android dex3C#% 2s  & Bk Hpaper (A deep dive into dex file format) .
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DEX Structure

map item:
magic ubyte(8] type ushort
checksum uint unused ushort
signature ubyte[20] size S
file_size uint offset uint
header_size uint
endian_tag uint
uint
uint
map_off uint
f tint
field_ids s
— uint
uint
uint
uint
uint
uint
uint
data uint
uint
uint

- uint
link_data Nint

Header

string_ids

Type Codes:
type_ids

proto_ids

metrods ids

class defs
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Extracting the Dex File in Memory

#Divide the target memory region
ePart 1: the content before the class_defs section

ePart 2: the class_defs section

ePart 3: the content after the class_defs section

«Dump part 1 into a file named partl and part 3 into a file
named data.
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Where to dump dex file?

#Four occasions
+«0Opening a Dex file;

eLoading a class;
oInitializing a class;

eInvoking a method;

Davik i ERIHIER T, At DexHunterfiit 52 T B i% #2K Class in £k i i 15 i3 17 dexsC 44 i dump# /E e 2

When to unpack the app?

#When the first class of the app is being loaded.

»Why?
«Before a class is loaded, the content of the class should be available in the memory;

+When the class is initialized, some content in memory may be modified
dynamically;

#Just before a method is invoked, its code_item or instructions should be available.

«How?
«Load and initialize all classes proactively.

Dalvikig I HLIE R T, Android 2kClassinEE/ERIBE .,



Loading a Class

¢0Operations

e«Form a class object from the data;
18Rk, =5

oVerify the legitimacy of access flags and the data;
ity BB
ePopulate all fields in the class object;
578
eDeal with its super classes and/or interfaces;

s#Conduct some other checking.
5|15, EH

Dalvik WX T, Androidin#k3sClassfIBF 771k, 18 I8 x5 ik #iClass.forNamei#t 17 2 ik LA & & F i
¥ ClassLoader.loadClass# 4T K £ 5Nk .

Two Ways of Loading a Classes

+Explicit approach
oClass.forName(), ClassLoader.loadClass().

oImplicit approach
+E.g., new operation, accessing static members, etc.

DalvikiZWIIER T, javaZZim#k ik $i Class.forName 1 i $t ClassLoader.loadClassx} b [ Native i £ i/ F 20
TFi~, RN RAIE A K dvmResolveClass i #3k Bl ClassObjectif £ & B Android &N ##4E

Implementation in DVM

«Explicit
+ClassLoader.loadClass—> Dalvik_dalvik_system_DexFile
defineClassNative
+Class.forName - Dalvik_java_lang_Class_classForName

o«Implicit
e«new operations and so on—> dvmResolveClass
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Object in DVM
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Package Explore

= INME Class name 15 a ODlnary name , €.g. Java.lang.sTtring .

as not found.

pRawDexFile)

plarFile)
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(readable)

(&read_mutex);

(readable)

readable =

(&read_mutex);

(&read _mutex);
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FILE *+p = NULLj;
dexname[8]==0 dumppath[8]==08
dumppath

("/data/dexname”, "r");
(Ao==NULL)

(dexname,

dexname[

(dumppath,
dumppath[

=i.5igev_notify=SIGEV_THREAD;

=v.s5igev_value.sival_ptr=&timerId;

=v.sigev_notify function=

=v.sigev_notify attributes = NULL;

(CLOCK_REALTIME, &sev, &timerId);

DexHunterfit 5 TEIFIR AR, — 5% JAndroid i & #454E 7 75 85 B4 GR 37 dex T RO In 3% B A2 R AIE 7 745 85 1)
#®, WTFRPR:



String List

360 /data/data/XXX/.jiagu/classes.dex

Ali /data/data/XXX/files/libmobisecyl.zip

Baidu /data/data/XXX/.1/classes.jar

Bangcle | /data/data/XXX/.cache/classes.jar

Tencent | /data/app/XXX-1.apk (/data/app/XXX-2.apk)
Ijiami /data/data/XXX/cache/.

XXX stands for its package name.

8. fi Fl Androidin [E K 4F4E Z 47 58 dexname BEI# (R dexsC 4K ME A 2/ 8, 3E1T W Fodex st dumpfE
FIERF L 38 .

pDexOriar-»fileName, dexname);

(Bmutex);

(Bmutex);

DexFile* plexrFile = pOvmbDex-»pDexFile;

MemMapping * mem plvmlex—-»memMap ;

Android in & % B2 HRFAE 7 75 5 B3 LR 4 dexaC RN BBk 2 A~ i, Dalviki B UL T = ARYE cookield HIH
514k DexOrdar F R % R 22 & fileName REAER, H&H R HIMBdex BN R
Dalvik_dalvik_system DexFile_openDexFileNative F1 i %

Dalvik_dalvik_system DexFile_openDexFile bytearray i & iJ .



The Special String in DVM

«DVM: the string “fileName” in DexOrJar objects.

#The opened apk file path->
fileName in DexOrjar objects by function
Dalvik_dalvik_system_DexFile_openDexFileNative.

+For Dalvik_dalvik_system_DexFile_openDexFile_bytearray,
fileName is always equal to “<memory>".

Dalvik IR T, DexOrJar 4514k ik 572 2 & filename #iid 7 #INER A dexsC I BE 12

L

e

P

* Internal struct for managing DexFile.

3
3
3
3

5
<]

k7

struct DexOrJar {

£ NS dex S Jar KRB EF S

char* fileName;

bool isDex;

bool okayToFree;

RawDexFile* pRawDexFile;

JarFile* plarfFile;

ul* pDexMemory; /7 malloc()ed memory, if any

% Dalvik_dalvik_system DexFile_openDexFileNative jil#dexst 42| Androidi# 2 W A7 I SE B (IEH 5
T, Android A hn#dexse 4 i % E HD .

~
*

private static int openDexFileNative(String sourceName, String outputName,
int flags) throws IOException

Open a DEX file, returning a pointer to our internal data structure.

"sourceName" should point to the "source" jar or DEX file.

If "outputName" is NULL, the DEX code will automatically find the
"optimized" version in the cache directory, creating it if necessary.
If it's non-NULL, the specified file will be used instead.

TODO: at present we will happily open the same file more than once.

To optimize this away we could search for existing entries in the hash
table and refCount them. Requires atomic ops or adding "synchronized"
to the non-native code that calls here.

¥ ¥ X ¥ ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ * ¥ % ¥

TODO: should be using "long" for a pointer.



*/
static void Dalvik_dalvik_system DexFile openDexFileNative(const u4*
JValue* pResult)

StringObject* sourceNameObj = (StringObject*) args[0];
StringObject* outputNameObj = (StringObject*) args[1];
DexOrJar* pDexOrJar = NULL;

JarFile* pJarFile;

RawDexFile* pRawDexFile;

char* sourceName;

char* outputName;

if (sourceNameObj == NULL) {
dvmThrowNullPointerException("sourceName == null");
RETURN_VOID();

sourceName = dvmCreateCstrFromString(sourceNameObj);
if (outputNameObj != NULL)
outputName = dvmCreateCstrFromString(outputNameObj);

else

outputName NULL;

/*

args,

* We have to deal with the possibility that somebody might try to

* open one of our bootstrap class DEX files. The set of dependencies

* will be different, and hence the results of optimization might
* different, which means we'd actually need to have two versions
* the optimized DEX: one that only knows about part of the boot

be
of
class

* path, and one that knows about everything in it. The latter might

* optimize field/method accesses based on a class that appeared
* in the class path.

* We can't let the user-defined class loader open it and start u

later

sing

* the classes, since the optimized form of the code skips some of

* the method and field resolution that we would ordinarily do, a
* we'd have the wrong semantics.

nd

* We have to reject attempts to manually open a DEX file from the boot

* class path. The easiest way to do this is by filename, which works

* out because variations in name (e.g. "/system/framework/./ext.jar")
* result in us hitting a different dalvik-cache entry. It's also fine

* if the caller specifies their own output file.

*/

if (dvmClassPathContains(gDvm.bootClassPath, sourceName)) {
ALOGW("Refusing to reopen boot DEX '%s'", sourceName);

dvmThrowIOException(
"Re-opening BOOTCLASSPATH DEX files is not allowed");
free(sourceName);
free(outputName);
RETURN_VOID();
}
/*

* Try to open it directly as a DEX if the name ends with ".dex".
* If that fails (or isn't tried in the first place), try it as a
* Zip with a "classes.dex" inside.

*/

if (hasDexExtension(sourceName)



&& dvmRawDexFileOpen(sourceName, outputName, &pRawDexFile, false) == 0) {
ALOGV("Opening DEX file '%s' (DEX)", sourceName);

pDexOrJar = (DexOrJar*) malloc(sizeof(DexOrJar));
pDexOrJar->isDex = true;
pDexOrJar->pRawDexFile = pRawDexFile;
pDexOrJar->pDexMemory = NULL;
} else if (dvmJarFileOpen(sourceName, outputName, &pJarFile, false) == 0) {
ALOGV("Opening DEX file '%s' (Jar)", sourceName);

pDexOrJar = (DexOrJar*) malloc(sizeof(DexOrJar));
pDexOrJar->isDex = false;
pDexOrJar->pJarFile = pJarFile;
pDexOr3Jar->pDexMemory = NULL;

} else {
ALOGV("Unable to open DEX file '%s'", sourceName);
dvmThrowIOException("unable to open DEX file");

if (pDexOrJar != NULL) {

// BB dex LRI B AR IR

pDexOrJar->fileName = sourceName;
addToDexFileTable(pDexOrJar);

} else {
free(sourceName);

free(outputName);
RETURN_PTR(pDexOrJar);

B #tDalvik_dalvik_system DexFile_openDexFile_bytearray fin#dex3z 4 2] Android#E 2 A 7 I 528 (Androidin
B AN E A fR 3 dexsC B R A Z R B0 .



* private static int openDexFile(byte[] fileContents) throws IOException

* Open a DEX file represented in a byte[], returning a pointer to our
* internal data structure.

* The system will only perform "essential” optimizations on the given file.

*

* TODO: should be using "long" for a pointer.

*/

static void Dalvik_dalvik_system_DexFile_openDexFile_bytearray(const u4* args,
Jvalue* pResult)

ArrayObject* fileContentsObj = (ArrayObject*) args[0];
u4 length;

ul* pBytes;

RawDexFile* pRawDexFile;

DexOrJar* pDexOrJar = NULL;

if (fileContentsObj == NULL) {
dvmThrowNullPointerException("fileContents == null");
RETURN_VOID();

/* TODO: Avoid making a copy of the array. (note array *is* modified) */
length = fileContentsObj->length;
pBytes = (ul*) malloc(length);

if (pBytes == NULL) {
dvmThrowRuntimeException("unable to allocate DEX memory");
RETURN_VOID();

memcpy (pBytes, fileContentsObj->contents, length);

if (dvmRawDexFileOpenArray(pBytes, length, &pRawDexFile) != 0) {
ALOGV("Unable to open in-memory DEX file");
free(pBytes);
dvmThrowRuntimeException("unable to open in-memory DEX file");
RETURN_VOID();

ALOGV("Opening in-memory DEX");

pDexOrJar = (DexOrJar*) malloc(sizeof(DexOrJar));

pDexOrJar->isDex = true;

pDexOrJar->pRawDexFile = pRawDexFile;

pDexOrJar->pDexMemory = pBytes;

// BB dex XA B2 HR

pDexOrJar->fileName = strdup("<memory>"); // Needs to be free()able.
addToDexFileTable(pDexOrJar);

RETURN_PTR(pDexOrJar);

.38 i 4 Bt 7 Android 2 A i FE dexc 4 i N 2 ik 45 7 & DvmDex B 2 28 & memMap 3REUE %3 72 i odex
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( temp, dumppath);
(temp, "partl”);

FILE *#p = (temp, "wb+");

ul*) mem-»addr;

exF1le-»baseAddr+plexFi

Jle-»pHeader->classDefsOff - sddr);

10.% 4 it 52 Android B FH ) 9 7odex3C 14 i) class_defsHiiE 45 R W Blodex XS RN X BN FHIIE NF

dump t SRR FE ) 304 Idata/data/pakegnamel/data &, 3 rpakegname i it 55 Android Bz F i A4 o

/7 BREL SRR apkIEE B RFEE /data/data/ w000
strcpy(temp, dumppath};
/7 HEFRE

strcat(temp, "data™);

/7 FIF 3 sdatasdatasoooc/data
fp = fopen(temp, "wb+");

/¢ ERBLAITE AP desx L1 T7 B DexClassDe 1A R RIS SR PO 17 AL
addr = pDexFile->baseAddr+pDexFile->pHeader->classDefsOff+sizeof(DexClassDef)*pDexFile->pHeader->classDefsSize;

g mﬂﬂpﬁ?ﬂhDdex}i'fﬂzﬁ)ﬁzDExClassDei-'%ﬁHﬂZE{J%EEHDdeﬂtﬁzggﬂﬂ E‘LEE.
length = int(({const ul*)mem->addr+mem->1length-addr);

A BESTEES MNEIM % /data/ data oo/ datarh
fwrite(addr, 1, length, fp);

/7 RIERSER

FFlush{fp);

A FEE

fclose(fp);

/7 MR RENAEEA

delete temp;
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pthread_t dumpthread;

param.loader = Ioader;
param.plvmDex = ol

Hrread, | ClassBumper' g Hymps s ( *)&param);

(&mutex);

12. BYEARTE N AEdump) 35 58 Uitk 45 #4& DexClassDef #4134 /data/data/pakegname/classdef Ll & 61 &
fR1F W FZdump i 28304 DexClassData 1 2875 4% (1) 52 St B # 3% DexCode H3C {4 /data/data/pakegname/extra
H:H#pakegname A # it 72 Android B2 .4«



*parament)

(timer_flag)

()s

DvmDex™ plvmiex=( ( *)parament ) ->pDvmDex ;

Dex=(
Object *loader=(( *)parament)->loader;

DexFile* plexrFile = pOvmbDex-»pDexFile;

MemMapping * mem = &pOvmlex->memMap;

ime = 0s

("GOT IT begin: ¥d ms", time);

B 72 Android B2 FH i odex 3 14 7 i 2 548 LA Androidiz 17 i i) DexClassData H)s2hriE 78 $iiE AREMEHRITNF
dump, = BHERE N AFEdumpf S iR 4514 1k 588 LLdexse 4 n 2k 2 N 77 J5 #% ¥ A ClassObject *H ) 2K Sk fRiE 78
B A FEAE AT W AFdump, A EXBEME? BN, Androidin Bl 45 AR B dexsC AR BEAT N B AL B, S
R B dexaC i 1)K 35 W2 classDataOff #4718 0 344 K84 DexClassData #E47 &5 AL, 7ERpEHAT
B S5 8 N % 1125 83 DexClassData #H AT A3, SR 518 IEREHE Wi classDataOff {3 #5 M % )5 IE
i DexClassData$iiE (—f&i5 M., MR35 it DexClassData$ii 3 & 17U odexaT it SO 3k 22 Bl i 8 7 X 45, B
% fEodex R Z B AEXIER) ; &8 —tsAndroidin [ SREBCH N E R B E 4, X+ fRdexse i1
codeOff BHATIEMIHITAE LI DexCode HISHEBEIT I A3, FERFTVEPATH, Feff 3N s 27 5L
Bl DexCodefi %, 4R /518 IE 45 7 DexCode$iE W% codeOff (—f&i5, % 5 i DexCode$iE &4 FE 1K
TETEodex S Uk Z TN F X 3% 80 fEodexs SR Z EMNAX ) o BT HAdexst ik H 4 AT
i, AR REIEM AT G IEFER, FILETAndroidia 17 i #k1T dexse 4 8 ¥ i dump.



How? Mm‘*’-‘y
e
«Determine whether the class_data_off in class_def item exists
in the scope of the dex file.
+»Copy all class_def items and write them into a file named
classdef.
+Collect the outside class_data_items into a file named extra.

oCorrect the fields in selected DexClassData object according to
the managed method object.

13. X FAndroidi#H 2 W FEHE 4 ZHXFHER (HRNRATIRENAEE KRR , FLEETH
FeAndroidi#FE fodex Ui I N BHR HEAT 4 55740, AR4AFFHAT 0 MBERER, AN T JEHodex
S EE A I TE A 1 ¥ B odexal 2K #i#E DexClassDatafl DexCode IR »

uint32_t mask =

oDexFile-»pHeader->classDefsSize;

uint32_t total pointe pem-*length - uint32_t(plexrile-»baseAddr-( ul*) mem->addr) ;

uint32_t rec

1428 T Wi 4 B 52 Android 32 F dex 3T 14 7 DexClass Data{ 478 & 75 4% Android i [ BT i A2, R 7% B X DexClass Data 34/ B i # classDataOff ik
T FHIHIWT, DexClassData$it (AT B AL 46 SCHEAR S 2 dex SCHE A7 I DexClass Def B 3R 45 I AL B, DexClass Data$iif (R 47 1 45 SO s 2
A odex LRI E . 38 i dexSTAF A IR 45 # A DexClassDef, 2T Androidig 47 i 1 353 #% DexClass Datafl DexCode ) I 585 7E
HEAT dex SO BRI ERY, HERRITEH "Landroid" FF 3k i Android & 45 31 25 28 1) £ ¥4 DexClass Data i DexCode I it £ »



DexfFile-»pHeader-»classDefsOff+ (DexClassDef)*num cl

uint32 t end = (uint32_t)((

ul*) mem-raddr+mer»length - plexFile-»basefddr);

DexClassData* pDsta

DexClassDef *po0

classdef;

XtF R Android R4t (LandroidFF ki) HIZEMZEZE, need extray false BIAXT Landroid 3k # Android 2 25 2870 2% 28533847 28 2 I H % DexClass Data
FIUSCEE, FF 1 B X P A% L i 2 Dex Class Def I i i 2 & classDataOff Fl annotationsOff FISCHRBAEA 0 38 FH X FIX BB, REE %
& X HHE DexClassDef 234 /data/data/pakegname/classdef 1. X L FHEZEWH5E need_extra Al pass KIE B BT U H—T, trEneed extra [

BRI LI EYE DexClassData 230 f4/data/data/pakegname/extra H; #x & passi & B2 275 % B I 5w U DexClassDef [/ 7 25 &

classDataOff #1 annotationsOff I SCHHRAEE AN 0, FRE need extra 1 pass HiboollE &8 R &I, FHH pakegname A4 it 5% Android B2 F .4



classdef:

uintd t *out =

(1out




IT classdata written");

{"GOT IT classdef");

(DexClassDef), 1, 7);

15. & midiiid (R DexHunter it 58 TR H2 T 1247 I I it 76 )



le-»pHeader->»classDefsOff+ (DexClassDef)*oum o

2t end = (uint32_t)(( ul*) mem->addr+mem-»length - oo le-»baseAddr) ;

classdef;

RIBRFLE~
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