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Defcon 2018 Qualify: Easy Pisy

1. Source Code

B H 25 T PHP:

® execute.php



] ) {
print highlight string(file get contents( ), TRUE);
exit(9);

get _keys();
$keys[0];
$keys[1];

$file info = $ FILES[ 1;
check _uploaded file($file info);

$data = file get_contents($file_info[ 1;

$signature = hex2bin($_POST[ D;

if (openssl_verify($data, $signature, $pubkey)) {
print 5

} else {

pdf to text($file info[

]

, 9, strlen($execute_query)) $execute_query) {
$payload substr($text, strlen($execute_query));
print $payload 5
$out = shell exec($payload);
print $out";
else if (substr($text, 0, strlen($echo_query)) $echo_query) {

$payload substr($text, strlen($echo_query));

print $payload 5
echo $payload;

else {

print

shellme.php




] )
print highlight string(file get contents( ), TRUE);

exit(9);

get _keys();
$keys[0];
$keys[1];

if ($privkey FALSE $pubkey FALSE) {
die( )5

$file info = $ FILES[ 1;
check _uploaded file($file info);

pdf to text($file info[
$text

if (substr($text, @, strlen($execute_query)) $execute_query) {
print 5
else if (substr($text, @, strlen($echo_query)) $echo_query) {
print 5
$data = file_get contents($file_info[
openssl_sign($data, $signature, $privkey);
print bin2hex($signature);
else {
print

2. Writeup

shellme.php;E A, AP E AN ECHO Hpdf A%, 153 signature
4 signature Flpdf Ff%45 execute. php

o LKA signature —FUE:

o U pdfg A EcHO MU & /~PDF Py 7%

o N Hpdfy 17y EXECUTE NI ATPDF N %

X TE 5 AT A signature—Eit 1X B,

M shal Aved 4, FRATTAT L ] T FL Al HY i 7 4 EXECUTE i 4F ECHO {H signature —#/{pdfy 25, MIMRCE.

3. Info

challenge source code https://gist.github.com/janmasarik/232381eec3918313b5b4d2c20ca1edOf



https://security.googleblog.com/2017/02/announcing-first-sha1-collision.html
https://github.com/nneonneo/sha1collider
https://gist.github.com/janmasarik/232381eec3918313b5b4d2c20ca1ed0f

CTF Time writeup https://ctftime.org/task/6094

Writeup provider teams:

e mhackeroni
e EmpireCTF

e tuna$laves
Author: Not Found, But Maybe

e https://gist.github.com/janmasarik/ X 2Hi1)L4H & H L
e hitps:/github.com/nneonneo/ IX i & 7E 8 H Z HI 5 T %L T A
e Marc Stevens(CWI Amsterdam) iX {7 /& {Announcing the first SHA1 collision) —1E

e Elie Bursztein (Google) {Announcing the first SHA1 collision) —fF

writeup for study: https://github.com/0e85dc6eaf/CTF-
Writeups/tree/05ad6a9ecbc19ceb8890f4581dfee36f16d164aa/DEF %20CON%20CTF %20Qualifier%202018/Easy%20Pisy#ea

Sy-pisy

tools used:

e https://github.com/nneonneo/sha1collider

e https://github.com/cr-marcstevens/sha1collisiondetection

4. Analysis of Author
T IR AN BE R 2 T A Y RN, i St e) T BB BB B DY AL 3 A
4.1 janmasarik

e languages
e python\go\php
o AEATHAR
e https://twitter.com/s14ve
e https://masarik.sh/
¢ Recent
e resolvers DNS# AR & T H ? 20210416
e low-hanging Jmi$13i%e
e bucketsperm H_L T ffllow-hanging 1) == A7 it AUPR Tl d14 25 2
e Automating Bug Bounty & 3C: H Bh{2IRIH ? IXANFAR L T2 =55 IR T, Bi%Fbucketsperm A BE 5]

jan.masarik 5t 42 1948 2 4 1) 3l 35 1 BAE S AR IR K H 32308 .

4.2 nneonneo (Robert Xiao)


https://ctftime.org/task/6094
https://gist.github.com/janmasarik/
https://github.com/nneonneo
https://github.com/0e85dc6eaf/CTF-Writeups/tree/05ad6a9ecbc19ceb8890f4581dfee36f16d164aa/DEF%20CON%20CTF%20Qualifier%202018/Easy%20Pisy#easy-pisy
https://github.com/nneonneo/sha1collider
https://github.com/cr-marcstevens/sha1collisiondetection
https://github.com/janmasarik/resolvers
https://github.com/janmasarik/low-hanging
https://github.com/janmasarik/bucketsperm
https://is.muni.cz/th/de05t/master_thesis_final.pdf

e languages
e python

o HAZHAR
e https://twitter.com/nneonneo
e https://www.robertxiao.ca

¢ Recent
e Ghidra i &
e iOS-Torrent-Client
® jos-sock
e nifsrecover

nneonneo K £20204E i [ githubZ A #BZ AEFIREMPWN, T 7t TAEES LR 2 . B i% A4 Hiweb IR H @)

1M H.nneonneo KA ALL T /& CTFerifi A BN, {BAh 2 /B4 7E H R 2 A 3 vl HH R0 B
P T March) S ...

4.3 Marc Stevens
languages

e C/C++
FEAS AR

e Github
e google®# A
o MAHE

Recent

¢ Non-interactive cryptographic timestamping based on verifiable delay functions 2020
¢ Real World Cryptanalysis 2019
¢ The general sieve kernel and new records in lattice reduction
e shafcollisiondetection {HIX AMELF-id /& 184 defcon(EasyPisy=5 i,
e snippets Marc/A™ A IFBIA IS 6
2¢>]— N Non-interactive cryptographic timestamping based on verifiable delay functions

fF4l17E — F shalcollisiondetection ITEHANTT, WVFEEH T B AR S ] DLH A2

RKALZINIES T — s X PEER) SCE On immutability of blockchains

4.4 Elie Bursztein (Google)


https://github.com/nneonneo/ghidra
https://github.com/nneonneo/iOS-Torrent-Client
https://github.com/nneonneo/iOS-SOCKS-Server
https://github.com/nneonneo/ntfsrecover
https://github.com/cr-marcstevens
https://scholar.google.nl/citations?user=ObZrtPYAAAAJ&hl=nl
https://marc-stevens.nl/research/
https://eprint.iacr.org/2019/197.pdf
https://ir.cwi.nl/pub/29339/29339.pdf
https://www.h2020prometheus.eu/sites/default/files/2019-11/The%20General%20Sieve%20Kernel%20and%20New%20Records%20in%20Lattice%20Reduction.pdf
https://github.com/cr-marcstevens/sha1collisiondetection
https://github.com/cr-marcstevens/snippets
https://dl.eusset.eu/bitstream/20.500.12015/3160/1/blockchain2018_04.pdf

e languages
e Python/PHP
o HAZHAR
o AR
e Github
e Google Scholar
e Recent
e Sok: Hate, harassment, and the changing landscape of online abuse 2021
¢ Spotlight: Malware Lead Generation at Scale
¢ Who is targeted by email-based phishing and malware? Measuring factors that differentiate risk

¢ Coinpolice: Detecting hidden cryptojacking attacks with neural networks

L& (Announcing the first SHA1 collision) —AfF, Elieff) = EkE /i & B NTE T Phishing, Malware. AbuseZ4715 .

B AR 2 X A R ARORRE SR, BB DR HNER . MRS ZERES JeER AR, SEMEL. B2k

—gE

NATUEAR DT E P PR £ 2 53 A Elie th LU & EasyPisy @ A ER .
A% L B0R 21 RCTRRIA 2.

¢ A Hacker's guide to reducing side-channel attack surfaces using deep-learning

IRAN" T TR S5 2 > SR B A8 55 s Mok 1 % & HF T Defcon 28 & Black Hat USA 2020 // TODO
SRR 52 5 B T T o IR T I AE Sy rh A AR B i 58 4 // TODO

5.8 5 T L RE
Sk — N H B EAMEEE T AR A B, TR B R EE =5 B Th SN 44 R AL
5.1 php

https://www.php.net/manual/zh/function.hash-hmac-file.php
https://segmentfault.com/a/1190000020201103
https://www.php.net/manual/zh/ref.openssl.php

5.1.1 standards library

5.1.1.1 Hash

PHP 5.1.27144, Hashili N BEHE.
PHP 7.4.07F45, Hashilo Az 0o, nl DL B8 L R 2L
Hash &%k


https://elie.net
https://github.com/ebursztein?tab=repositories
https://scholar.google.com/citations?hl=zh-CN&user=Ayw4GsAAAAAJ&view_op=list_works&sortby=pubdate
https://research.google/pubs/pub49786.pdf
https://research.google/pubs/pub49626.pdf
https://research.google/pubs/pub49775.pdf
https://arxiv.org/pdf/2006.10861
https://elie.net/talk/a-hacker-guide-to-side-channel-attack-surface-reduction-using-deep-learning/
http://www.arocmag.com/getarticle?aid=93341d415ab5a106
https://www.php.net/manual/zh/refs.crypto.php
https://www.php.net/manual/zh/book.hash.php

e hash_algos — iz [A] CLyE MW A FVE 51 &

e hash_copy — # Nl Aig 5 b N 3¢

e hash_equals — AJ B 1L 5 B0l 10 5 45 B B

e hash_file — 2345 5 SO A 2 A s A 1

e hash final — 25 EMG Ay, FFHIREHEEL R

e hash_hkdf — Generate a HKDF key derivation of a supplied key input

e hash_hmac_algos — Return a list of registered hashing algorithms suitable for hash_hmac
e hash_hmac_file — {# il HMAC J7iEMI45 %€ SO I N 25 26 ety 5 B O e i 1
¢ hash_hmac — i i} HMAC J5 1525 il B S 8 s 7

e hash_init — G SIS A2 5H R 3

e hash_pbkdf2 — 4 s (it %A% t) PBKDF2 %415

e hash_update_file — MICAFIRIE BRI G A s 5 R SO HE 7 s

e hash_update_stream — MFT I 3G BR MG Ay ia B BN SO IH AR E0E

e hash_update — [F3&ERIIG Avia 5 R SO IE R Ao

e hash— IS AE (HEMED

Hash % 41 sk 411y algo 4% BRIME.

5.1.1.2 % 5 5 5k o B

N BR HRT BB H

SR EAS ] Argon2 Z a4y, PHP WA ZiH --with-password-argon2[=DIR] fic & LA libargon2 K% .
R HE B R A

e password_algos — Get available password hashing algorithm IDs
e password_get_info — iRFEIFEE S (hash) [AHA(E S

e password_hash — G Z L HI#4 (hash)

e password_needs_rehash — & UL HIE & 75 VG L H5 5 F 5 T

e password_verify — %6F 35t & 75 AT EL I8 VE S
password_hash FT o] H &4 vkl

o PASSWORD_BCRYPT (default) * = 1

o PASSWORD_ARGON2I =] f iz

o PASSWORD_ARGON2ID

o PASSWORD_ARGON2_DEFAULT MEMORY COST
e PASSWORD_ARGON2_DEFAULT TIME_COST

e PASSWORD_ARGON2_DEFAULT_THREADS
TR Ay bR ) B MK VEWT, B S LR eV RIR.
ARGON2" ] i 1

5128 =T %


https://www.php.net/manual/zh/ref.password.php
https://www.php.net/manual/zh/password.constants.php
https://en.wikipedia.org/wiki/Bcrypt
https://zhuanlan.zhihu.com/p/80490980
https://tate-young.github.io/2019/05/21/bcrypt.html
https://github.com/P-H-C/phc-winner-argon2/raw/master/argon2-specs.pdf

5.1.2.1 OpenSSL

A PHP 1) OpenSSL #isi, Zifii H --with-openssl[=DIR] Z %3k
OpenSSLZEFT M s~

openssl cipher_iv length — FREUEHDiviKE

openssl_cms_decrypt — Decrypt a CMS message

openssl_cms_encrypt — Encrypt a CMS message

openssl _cms_read — Export the CMS file to an array of PEM certificates
openssl_cms_sign — Sign a file

openssl_cms_verify — Verify a CMS signature

openssl csr_export_to file — %VCSR‘Q“W A

‘ykx

openssl_csr_export — IGCSRIENTA |

openssl_csr_get public_key — R[FICSRIIAEH

openssl_csr_get _subject — IR[FAICSR =

openssl_csr_new — 4—4 CSR

openssl_csr_sign — MR —MEPEE CSR (HEAY) JHAR—AER

openssl_decrypt — fif#s% R

openssl_dh_compute_key — TIHUZEFEDHEEH (A5 ) FAASHDHZ 4H i L =2 %5 41

openssl digest — i

openssl_encrypt — INZE%dE

openssl_error_string — JR[H] openSSL #HiRiH &

openssl_free_key — R EH %I

openssl_get_cert_locations — 2 nH LB &

openssl_get cipher_methods — FRHUA] I35 52

openssl_get_curve_names — 3RAFECCHIRIF 2k & 7k 512

openssl_get_md_methods — FRHXATFH 4k 25

openssl_get privatekey — %% openssl_pkey_get_private

openssl_get_publickey — Jl|4 openssl_pkey get_public

openssl_open — FTIFEEHIEHE

openssl_pbkdf2 — Aif—4> PKCS5 v2 PBKDF2 F{FH

openssl_pkcs12_export_to file — #ijti—4> PKCS#12 ﬂ%??‘”i?ﬁﬁﬂWMlﬂr

openssl pkcs12 export — ¥ PKCS#12 FAIUEPAEME L F S H A

openssl pkcs12 read — # PKCS#12 Liﬂ%(:wmxilﬁlfﬂiiﬂﬂl'

openssl_pkcs7_decrypt — f#%—4 S/MIME JI% v &

openssl_pkcs7_encrypt — Ji%—4 S/MIME J§ &

openssl_pkcs7_read — KPKCS7 S H APEMES ZIE T i $4L

openssl_pkcs7_sign — Xf—4> S/MIME JHE 17454

openssl_pkcs7_verify — RE—NCEAN S/MIME JHEMZE4

openssl pkey derive — Computes shared secret for public value of remote and local DH or ECDH key

openssl_pkey export_to file — &4

openssl_pkey export — ¥4 UHIMUr®f1JédiiQﬁ%jﬁﬁzﬁ”ﬂ

openssl_pkey free — Fjil— A

openssl_pkey_get_details — ix[HIG &2 EH G A

openssl pkey get private — FREUFAH

openssl_pkey get_public — MIEFf@Etr A, LAEEH

openssl_pkey new — AERG— I FAEH

openssl private decrypt — i [HALEfR 3 Hd

openssl_private encrypt — i FHFAEH N2 £

openssl_public_decrypt — i A8 % EE

openssl_public_encrypt — fifi[H/A8IN%s ¥

openssl_random_pseudo_bytes — A:p—AMEBHHL T H

openssl_seal — & (%) ik

openssl_sign — Generate signature

openssl_ spki export_ challenge - 1; ?ﬂ HANBR AR OGP ik 7= 15 £
A~ F [ PEMES 3 A £

openssl spkl new — ‘~& AR JHW %HﬂHknk

openssl_spki_verify — KiFZ54 /2 ﬁHﬂHk|k

openssl verify — Wl#/\?



https://www.php.net/manual/zh/ref.openssl.php

¥R

openssl x509 export_to file — FHIE
openssl_x509 export — PLFFFEKA S HIER
FE X . 5@9UETS K145 ST Bl

openssl x509 parse — f

openssl x509 read — fiffr

openssl_x509 verify — Verifies digital signature of x509 certificate against a public key

PLERIN S X openssIfZE bR Bt 4743 28, 0 R
ERININE5 535 OPENSSL_CIPHER_RC2_40 )ik

e openssl_cms_encrypt

e openssl_pkcs7_encrypt

ERIANZWAD J5 125 OPENSSL_ENCODING_SMIME ] B4k

e openssl_cms_verify

e openssl_cms_sign

BRININAR S J71: RCA 1 PR

e openssl_open

e openss|_seal

BRINZE A B SHAL [ RRHL

openssl_pbkdf2
e openssl_sign
e openssl|_verify

e openssl _x509_fingerprint
BRINZE 44 Flag: PKCS7_DETACHED [ B8 %
e openssl_pkcs7_sign
kil Padding: OPENSSL_PKCS1_PADDING ] ik %k

e openss|_private_decrypt
e openssl|_private_encrypt
e openssl_public_decrypt

e openssl_public_encrypt

5.2 python

5.2.1 standards library

5.2.1.1 hashlib


https://docs.python.org/3.6/library/hashlib.html

hashlibJig /=2 CHS HopenssUTIR %, openssIZ#E /712, hashlib#BAE .
BB R TR

DSA, DSA-SHA, MD4, MD5, RIPEMD160, SHA, SHA1, SHA224, SHA256,
SHA384, SHA512, blake2b, blake2s, dsaEncryption, dsaWithSHA,
ecdsa-with-SHA1, md4, md5, ripemd160, sha, shal, sha224, sha256,

sha384, sha3 224, sha3_ 256, sha3 384, sha3_512, sha512,
shake 128, shake 256, whirlpool

Hrb, BRPATIBAT B R ARME RS, #ALIRAT -5

ake2b, blake2s, md5, shal, sha224, sha256, sha384, sha3_224, sha3_ 256, sha3_ 384, sha3 512, sha512, shake_ 128,
shake_ 256

ANHEIAELH) algorithms_guaranteed AN JH
X B3R5 Python3.7.7 MacOS 10.14.6

hashlib i F 7575

import hashlib

h hashlib.md5()
h.update( .encode(
print(h.hexdigest())

h hashlib.shal()
h.update( .encode(
print(h.hexdigest())

hashlib 1177 %42 W16 4 AR B R :

hash_name = "shal"
hashlib.new(hash_name)

h.update(args.data.encode('utf-8"))

print(h.hexdigest())

IXFASIH U T A4 hashit) 5 12 5 5 (6 H
5.2.1.2 hmac

FyEhmaciRF C itk
hmac e — N 288 (5 172 v B S8 3 i bR v AL SR

7 n

import hmac
import hashlib

h = hmac.new(b , hashlib.shal)

digest = h.hexdigest()

print(digest)

hmac.newsd 5S40 =4 B, HE. BHEE
Hor, Z2 5L mds

5.2.2 % =T P

5.2.2.1 cryptography


https://tools.ietf.org/html/rfc2104.html

Cryptography: —AMH&HE T s 52 F0 5 15 1) python L.
5.2.2.2 VoidSpace

VoidSpace /& i& T IronPythonftHashlib2 i1 %%

5.3 go

5.3.1 standards library

5.3.1.1 crypto

FT A v B Hash 7 ikt

SHA224
SHA256
SHA384
SHA512
MD5SHA1L
RIPEMD160
SHA3_224

SHA3_256
SHA3_384
SHA3_512
SHA512 224
SHA512_ 256
BLAKE2s_256
BLAKE2b_256
BLAKE2b_384
BLAKE2b_512

fEF 777, L MD5 %445

func GetMd5String(s
h md5 . New( )
h.Write([]byte(s))
return hex.EncodeToString(h.Sum(nil))

5.3.1.2 cryptofi. T~ H At in %

aes,cipher,des,dsa,ecdsa,elliptic,hmac,md5,rand,rc4,rsa,shal,sha256,sha512,subtle,tls,x509

532 =T ¢

Golang UL T 15 5 Ml £ IR 088 =7 I35 Be, bRvE e CL28 1] AR YR 4y #5K
6. 0 S AR A
md>5

https://fen.wikipedia.org/wiki/MD5
https://zhuanlan.zhihu.com/p/37257569

18 05 A 2R 2K


https://pypi.org/project/cryptography/
http://www.voidspace.org.uk/python/weblog/arch_d7_2006_10_07.shtml#e497
https://en.wikipedia.org/wiki/MD5
https://zhuanlan.zhihu.com/p/37257569

https://tate-young.github.io/2019/05/21/bcrypt.html

X TR M BRI B, BT T XA S A B

bR T A M A BB & " grhash, AERES, FAHSRIESCHRESS, FINA RS, IEA S Hash, R 18
Eb berypt , scrypt , PBKDF2 %5

pythonifberypt 54 T :

bcrypt.gensalt

bcrypt.hashpw(passwd, salt

print(salt

print(hashed

ARGON2

https://github.com/P-H-C/phc-winner-argon2/raw/master/argon2-specs.pdf

Towards Practical Attacks on Argon2i and Balloon Hashing

th o —Fol I e Ay PR

Memory-hard hash function : JHITHEEEETAANMHE, KiEmEENHashiFER .

RC2_40

http://cryptowiki.net/index.php?title=RC2/40_english
https://github.com/SaschaWessel/rc2-40-cbc

SMIME

https://www.cse.scu.edu/~tschwarz/coen350 03/Lectures/smime.html
https://zh.wikipedia.org/zh-hans/S/MIME

224 [ R I 7 =X

Iy s F SMIME

St

https://zh.wikipedia.org/wiki/S%E7%9B %92
HE, S-BoxiZ i B M A LR m, JRR LA By Ry e B 14 EeRen, i A& Tm1]. — P mxnifS& AT LUl
HAE2mFH, B HnbbRr AR S .

RC4

https://zh.wikipedia.org/zh-hans/RC4

SHA1

https://zh.wikipedia.org/wiki/SHA-1
PKCS7_DETACHED
https://segmentfault.com/a/1190000019793040

OPENSSL_PKCS1_PADDING


https://tate-young.github.io/2019/05/21/bcrypt.html
https://github.com/P-H-C/phc-winner-argon2/raw/master/argon2-specs.pdf
https://eprint.iacr.org/2016/759.pdf
https://www.cse.scu.edu/~tschwarz/coen350_03/Lectures/smime.html
https://zh.wikipedia.org/zh-hans/S/MIME
https://4hou.win/wordpress/?p=15890
https://zh.wikipedia.org/wiki/S%25E7%259B%2592

https://blog.csdn.net/liuxianbing119/article/details/7405628
ecdsa
https://zhuanlan.zhihu.com/p/97953640

subtle

subtle M dgolang & AR 47, & —A5 L mm i,
G L IRIFRIHIAARE L, (HTERE bl 2 s 0 s =X .
B, XGEMT

(T —

Subtle

htips://blog.csdn.net/cemand548

https://documentation.help/Golang/crypto_subtle.htm

7. Bucket fic. & 45 i~

jan.masarik /45195 2 4 302 £ AL = A7 iR B 2h 4248 L.
- bucketsperm
- Automating Bug Bounty

Jek: 2] — T Bucket R Ac B I A & VE Bl H

B 10 B F5R 1 Amazon S3TE# R T BU T F 5 1 2 B 1 B AR
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(a) Group 1 (b) Group 2
bucket name | occurrences bucket name | occurrences
images 662 assets 210
media 295 files 174
public 214 documents 97
videos 168 uploads 93
content 149 docs 81



https://github.com/janmasarik/bucketsperm
https://is.muni.cz/th/de05t/master_thesis_final.pdf
https://www.cyclonis.com/zh-hans/thousands-of-patients-data-been-breached-misconfigured-amazon-s3-buckets/
https://help.aliyun.com/document_detail/31885.html
https://help.aliyun.com/document_detail/66168.html

static 104 backup 43
video 94 data 41

test 93 user-assets 39
temp 91 backups 30
logos 79 logs 29
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This XML file does not appear to have any style information associated

¥Y<Error>
<Code>AccessDenied</Caode>
<MessagepThe bucket you access does not belong to you.<q/Message>
<RequestIdS6U/FEGSZUDIVF /I T39S BZAGAS/Requestias
<HostId>alachong.oss-cn-shanghai.aliyuncs.com</HostId>
</Error>

o Yibucketff7E, {HZpathNEFERS, Rl FEsiR

This XML file does not appear to have any style information as:

v<Error>
<Code>NoSuchKey</Code>
<Message>The specified key does not exist.</Message>
<RequestId>607FE6A2216A4F363295A812</RequestId>
<HostId>alachong.oss-cn-shanghai.aliyuncs.com</HostId>
<Key>uploads/image/2020/11/09/</Key>
</Error>
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This XML file does not appear to have any style information asso

¥<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<RequestId>607FE7BDB79FD63839490FB2</RequestId>
<HostId>pplin-test.oss-cn-shenzhen.aliyuncs.com</HostId>
<BucketName>pplin-test</BucketName>
</Error>
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xiumi-upload.oss-cn-hangzhou.aliyuncs.com.gds

https://blog.csdn.netiecemao4d548
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8. {Non-interactive cryptographic timestamping based on verifiable delay functions)

BATPH AEweb N H H RS TaJ RIS 56,  #R 2 A A T I ANBUB R 55 3%
N TS0 E, Marc Stevenst T X RPFE T VDF ) 25 AL ) (AR R

9. sha1collisiondetection

TODO

10. {On immutability of blockchains)

TODO

11. collect Crypto 2021 Paper

TODO

12. A Hacker’s guide to reducing side-channel attack surfaces using deep-learning

IXRANFE TR 27 > Sk B 55 R T 1 B B S F T Defcon 28 & Black Hat USA 2020 // TODO

13, 5 T 5% B Bk i) AESHL2: o 1) 25 2 i 55
L2 35 et ST 95 B O HOAES % o [ A 55 £/ TODO
ISES

EasyPisyr] REH RN A PUAL, A4S AT BERT AT 740~

e janmasarik: buckets % A Vs 4l I (WEB)
¢ nneonneo (Robert Xiao): iosi¥i [7] (RE)
e Marc Stevens: £ T VDF(¥) % rf .02 4L 5] [8] £k (BLOCKCHAIN)

e Elie Bursztein (Google): AES5 # ¥ 7 (CRYPTO)


https://eprint.iacr.org/2019/197.pdf
https://github.com/cr-marcstevens/sha1collisiondetection
https://dl.eusset.eu/bitstream/20.500.12015/3160/1/blockchain2018_04.pdf
https://elie.net/talk/a-hacker-guide-to-side-channel-attack-surface-reduction-using-deep-learning/
http://www.arocmag.com/getarticle?aid=93341d415ab5a106
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