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I. INTRODUCTION

BEARLETHBERERE(ERE)RDCTRAH(JPECGE KGR E R P RFZESEBWRXEMZAR. Bil, BRZENREFR
RAZHEMNBE TR, BMEHBERFENRERNXE, HRNREARZEANR . 2845080 5 FaFEHUGO [1],
WOW[2]#1S-UNIW ARDI[3].

S5RGBESERRBHAXN, BERREGPREBEBFENRSITERE T RENER. BiiRAEENZHEBEITERLE
6] 3 5 R (SRM)[4] K HAZ44K[5]. [6]. XERRE 4 TARENH M ENHEMASRENMAFANTRYEMEKES, XE TR
R B 5 P 2R P AN AR ek B SR AR IR B I B AL BB PR IR E AR B HEABR G A TR - JEAER, AT B HINR H 28K i %
EUNNAEBENRBETR, #E T - RRAEREENRESIREES] [7], Kb, ETEREER, FHEEE

1B, maxSRMI6JEA R LiRE T 2 M ATH WA B &R E 75 REAETEE ST .

HEl, SEFHEGRESSIraslREHETRERNRE 2L % S RIGER, HFEXZERRKRENRAERETHE. KHE
MM ED K. ETRERERE KRS ERKEE LRB TR TRERERE, ERSEMIR, nEr EER &N FK
TR, REEEHSZEIFETENRE. X T ERNEE, REFHTRAERBEESHEREL, SEHNFIEERANFEES
FRZEFLIIE, HFTENERE, SARR4ER (B, 30,0008FEL). NRESITHMAERE, AT REETERcoverli
iR, MAERRRLAKES, IRVUHTRESIIREERME S, Wi, HER, BilseHNES IR R Kk
T, RBHRMESRERIOPTRLR. RAEDR, BETHEEE MR —KIERBP L FEAR IR,

AR, WABESH T RS0 #0207 DU R SRS M4 (CNN)[BPRAZ & S2 B,  LA% S BE RS 0 AR AL B 2 k&
ANo CNNFR—ANE 228 12 & T DU s 45 R S 3 N AN RO SR BUE Z: I A TR OR R % ST IR B (9 B )R, E R R A 45 A i
M, R EMIEE — NS M S HRRTENAS (CV)IMES, AR BB KO K IRAI[10]5%. X EHRRBERINEEIIZLE—CNN
KX 4rcoverflistego. XBE, Akl i R 4h BIE AT LA A I 50T O CNNE B2 i it 1) — 33k il A 2% (coverlistego). h4h, HFAEHRER
A LA 2R —thiih, XB BT RATNE Z AR ST 5 B R R .
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5054, FHMECNNEE BH2 ) @RS . Q)&E, RMFAFREHCNNINGHIEREE, #—PRETRE 2
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A ERE AR T EHEF P, RNFEEEB T B ATHAT K2 835 B S 701 07 S 30 4 M 2% (CNNs ) HIHESE .
ZAHR T AR ECNNEI i, ST T SRR RN, FRTAEM T Hie.

Il. PRELIMINARIES

A. The Framework of Prevailing Image Steganalysis Methods

BB RS RATER4], [15], [16]EERBERAKETE . FIERIAN _EDRXEAEEHE, WE1FR.
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Fig. 1. The framework of image steganalysis methods and its similarity with the convn];]@?j?‘ll %lfril}g._pp_v_ Sep
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s BERETHBERPHBRARETUEBERARRZE LIF MR RIRERES . Fik, £RS0H, KAREREER
REFIRB RS EANRE . X—BERWENT]HRE, JFREM] [15]. [16]. [181FTETBRAMER. X Tl EEX=
(X)), F&5 2 Mt b — B TRAT B SR R AAABCER TN 25 T B0 75 5 22 R=(r):

1) Noise Residual Computation: The embedding operation
in steganography can be viewed as adding extremely low
amplitude noise to the cover. Therefore, it is wiser to model the
noise residuals instead of raw pixels in steganalysis. Such an
idea was initially proposed in [17] and was later adopted and
developed in several subsequent methods [4], [15], [16], [18].
For a test image X = (x;;), a popular strategy in steganalysis
is to compute the noise residuals R = (r;;) from a pixel
predictor:

rij = Pred(N(xjj)) — lxij, (1)

where N(x;;) is a set of neighboring pixels of x;;, [ € N
is the residual order, and Pred(-) i1s the adopted predictor.
In practice, many steganalysis schemes [17], [19] implement
the predictor by convolving a finite impulse response filter K’
with image X:

R=X%K —IX = (rij}_(z KT~ 1xip),  (2)

where * denotes the convolution operator, and r, ¢ are the
index of the kernel K'. According to the distributive law, the
residuals above can be reformulated as:

R = X*K—(-'U)—(Zx:-jrrcr”ff}f.--_— ‘(3)

EREONH, BESARZEFGEESRIELN), TUARERARNKE, HHRHSERZENARKBRR. RENS
FEVER T8 B AR R (RM) AT ) 22 A o

2, FERBXERSOMHEREE. FTESHERNRBME, RTUERZMEX 2>BHREGNREERE. £X—PH, @il
B 7 B S SE BRI AR R 2 B & B R 0 A . X TSRME AR, HpAER B SLAE DU LI ME A 2R At B DUKPIEAE
N, BAAE:

ny.na—3

oty = O Uijok =di, ¥k =0,1,2,3]-p(f; )
i j=l1
dy € {-Tq,(—T+ gq,---,Tq}, 4)



KPP HBHRTES, LiEfainsideNtruelf, HERRAN1, A0, HFoQBi)—RHMBRAMERNSETEE. M TFARKRAER
SRM, H A (BI.j)E A F HI1E:

1, SRM
o(fij) = ymax(2p; j+x). k =0,1,2,3, maxSRM (5)
[ﬁij = ﬂfhre.s!mfdjq tSRM.

EE, maxSRMASRMA KI¢(Bi,j)s N —AN1#175 2] 75 — M TTHA R, KR EAIHR R G FHEERAN .

2) Feature Extraction: This 1s critical in steganalysis. With
more discriminative features, it would be much easier to
distinguish cover images from stego ones. In this step, the
joint or conditional probability distributions of neighboring
residuals are modeled through histograms or co-occurrences.
For SRM and its several variants, the features are built on the
basis of fourth order co-occurrence matrixes. Take horizontal
co-occurrence for example, we have:

ny.na—3
haiias = D, Uijsk=di, ¥k=0,1,2,3]-0(8 )
i.j=1

where [-] is Iverson bracket whose result is 1 when statement
inside is true and O otherwise. And @(f; ;) 1s a statistical mea-
sure of the corresponding embedding probability. For different
versions of SRM, there are different values for ¢ (f; ;) :

1, SRM
@(fij) = ymax(2p; j+x). k =0,1,2,3, maxSRM (5)
[,3:'_,:' = ,grhre.l:fm!djs tSRM.

Note that the ¢ (f; j)s in maxSRM and tSRM vary from one

place to another, indicating that both of them are selection-

CSDN @CVIRE T H

channel-aware. CLsh Fx
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B. Convolutional Neural Network Architecture

HBIRMEMNEH—ANBJLINEREAHR, BER-LELEERNMETE. BHERRAMN G H 2 — A Nfeature map %L
H, MENMEREREETIER. FREBIEMA =P R4 Bifeature map. 25— R A8 A O ARHAE BLGT I A AZ3EAT — el
8. Fik, F—Akernel#B R AT B — B4R KB A feature map_ L. #HAFn(X)ERnE K% H RS, HA% (B3R W E 425
HWnFIBnE X, A:

F"(X) = pooling(f"(F" ' (X) * W" + B")),  (6)

where FU(X) = X is the input data, f"(-) is a non-linear
activation function that applies to each element of its input,
e.g., TanH or ReLU function, and pooling(-) represents the
pooling operation, including mean-pooling or max-pooling,
etc. Generally speaking, the non-linear activation and pooling
operation are optional in a specific layer. For a classification
problem, a complete network usually contains several cascaded
convolutional layers and ends with one fully-connected layer
followed by a softmax classifier. CSDN @CYIRETH

HAPFOX)=XNMAEE, () hIELEBERS, MNATHRARNEA TR, WmTanHEReLUE$L, pooling(-)&~pooling#
fE, B¥Emean-poolinggimax-pooling%s. —MRit, JELMBEIERVBERIETREERTIER . MF—N0REE, —NEER
MGBE LS INEBENERE, FHU—ANEEBEEM— /P softmax KRR,

2R, EIRCNNERT DURF RIS TR T M =A@ P B, RIEQ), RETHELR ERETEPRELIRN, &
AT B — B REREI . CNNF K2 BB Z BRI AT LA 2R 5 > BRHR B 5 = B 27 B 46 B8 FO AR AE I 3R A
B 7 CNNHI I E VF 2 B AAILR B i 18] 3K th [R) i 72 B 5 X R A 1 B AR ARRAE SR B . B0 P R |, CNNH fysoftmaxy
RBRUTSVMEER I KA. FL L, ETCNNKIFRSE T8 T DUE — M KR B3R — R E T R IER BN 22K
B}, MERELIATEMFELTE, HEN—DBEERFRETRL.

NLETHERHMENZKERS 2

MEZFROH A UE S, CNNERGRGRFMEMIARE SITERFH =A@ PR, Bk, FRABRBEMEITRER

RESTRAMETTH, MHRTTH. R, BESESSHENIMRESFRROAR, EHENRES, cnnB L
BTERKEIY. BEMTHRELENREREEERARBMAALERANN . FXE, EHLOTNEETRY, REE
HAMENRSR L, THESW LM SRBWIEFMHEL. FHik, ZETCNNKIRRE 38 KR IER RN Z 5% ARCVES R KK
AFE. B, ZRCNNIIZGARE 2P asn, AR BUE K CNNIE A sl s A R A% T (L&D,



TABLE I

THE PERFORMANCE OF DIFFERENT INITIALIZATION STRATEGIES OF
THE FIRST CONVOLUTIONAL LAYER IN TERMS OF DETECTION ERROR
(Pg) FOR RELU-CNN AND TLU-CNN(T = 3) ON THREE
STEGANOGRAPIC SCHEMES AT A PAYLOAD OF 0.2 BPP ON
RESAMPLED IMAGES. THE INVOLVED NETWORKS ARE

TRAINED ON BOSS+BOWS24+AUG AND

TESTED ON BOSS_TEST

Algorithm Model Random  Fixed  Learned
WOW ReLU-CNN 0.5 0.2259 0.2136
TLU-CNN 0.5 0.2261 0.1982

ReLU-CNN 0.5 0.2968 0.2937

S-UNIWARD "1y 17 oNN 05 02807  0.2540
HILL ReLU-CNN 0.5 0.2980 0.2971
TLU-CNN 0.5 0.3068 0.2761

CSON @CYiRE: T #

FHik, AT RSEAIREARIZETCNNRR ST SRKEIH, FELERE TRE RS R

A. The Architecture

WmE2FTR, Frig i FICNNE10EA M, HLAEA W Fsoftmaxi) s &R R R, K EBE2NRAMBEN 2. EFRER
BHEJENHAELERE. HFENE - BRRE=ERMmBRERNE . SERNNRZSAEEERE N HMEZCNNEHAR, &
MHEM SR IO EH — LB A EEERE . ZRFATEERNEEFY EAZEIENSH, XREHFBEENS,
Rl R LHINGEANERE, RATKEFHARRZE. o, BT E2FIRIEZS, BAEENSHERKEME, B0
M (LRND [9]. EKR([9]. #EMTENL (BN) [20]5iA#xf LLEEATEM (LCND [21]. BEMENRAMBR TR R IEFEIE M
RIS AT RAE, AESBNDT T PRAI S o P48 TR BE A 58 B2 DA S DB 4% 0 /NIl 2 - 1 RE RIS 2R 55 23 1 2 [ LA 1) S B

H5E o
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Fig. 2. The architecture of the proposed 10-layer convolutional neural network. For each convolutional layer, the input feature maps are the output of its
previous layer. The layers in the dotted box only exist in the selection-channel-aware version of the proposed network. CSDN @CViZET 35

WG, BATSLEITTRCNNIIRLLE, UKBRNEMBEMER FESLRW TR, XBEFARL. W FIELEBEREN
ReLURIM %%, FRATHK HFRIReLU CNN, T SR — L3 ik B 37 5| AR ER &80 (TLUD FrBUR, XK IESN-BY 4
BR, MIFRANTLU-CNN. B4k, BERABER ST E BN BT, TLU-CNNBCY H G (5 1E R AR AR SCA-TLU-
CNN. XtFCNNER FRFTA L, BRAMER =FREAIISEIENREESTNEMNREF =K. RERLELERZBTF
B=EAMRERBRN . BRIESEME, ARCHE KK M4 EFABOSS + BOWS2 + AUGHHE S I it B R AL B G 1T VI 4,
FHAE FABOSS iR b i B KA BG AT IR (1B WEBNV-BT)

AT ERIO T, BAVE AR BTHBRATIR KB B0 4 W 2% R A B LA SR B BoR

B. Initialization With High-Pass Filters in SRM
FE SRM s ) 1o 38 U 35 s M) 4R L

WMETTIR, BREMVHE DB BN BRI AR . R K, FRAE A SRM A F ) v I U ik 28 T A =2 BV UE I 6 B R
AN P E—SHENNE. REAEQan® N TAEM 1] T X Pk, (HEGNCNNEAH, HAESRMHH“F
5x5" BN T U EE—FE . M\RMMEMR, SRMFRERESR B TIREERL (stego signal to image content) (R85 5
FEBAE) , ERNFARESZEEREHEEBrichiiE (RM) ERETHEIE TR, Fik, ROZEVGEME —BR
BHSE, FFEASRMA A Tt HRZ U A 30N E AL IER A (“SPAM USSR 88 K HBRHEX M) KN AL E



FREAE R BN BT SRMA 7RI R, SRR PRISNEEE . 2" RP AN IER . 3" RH M8 IR SR, “3x3"HK
BN TER A . “5x5 AP AN IERE B . “3x3" AP AN IR B AN Dx5 P AN B8, B FE30NFEA PR AR I R AR K
H5x5, FHL, FATKECNN allff) 28— AN B E HInBUE RE 1% KN B 95%5, WEI2FR. BREWS5x5 CNNAIWmxn 43 5I1E R
SRMHF AU AE S R R S8 A%, AT WSRMATEELWCNNK 0384, KWCNNRIRI R TR RE AT, a5, BATKEwm*n
SRM¥ A ZIwsx5cnn. EHAERKRE, W FHAESRMEIESE, BRATRSBEEEBRUAIR (1) o BRI 407 k5t H T MiE
.

The basic filters above correspond to 7 residual classes in
SRM, which include 8 filters in class “Ist,” 4 in class “2nd,”
8 in class “3rd,” 1 in class “SQUARE 3 x 3,7 1 in class
“SQUARE 5 x 5,7 4 in class “EDGE 3 x 3" and 4 in class
“EDGE 5 x 5.” for a total of 30 basic filters with maximum
kernel size of 5 x 5. Therefore, we set the kernel size of
weighting matrix in the first convolutional layer of our CNN
all to 5 x 5 as shown in Fig. 2. Let Wéﬁ.‘r and W¢yy, be
the weight matrix and filter kernel in SRM, respectively, we
initialize the central part of Wepyn with Wsgys and leave the
remaining elements of Wy to be zeros. In another word, we
pad W{it to be the W27, with zeros. It is worth noting that
for all the SRM filters, we do not normalize them by dividing
the residual orders / in formula (1). CSDN @CVi2ETH

FIRWIAEA SRR AE LA S ST I E ML T, ROKHAE /N T W4T S8R R, BB TF MG IS. that, X mim s A R AT
MELETFRERIANKBRANY, MARERVEGNE. BRI, FELERE P IIZFAICNNERIE R A TR
VIEEAIRIE[11] [13]s [22].

R, EHE— B P EA30NSRMT B ST WAG T LME M ISR RIFRE i, EARBREL S MBERIMM LR (WK
=), FEINGHRRFX LS REAZEE SR HEHCMEERENSER. B, F-8REPRRFRESHNEL %S
W 2% eh i Hofth 2 45— R BEAT AL

C. Truncated Linear Unit

P BUERES () : ROREIFLMEIIABMEM L, X UREMBRIHMERRGES . F () FLMEE, mELEH
SigmoidfiTanH, B&IEHIHKIReLU CERLHEAL) R H, X TCNNFHERE, ReLUR—MERERMILERE, E
W URRN



Fx) = [“’ v <0 (7)

x, x=0.

ReLUZhBEE BINBL A TCVHEIBEMAES . W TCVAES, MENE, B GIEETURESMAERFX IR, HREiE
W, REEZHHRETRARGERL. EXMBERT, L uNHAReLUR MEENIGFEEBmM AT HKERES, N/
AFTBKMRAE. BERMAKBIERRAMBENETRELET 2K, HFEREEFHEMNESRS]. KT, XtTRIAEE
SR, BREEARE. BERALETUEERFMEREZRMEREREREGR. SEEABTML, RAESHIE
EENMIZ, XRWREFRERMK. SCVESRIELTERIMNA (A ReLUR ST LR EFHIER B AME S ML, F&
G4 R A KIS RBNE BN G SREN, RARERLNERES. HER, ZERRSRY, RAESEFEE1]
HIVEE P, FERABREFICNNFFINT —DEHBE R, FOVBBEERT (TLW , ZREMMED TReLU, EXaTF:

=T, x <-T
fx)=1x, -T<=x=T (8)
T, x=>T,

where T > 0 is the parameter determined by experiments.

TR FICNNA, 2 —BHE T B INBUZ B SRM A 2 A = B IE B S 46 40, XA B T G A BRI AG S . 2R
—RERBERBMEFERATLUEBT: (1) EREBRAESHAM (REREBRE 5 (2) 3ECNN, £ —-EXIEEHK
B ER A . MIBRATLR, X TETCNNRRESKNEME, MAGESHNOAEESEMCVESHH I MEN—B.
b, EXEREY, ReLURHEW .

SERRIERM ST RITEERIFTLUERS P RAE S, HiBdemeHitas. it BRAITEERMEB i T B @R
TLUKIZhBE .

BAVET E2FR KR BB AT R . i ReLUTE N %2 BS B S K CNNEIReLU-CNNI O BB R . BRATIERA T
TLU-CNN, HEZE—HREATLUREReLU.

FETHIReLU-CNNAITLU-CNN#B7E0.2 bpp A (&85 FFHILL. S-UNIW ARDFIWOWAT %, S2he4E B nE 25 .

TABLE II

THE PERFORMANCE OF RELU anD TLU ON RESAMPLED IMAGES IN
TERMS OF DETECTION ERROR ( Pp) WITH DIFFERENT T SETTINGS.
INVOLVED NETWORKS ARE TRAINED OoN BOSS4+BOWS24+AUG
AND TESTED ON BOSS_TEST. THE EMBEDDING
PayLOAD Is 0.2 BPP

TLU

Algorithm Rel.U
T=3 T=7 T=15 T=63 T=o

WOow 02136 0.1982  0.1966  0.2142 0.2139 0.2170
S-UNIWARD  0.2937  0.2540 0.2624 0.2653 0.2921 0.2990
HILL 02971 02761 0.2812  0.2894 0.2956 0.2955

e Db b L S 2
e G = S S A
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Fig. 3. The convergence performance for training the four involved

10-layer CNN models against S-UNIWARD at 0.2 bpp on resampled
BOSS4+BOWS2+AUG images. Normalization of the initial high-pass filters
is necessary for training with TanH unit. Except for the first layer, all the
activation functions are ReLUs. CSDN @CYIRE T3

E37)

ATLARERE], X FHA =M REEE SR, TLU-CNNZEAE IR % 77 T 46 2% H 2 28 ReL U-CNNTE K 22 30~ S $ {6 75 T UG B
GFHPERE, FET=3ERT=7H KRG RENERE. BEETERKIEM, TLUMGIEGRANERBCRZBHER, SBEEHIEL. EE, ERRE
BT, HT=o, TLURA—MESRH (LHEBERED - FBEE, BEMEHRMEEEREORMEIRIELNE, TLU-CNNBRER
5ReLU-CNNAH = Pk RE . IX T RER B TReLUKIR M, ERTHA RBMAMBAZ, FEHMAETHRL50%HERE%K.

YER—ANFANKIR N, & B M EE R TLU-CNNA LIl 28t e 5ReLUM TanHEA X FRE L . ESER T =ML =31
TLU, ReLURI TanH)ZE Il Zrit B W St b . I3 &= T S-UNIWARDZEO.2 bppht 3848 ) Il 2515 2 b VIl 25 48 epoch B R AL -
TLURARIEBRAGE SR IERE T8 Bk, TTUEFMAIRGEE, BEAMbII%NLE.

N T B BB TLU-CNNFE R S 2047 P AR s, AT AIETLURIReLUI SR 35 — AN B E P T dl AL 8 88 . B4 (a)
(b) R THE—BREFRM B (RIL30MNEER MaTii, HEFAReLUMTLU (T=3) . BHE, TLUKRAWRTE
Z MMRFThRE A EE D T I8 (5L P Al A aNTIRAEMAN R AEIEER) « HER, REEINIEKELRIESRMIEE A
BHBEER, EEfLhs EAEREME. ARIPHS R URE S HIAE, P4HHSER LAIEE — 2+ - SRMIES 3 .

Fig. 4. Visualizations of Ist convolutional layer filters in 3 different models. (a) Filters in ReLU-CNN. (b) Filters in TLU-CNN (7 = 3). (c) Filters in

SCA-TLU-CNN. Using TLU non-linearity and incorporating the knowledge of selection channel can result in more distinctive filters ;}’ng rfewe; ‘:siefadﬂ ﬁllej;s_,”_
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D. Incorporating the Knowledge of Selection Channel

E. Curriculum Learning for Low Payload Steganalysis

IV. EXPERIMENTALRESULTS ANDANALYSIS

FEX— o, BATHAT T RE KSR RUE I BATR H R CNNE R AT AT MR Xtk . AT ROV 5 S e 3k T THiAE
i Zh BESE SRM A HL ik I8 /RN A A maxSRMA2 AT L. AT A FHE, FrA ¥ KHIRRS 2t ik 3 R e 48 Lk AT
Wik

A. The Steganographic Schemes

FEBAM LR, JIMBREHRKNEBENRE AT, Fla. GEAS-UNWARD. WOWARIHILLR PP HE X E S 72 Hr i
HItERE. BT A RAERERE T AT RARSESTCHELL S BRI . R, ERNEIG, FAVEHMatlabtOrg oA BEHL R
NEIRRG, AR A EERANENCRIGRAWERSE TR (S-JUNWARD, WOW) . XRFARNELR PRI, REE
T CNNMIES S 288 7 ASE AR LR R e (Ebdn, 7E0.2 bppHIfEHL T, WOWRIAIIRZ/NTF0.1) , (HunRCNNEEM 2
A R B AR A P B E IR N A REAT N 2R, AR AR B PR CRIRZEGE0.5) LM 5 — MR BRI A B 4=
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B. The Datasets and Data Augmentation



TABLE V

DETECTION ERROR ( Pg) OF THREE STEGANALY SIS SCHEMES TRAINED
ON DIFFERENT DATASETS AND TESTED ON BOSS_TEST OF
RESAMPLED IMAGES, FOR WOW AT 0.2 BPP

Algorithms  BOSS  BOSS+BOWS2  BOSS+BOWS2+AUG

SRM 0.3266 0.3228 N/A
maxSRMd2  0.2424 0.2325 N/A
TLU-CNN  0.3364 0.2693 0.1982
TABLE VI

DETECTION ERROR ( Pr) OF THREE STEGANALYSIS SCHEMES TRAINED
ON DIFFERENT DATASETS AND TESTED ON BOSS_TEST OF
CROPPED IMAGES, FOR WOW AT 0.2 BPP

Algorithms ~ BOSS  BOSS+BOWS2  BOSS+BOWS2+AUG

SRM 0.3865 0.3853 N/A
maxSRMd2  0,3075 0.3092 N/A
TLU-CNN  0.4205 0.3512 0.2808
TABLE VII

DETECTION ERROR (PE) OF THREE STEGANALYSIS SCHEMES TRAINED
ON DIFFERENT DATASETS AND TESTED ON BOSS_TEST OF
SUBSAMPLED IMAGES FOR WOW AT 0.8 BPP

Algorithms ~ BOSS  BOSS+BOWS2  BOSS+BOWS2+AUG

SRM 0.2300 0.2332 N/A
maxSRMd2  (0.1813 0.1807 N/A
TLU-CNN  0.1991 0.1569 0.1182
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X FEFCNNHWERS T, BIFRABRKMIISGSE, DBadta. RV-VIRE T RINETCNNWEE i M MEA 4
MBS i 5 REARVIGE ERHERE, F0 % ERAE. HETH T R EB#1TBOSS_testilliX, *0.250.8 bppIWOW
MPERE. WTDAREERE], PriRHHITLU-CNN7EBOSS LillZE F#E KRB E . KIISGES R ABOSS+BOWS2)E, HIEREEH
—ERRERIRE. fHBOSS+BOWS2+AUGHT M4 Ik, FILARBRAENMERE. A, XTI AKNFTREESE, BIISRM
FmaxSRMd2, HBHRHMART . o FEFREMER, BIFHEFELBOSS+BOWS2. Xt F#BIM T RIEEE, BOSSH
BOSS+BOWS2H AR A I EZE R . SRMAMMaxSRMd27EBOSS+BOWS2+AUG K SEI6 R A & LK), BNttt 220
WT . RHESERNEGESBERSRBHEMFLDE I B PN ES NS RER. Fik, W FARCRANEGEEESE, A
TAFRENR, SRMAImMaxSRMd2/ 44 &BOSS+BOWS2, Ti#ATHICNNIELLff FH 1), 2BOSS+BOWS2+AUG. FF|H L
BOSS_testt i 7 RIMRERATIFME . AT ERLR, RACIET EANAEMIIGEMMRE . FACNNBELKE 6 F A F 1
B =ANVIGE LML, FEBITARKMRE B TIR. REBONRSE R K-F S E AR R R & g .

C. Implementation Details

A H Caffe[291% B t FICNNIE R BEAT T D E R B . ERERKRE, RAIVEHAAdaDelta[30PRIIZRRAIIMEL, TAR
SGD, HARMAERMKEL S RZIM, HHAdaDeltaMLErIAEIGER, RAEEHFRER. FiL, AR LT S50
£ ¥ F AdaDeltaff):mini-batch size 432, % 16%}coverflistego B4 ;51 & {E 40.95, BUE IR N5%10-4;AdaDeltaffdeltalti A
1x10-8. FEVISRHEAR AT HARIG5R, W A8 R B e i BB R R AR SLF T/t b B A i — 3 B . 56 A “Xavier W26 [3 11014644
$2-9ENE, ¥MHmERERN02. &5 —BEEERWIRILNFRBEANE. EZR0.01KEIRRESHBENE, ¥ m
EZWENT. £ LRBEENER b, WWNEHTIE, F2 EHRRR M.
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AR, [QMI[B2IHREL T RIUMIBIR . R, X TRMER, AV IV-BHT o i i 77 12 81 8 =N 1R R 1 /56 1 /0
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0.05. B A # 7354 epochi® 1k, BR T 7E0.5 bppiI T REEEIBRIKIILZ, #7704 epochiFit.

D. Comparison With the State-of-the-Art Steganalyzers in Spatial Domain
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Fig. 5. Detection errors Pg of 3 state-of-the-art steganographic schemes as a function of payload for the involved steganalysis melhlo_drs.lrjna es are resized
DI

to 256 x 256. (1) WOW. (b) S-UNIWARD. (c) HILL. CS @CViE=TFE
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Fig. 6. Detection errors Pg of 3 state-of-the-art steganographic schemes as a function of payload for the involved steganalysis methods.Images are cropped
into 256 x 256. (1) WOW. (b) S-UNIWARD. (c) HILL.
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Fig. 7. Detection errors Pg of 3 state-of-the-art steganographic schemes as a function of payload for the involved steganalysis methods. Images are subsampled
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TABLE VIII

PERFORMANCE COMPARISON OF THE INVOLVED STEGANALYZERS IN TERMS OF DETECTION ERROR (Pg) FOR 3 STATE-OF-THE-ART
STEGANOGRAPHIC SCHEMES AT DIFFERENT PAYLOADS ON RESAMPLED IMAGES

Payload SRM  TLU-CNN  maxSRMd2 SCA-TLU-CNN

Algorithm — “rn) (Pe) (PR (Pg) (PE)
005 04551 03850 03810 0.3450
0.1 04066 03000 03163 02442
oW 02 03228 01982 0.2325 0.1691
03 02633  0.1394 0.1918 0.1229
04 02127  0.1109 0.1536 0.0959
05 01800 00938 0.1331 0.0906
005 04641  0.4200 04316 0.4000
0.1 04232 03350 0.3806 0.3220
0.2 0.3437 0.2540 0.2999 0.2224
S-UNIWARD 53 (2708 01772 0.2542 0.1502
04 02260 01410 02136 0.1281
0.5 0.1848 0.1003 0.1732 0.1000
005 04765  0.4150 0.4409 0.4000
0.1 0.453 0.3560 0.3894 0.3380
HILL 02 03811 0276l 0.3226 0.2538
0.3 0.3236 0.2145 0.2804 0.1949
04 02818 01782 02410 0.1708
05 02363 01561 02115 0.1305 CSDN @CVIRS TS
TABLE IX

PERFORMANCE COMPARISON OF THE INVOLVED STEGANALYZERS IN TERMS OF DETECTION ERROR (Pg) FOR 3 STATE-OF-THE-ART
STEGANOGRAPHIC SCHEMES AT DIFFERENT PAYLOADS ON CROPPED IMAGES

Payload ~ SRM TLU-CNN  maxSRMd2  SCA-TLU-CNN

Algorithm (bpp) (Pg) (Pg) (Pg) (Pg)




0.05 0.4772 0.4139 0.4199 0.3874

0.1 04460  0.3488 03730 0.3240
Wow 02 03853 02808 03002 0.2435
0.3 0.3337 0.2450 0.2686 0.2036
04 02887 02044 0.2361 0.1707
05 0249  0.1680 02041 0.1445
005 04750  0.4460 04571 0.4390
0.1 04430  0.4040 0.4206 0.3938
0.2 0.3823 0.3318 0.3614 0.3218
S-UNIWARD 3 3387 02850 03132 0.2571
0.4 0.2805 0.2374 0.2721 0.1955
0.5 02411  0.1959 02355 0.1660
0.05 0.4845 0.4540 0.4536 0.4325
0.1 04618 04129 04211 0.3806
HILL 02 04120 03494 03638 0.3288
0.3 0.3645 0.3018 0.3253 0.2885
04 03236 02470 0.2874 0.2291

05 02810 02100 0.2520 0.1977 _
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TABLE X

PERFORMANCE COMPARISON OF THE INVOLVED STEGANALYZERS IN TERMS OF DETECTION ERROR (Pg) FOR 3 STATE-OF-THE-ART
STEGANOGRAPHIC SCHEMES AT DIFFERENT PAYLOADS ON SUBSAMPLED IMAGES

Payload ~ SRM  TLU-CNN  maxSRMd2  SCA-TLU-CNN

Algorithm " oos) (Pe)  (P) (Pg) (Pg)
005 04831 04176 0.4254 0.3916

0.1 0.4592 0.3622 0.3788 0.3333

Wow 02 04171 02900 03176 0.2585
03 03797 02391 02796 0.2070

0.4 0.3443 0.2077 0.2523 0.1691

05 03132 01812 02335 0.1547

0.05 0.4893 0.4541 0.4662 0.4452

01 04722 04283 0.4347 0.4020

0.2 0.4323 0.3618 0.3842 0.3307

S-UNIWARD 53 (3040 03137 03416 0.2814
04 03544 02872 03120 0.2387

0.5 0.3213 0.2226 0.2881 0.1988

005 04948 04697 0.4761 0.4551

0.1 0.4840 0.4430 0.4592 0.4140

HILL 02 04620  0.3940 0.4260 0.3632
03 0.4416 0.3490 1.3998 0.3216

04 04146 03245 03747 02877

05 03850  0.2950 03541 0.259
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MESEIE7R LLE H, T RRAMARANG . B B R EIEE(E R BB TRRE), AR H A TLU-CNNFISCA-
TLU-CNNZE & DL R AR B8 F HABHAF LHEM ERR . —FH, EAEREFRGEEMRNBLT, TLU-CNNBELST F B
W RN R WA A E G BIEEMLLSRMIRRERE T RE MR . X0 FEHREM T RN EBIRHHA
8. E5@)FR, S4A8%E A N0.2 bpplt, TLU-CNNAESTFSRM, 78 Kk B _EREK T 12.46%KWOWKE IR ZE . ME6
ERLAEH, WFEEHEL, TLU-CNNEHREESA BT TR XEF NGNS OEGEE R FEERBHRERIX
B, XEHETCNNMFE THIERNRS SR8 gk s g, B—FmE 5T #Lselection-channel-awareit £, B AIT#ISCA-
TLU-CNNHER! th 4 A5 A AR F maxSRMd24n 5 5z, B 7 ) 4 Bk 22 BE A5 15 8 0 B . S-UNIWARD 0.3 bpp BI5 B 37 BURE A R
ZETHET104%. BATAK, M HSRMA I EHE BB AT IENL R4 A TLUEZR M LR CNNIE R I & — R AGHESE, KK
A BT & FCONNKIF B AW 8800 T 408 R AR IE A I M BE



ERERNRE, RETLU-CNNEE A HEREE, BERXSHEERT, ENASHMBOEREERMmaxSRMd25 %, X—
A NFEFERES, WRTLU-CNNE B K HEZHIIGE LTI, TRk I e A T RN IEFEE 6 .

XA REMRRE T At 4 SCA-TLU-CNN 1 e A i L AEE F B TE R AR AR TLU-CNN. &7 PAEEEE], RAESCA-TLU-CNNZEZ
FEETLU-CNNLAES S 47, BAERAREM T, et lRamael, JUHREERFERAR EHWOWRIS-UNWARD, WA

5 (a) - (b) Fims. XRFEN, FHEEHIEEKAROBMN, WOWHMS-UNWARD#HEBAI4 BER, EiH, SCA-TLU-CNNT
BIEEREEN AR EARIERSE . R, SFHLLAS, @id—RISERE, B UERER AR TR — & HIERN
", XFH B FSCA-TLU-CNNZE B ##E /1 8 FEFTLU-CNN, RHEEEERFEMICRHEER L.

V. CONCLUSION

HREETSREAFZEBRETE. FMERRN EDR=ADE. £AXH, RIRE T —METCNNKERS 2T

%, BRI AR AR ALK L S P BRAE R — A2 32K . A SCIR B ICNNS A TCVAESS ICNNSS A IR R R, B8
7 25 [ A I 2 MO R A BORAT I B e BB S 3, I HRAA BRI A3CH 52 A CNNKI 5 — EBUE A 2R A BEL
SRWE, T2 A SRMA Bk Z Bt i ST F I A B vB B 30 a6 4k, XA Bh T HREBVE 17 80 R AR AMELE R IENIGAS . 5 R8 Bk
MMETEHEMRER, RAITPCNNBEERA T —HRSWIE R, KR T EAKReLUR ST, AT EiF @& MR E S K
A, EMZERTLESIAN T B BT(TLU) RS &5, B 5 AGFEEREIR, #H—P8RE T i CNNKIHERE.
RERSLHRCEHT, RUREHETCNNKIRE 2T S KPR T R S Bt e 5 ot 7 k.



	Deep Learning Hierarchical Representations for Image Steganalysis【Ye-Net：图像隐写分析的深度学习层次表示】
	Abstract
	I. INTRODUCTION
	II. PRELIMINARIES
	III.基于卷积神经网络的隐写分析
	IV. EXPERIMENTALRESULTS ANDANALYSIS
	V. CONCLUSION

