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flag: dsc{d0-yOu-th1nk-h3-s4w-us7132}

#4 The Conspiracy
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ZHNjeygtMT guMDU1NzI3MjkyODI3NTYsIDE3OC40NT cwMDEOMZzEZMTY3NCksKDE5LjAyODI4Mjg 1NZUWNT M5MiwgMT AzLjEONDI2MDexM
JA3MTA3KSWoNDIUNTM2NzA1OTkxMjY2MT Q2L CAXLjQ5MzAZNDQ2MT lyNzY5MzMpL CgzOC4 10DkzNjk3MIE3MzUOLCA20C44MT YZMjU

yMzA10Dk2NyksXywoNT AuODUXNT E4OTQ4MjA2Nzk 1L CAOLjM2MDE4MDg 1MzU4MTk4NiksKDcuNjcxODYZNTMANDUzMzg 2L CAZNi44M
2cyNJASNTY50Dk 1 MiksXywoMzguNJESNTA2NZQWNTg3MDM1 LCAZNCA4NT UxM}Y OMjcxMT AWNCksKDQ3LjQyODA2MT USMTIZNTQ1LCA
xOC450TgOMEXMDE5SMDM2MDIpL CgzZMC4xOTMANZE 10DM1MzkyMSwgMzEUMTIOOTY2MTE2MT 11 Nz2MpLF8sKCOWLjIzZMT c3NTUSNDI2
MTEXNT UL CAtNzguNT AzMzk2MzA4 Mzk0O SksKCOxMi44NT QONjkzNjczZMzQ 1NSwgMT MyLjc5Mj Yy NDMzODgzMjk4 KSwoNDQUNDIOMjMx

MjUyNTc3NDM1LCAYNCAZNT AyNDEXNj YyNzkyMjYpLCgyNC44MTk1NjQ3NDEZOTIzL CAXMAUOT cyMzY3NT QWMDUWNT gpL CgxOC410D

QONTY5NzQOMDMOODcsIC03Mi4zMTgxME4OTYXxNDc3Mil9
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dsc{(-18.05572729282756, 178.45700143131674),(19.028282857505392, 103.14426071207107),(42.536705991266146,
1.4930344612276933),(38.5893697217354, 68.81632523058967),,(50.851518948206795, 4.360180853581986),
(7.671863538453386, 36.83726095698952),,(38.619506740587035, 34.85512642711004),(47.42806157123545,
18.998421101903602),(30.19387158353921, 31.12496611612573),_,(-0.23177559426111558, -78.5033963083949),(-
12.85446936733455, 132.79262433883298),(44.424231252577435, 24.350241166279226),(24.8195647413923,
120.97236754005058),(18.584456974403487, -72.31812189614772)}
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from random import choice

inputstring

def read_encryption_details():
with ( ) as
encrypt_text ( .read())
encrypt_key choice( (encrypt_text.keys()))
character_key encrypt_text[encrypt key]

return encrypt_key, character_key

create_encryption(character_key):

charstring

final_encryption {}

for i, j in (charstring, character_key):
final_encryption[i] Jj

return final_encryption

convert_plaintext_to_cypher(inputstring, final_encryption, encrypt_key):

cypher_text
for i in inputstring:
cypher_text final_encryption[i]
cypher_text = encrypt_key[:3] cypher_text + encrypt_key[3:]
return cypher_text

encrypt_key, character_key read_encryption_details()

final _encryption = create_encryption(character_key)

cypher_text convert_plaintext_to_cypher(
inputstring, final_encryption, encrypt_key)

print(cypher_text)
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from random import choice

encrypt_key
character_key

final _encryption

cypher_text
def read_encryption_details(encrypt _key):
with ( ) as
encrypt_text ( .read())
character_key encrypt_text[encrypt_key]

return character_key

create_encryption(character_key):

charstring

final_encryption = {}

for i, j in (charstring, character_key):
final_encryption[i] J

return final_encryption

convert_cypher_to_plaintext(cypher_text, final_encryption):

plain_text

llen (cypher_text)

cypher_text cypher_text[3:1len-3]

for i in cypher_text:

plain_text final_decryption[i]

return plain_text

print(convert_cypher_to_plaintext(cypher_text, final_decryption))

flag: dsc{yOu_4r3_g00d_4t wh4t yOu d0}
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HR5N2e6WIinXb+MP5qCbY9fhjoWmgVgKTRu8Zv81KjjlQ5310c8x4tfO0H4kyuPjng
AlOUJWdECNNNWy7Ern)zdwW8jGrZSpj7BZe9eoPdo3116InTDQCXTnm/TYF+crAT
Ek7wIQG550fguTGebiwlLX79qVFcCRvCccSQKhiwiZJKOMOrWYInm80518tw0ZUu
aFhgtFaBJyTI04aN50TZF3gyuPDZ8MCTp7wYoJ4CvcONIUpobAqSZ1/VIgDxIYM2
Yo6h10TwGzW/jucsg+8Np+V+4vHXaSLpz6DOhA7TZIAozzL +4155fL0IzzfXSQB8
CQKCAQEBHVBcAbNVIV7I/ZieaKjZxEclI5AX]A/igQcW4sz7uHPyt0/5aX5TGEkr
fROs9renlw7JTkXeo9uArubElcp47g4346dg5i0tmxbUzF/Pzz3))GqygmhbVnll
MP93Iwm2VUOMuUTSKOTNdmyysC7xy0OudHb +GtzUv40H2rcTe6VgPuVOpVY5qiv
njPeBKI5TVsxrwbyVXdj+1hjh2pwc2fUZY1LZUAhybrxK/9d2LcZeidUK8IWV92z
gE/AYbNDsbwruLR91i09DTEH99z00IjM]j/xnlkY/kb8j5ICdIITsU8VxAdzkx05|
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from Crypto.PublicKey import RSA

import owiener

key RSA. import_key( ).read())

n 640649591649238760648749454734070499855431199929927381192527492312531424642036475187774554751099725816847326)
2107299889806672830343330058529152758297943027635778763402686911609539151431111117420639519581767273732083724036)
4944609979844601986221462845364070396665723029902932653368943452652854174197070747631242101084260912287849286644
6995822924731526600040353306161490164969570129488330389317119439845630357848051934749211646250684688429279053142
6894215372007868093734536512112940438463301918306034712977829664050093538218686785040789338792048214121649833934
6081106433144352485571795405717793040441238659925857198439433

(S 362226808584142561613758846021506408090629587181171413829230994943417330931725871171659200972855232763382747
5059802248697608351117809139284998603938497575860934359754803916602404226461449650608759711409166395513377995617
6941325431822684716988128271384410010471755324833136859652978240297120618458534306923558546176110055737233883129
7803781533077308909156973574559963617364920226958241725168062042527659049242812728838181546219320853658178230197
7386078368766678809503579049100633343229569817837852044481081388211781732984787453180953092934543079660087072873
6678389479159328119322587647856274762262358880664585675219093

owiener.attack(key.e, key.n)

is None:

8 H s flaght X vdsc{number}, BT A 1SR AMBAL BE EL#EAE

flag:
dsc{639331369783624261841430194644899565951642957626187135676710202192053805248182956858804718944747
1873340140537810769433878383029164089236876209147584435733}
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B -

mckcu wiygt jawul xedmi bclke ipdpp jdmvl gugks cggcq iiapb dkphr eymlv yrziv jzhmg lipab yrdbn suhpy wsqgio tljo

t mrldl jzgmt gjmkn wahty oycpj ntvsh axhfn thrtu gtxfm ahiav xbqjt spuuf yyxcv gatli ewadf rksdd fhntl fbgjx anr
ngn scwmk kweba rropy uoohj nciho rjolj fozny bxpdu zdqzf ljrmv nopcw ismtz exjgql axues ioypx amgms jbyeb pyssp

ehfv iof jilazhmfpyotp yzdz whykv xjkrb ejvcx qvusj fqgkn mbwli oihvo cagkz mvfoh wcrmp xoujk wcirt slx1lf bwbhg
ecwin tanav zvvrqg aoqgv yndwt ieuxf wwgig gafan zjnyj bppmg eegmp gbkgx xlgwv ombdc tlidr rjtvd oefvj cjvsg izl

gf szmpj qdmoe rrcyt pveaa emioj njtus nvcoc iyagm imjzx ljcph xaqrl tkpsc vpwwn jyjxr skqgsd brknj radag omfzk wj

juyy jyslo ygdpo cprkn dcpzy ynffg eunzh fzkzx hetck lbunm gsxpu zbzof xoakd dovna dmxna ethux ewzfj fjcle ivjbq

axkbs nxjwx aaesx hmvon zhnuy fkgzn wvfrj jcihe hcknt ijfgw zidhn xlukp pwurl vyvpk idmck ybgfk velpb yomdz tiv|

sy rdiyk kvggg jvwct sanep fuzfq j
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Instructions are very clear. All challenges have to be saved in a format. The key
for the following has been provided in the document.

Nothing here.
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VIEW : ENCODE : VIEW

Ciphertext Plaintext ~
. . . . . MODEL . . L

mckcu wiyqt jawul xedmi bclke ipdpp jdmvl gugks cggeq ) ahcob zskek strhe 1pfvj nzkry ukgfy lwiew idgin nmeee
iiapb dkphr eymlv yrziv jzhmg lipab yrdbn suhpy wsgio Swiss K v nlhbf xhbtd ixish cjegg txcyn rgtma npewy llouf gctpa
tljot mrldl jzgmt gjmkn wahty oycpj ntvsh axhfn thrtu REFLECTOR SOSITION e deafh gvbbv yprxj bafvg seoua vangt yccqz nhyre gzell
qtxfm ahiav xbqjt spuuf yyxcv qatli ewadf rksdd fhntl nxyan vogdx ncsfh xkthy jgpdr eicat ayxoa khmwi jiwad
fbgix arngn scwmk kweba rropy woohj nciho rjolj fozny ukw M - oBH o+ -7 s oudsf ugdew oejor mtrye ffsns thzpn walgb mitit dbtfb
bxpdu zdgzf 1jrmv nopew ismtz exjql axues ioypx amgms ROTOR 1 POSITION RING aczvh vidgw wwdds zwfod lhcgu geliy hqqvg hmfsy mxfwg
jbyeb pyssp ehfv iof jilazhmfpyotp yzdz whykv xjkrb " o ~Bw o+ - 100 + yktlj licca h qqvck ftxgk
ejvcx quusj fqgkn mbwli oihvo cagkz mvfoh wcrmp xoujk sjeqi eyyfo wiixv zaqgt umypx zhgcv eread vxelp lrnnv
wcirt slx1f bwbhg ecwin tanav zvvrg aoggv yndwt jeuxf ROTOR 2 POSITION RING przrd zirgr lgnvz vtcvx zlhsm rrx11 xsefg dsnzn yheqr
wwqig gafan zjnyj bppmg eegmp gbkgx xlgqwv ombdc tlidr | o 121 4+ - 21U + sezom nimic pgnvs anbrh xxetn xextv edlth cuwbb yptmt
rjtvd oefvj cjvsg izlqf szmpj qdmoe rrcyt pveaa emioj vskgw dlspr wjthz vgbkk juovl utqpg xqlgm hcepo dbdyi
njtus nveoc dyagm imjzx licph xagrl thpsc vpuwn jyjxr ROTOR 3 POSITION RING tmyke tjrgd izvgp noewa uavnn syxhz jwans cpetz mfoug
skqgsd brknj radag omfzk wjuyy jyslo ygdpo cprkn depzy 1l v — 170 + - 14N + jpjfm npddh rugxh jcapk svfho kurzw btgki keepe luima
ynffg eunzh fzkzx hetck lbunm gsxpu zbzof xoakd dovna tveen gttgt jhmjg ifgrz ulydl lulte twyld bvvso dbcrw
dmxna ethux ewzfj fjcle ivjbg axkbs nxjwx azesx hmven FOREIGN CHARS wmagg rtxqu hymkt evfda idrix eehpq covrp grpdk yjlkh
zhnuy fkgzn wvfrj jcihe hcknt ijfgw zidhn xlukp pwurl Include lgnore gfnel hskbg hnkoi pstwz spllb gbjlb ftydg wdjtv gizbg
vyvpk idmck ybgfk velpb yomdz tivsy rdiyk kvggg jvwect ildld bdvnp qdjsz ggmve hhkvj stlpn cdevr rlgkl jhgct
sanep fuzfq j - Decoded 929 chars mpuzk cizep

flag: dsc{turinglovedme}
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