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A jEdark ctf Reversef)zf —/@l: HelloWorld , Mit: https://ctf.darkarmy.xyz/challs
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2. 734

$ file hw

hw: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/1d-linux-x86-
64.s50.2, BuildID|shal]|=36a6e5cf577867ece4808b6c013e80e6ce8ad70a, for GNU/Linux 3.2.0, not stripped

$ chmod +x ./hw

$ # ZRFEAETT

$ ./hw

./hw: /1ib/x86_64-1linux-gnu/libm.so.6: version “GLIBC_2.29' not found (required by ./hw)

$ # LHkalizir

$ ./hw 123 456

invalid argument: 123
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dvarl = pow(&var_40h + var_48h * 4), *(undefined8 *)0x2040
sprintf(sl + var_48h, 0x2038, (int32_t)dvarl, sl + var_48h

sprintfef £ £ B Fe Z A AL R S5 AN ENFR/E . int sprintf(char *string, char *format [,argument,...]);

s1 + var_48h w2 s 1545 & (&M BHEATIRAE, A4 0x2038)1% A2 %c, MRAIEHZdVart.
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> X/16xb 0x00002040
- offset - e 1 2 3 45 6 7 8 9 A B C D E F 0123456789ABCDEF
0x00002040 00 00 00 00 00 00 e0 3f 01 1b 03 3b 54 00 00 00 oPooogll
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gef> set args 123 456

gef> b check
Breakpoint 1 at 0x14c5
gef> r
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he +41 mov DWORD PTR [rbp-0x=3c],
<check+48> mov DWORD PTR [rbp-8x=38],
mov DWORD PTR [rbp-0x34],
<check+623 mov DWORD PTR [rbp-0x=30],
<check mov DWORD PTR [rbp-@x2c],
mov DWORD PTR [rbp-8x=28],

in check (), reason:

in(main=0x555" 55209 <main>,

gef» p ox7fffffffedeo

$1 = ox7fffffffeo6n

gef>» x/16xb @=x7fffffffedbo
D=4 Dx14 0x00 0x00 0x00 Dx00 Dx00 Dx00
8=00 @=00 B=00 B=00 0=00
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gef> set args H3110 456
gef> r
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$ ./hw H31le werld

darkCTF{4rgum3nts_are_v3ry_1lmpOrt4nt!!!
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3.1 Glibc 2.297% %%

1. glibc2.29 Z3&: http://Imww.linuxfromscratch.org/ifs/view/8.4/chapter05/glibc.html
2. bisonzZ%: https://stackoverflow.com/questions/53735137/glibc-configure-error-yacc-bison-missing

3. M4#3&: https:/icloud.tencent.com/developer/article/1550499
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https://ftp.gnu.org/gnu/bison/bison-2.7 .tar.gz
AT LLE BEsudo apt-get install bison. {H &% %558 DL 5 id & s
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3.2 gdb peda, gefz:3:
1. peda:

git clone https://github.com/longld/peda.git ~/peda
echo "source ~/peda/peda.py" >> ~/.gdbinit

2. gdf

wget -q -0 ~/.gdbinit-gef.py https://github.com/hugsy/gef/raw/master/gef.py
echo source ~/.gdbinit-gef.py >> ~/.gdbinit
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