DalvikE =, T 2 T Androidia 17 B R I #% i) B8 # dexFind Class

i 5e

F1y20141201 T 2017-09-16 14:05:08 K i 4409 W 8

SRER:  Android Hook?# 3] Android & 45 %2 4 F13¥ [a] - il 58 X EARLE:  dexFindClass 36081 7 androidin & Android Hook
Androidffit, %

FRAL A B AN E R A E, M8 CC 4.0 BY-SA JRAUMY, #48iEMR LR s EMA S,

AL hitpsy/blog csdnnet/QQ 1084283 172/article/details/78003184

FRAR

PR Android Hook
29 B E 3T
THREE

T2 FCE 59 AT
W

73 id & bk http:/blog.csdn.net/qq 108428317 2/article/details/78003184

BB EIERETRIEAIT (RO JiRefirers) ERECE, XEUEKRER, HSREREHARRERR, WA TERJaMKEDEER T & T Androidiz {7
I ) A2 dexal A i dump, - b — 2860 B R B N & 72 18 2 A BOR I, dalvikiE X T =R BB 5Z3MAT T XEB K REY & EldalvkiE X T dexae ik K& R
g, T ERdalVikiER T dexst R E RN AR R BB (nativeZ K8 -

4searchE|UDtF'athFurCIass

Dalvik_dalvik_system_DexFile_

defineClassMative dvmDefineClass

P '1“
initClassReference |y , % jeeim By SIS B RER
4initFieIdOﬁsets

4initDirectMethndReference
o initVirtualMethodOffset dvmFindSystemClassNolnit |-
® dvmFindClassNolnit
4dvaindSystemClass

*createArrayClass

dexFindClass

findClassMolnit
initSFields

getAnnoDirectory

i

Dalvik g AL R T Android ¥ i@ apk Sz A 25 77 v 1 i A i A2


https://ollyod.blog.csdn.net
https://blog.csdn.net/qq1084283172/category_6036296.html
https://blog.csdn.net/qq1084283172/category_9267801.html
https://so.csdn.net/so/search/s.do?q=dexFindClass&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=360%25E8%2584%25B1%25E5%25A3%25B3&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=android%25E5%258A%25A0%25E5%259B%25BA&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Android+Hook&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Android%25E8%2584%25B1%25E5%25A3%25B3&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/QQ1084283172/article/details/78003184
https://blog.csdn.net/qq1084283172/category_6036296.html
https://blog.csdn.net/qq1084283172/category_9267801.html
http://blog.csdn.net/qq1084283172/article/details/78003184
http://bbs.pediy.com/thread-217082.htm

S RITIE TR B R4 T B E IR B 2 10 B in2k i ClassObjectifiid x5, RJEi@id HRFIH HArdext R ClassObject #h M B % KTk MR 4514 14
Method, P& id 277 3k 45 4tk Method AT Sk 7 v R . dalvikiE X T T dexFindClass & $ul 52 i6) JF 3k R 7E H8 2R84 7 A i AR R BRI B 2 3
®MiFE A, M Dalvik_dalvik_system_DexFile_defineClassNativer %t -->dvmDefineClass& ¥t -->findClassNolniti ¥ -->dexFndClass $ ix ¥/~ #2 & Android
B R E RN, dexFindClass i #f T & #2841 DexClassDef 454, Android¥ i 57 H 4725 i) 2 4R A0 3% SE 3 5 2 2 78 B #findClassNolnit .52

n,

Android-¥ 3B APk I K 77 2 K B R TR 2L -

1. Android 38 Apk Bz F 25 77 ¥E I BT SR AN SE B E 2 M i $findClassNolnit FF45#7, 1R B & i #findClassNolnitif F 52 5 2 J& iR 5] 2 ClassObject 26 & )
a4, ClassObjectxt R R dex 3R BINFZ B IR, 77051078 A B 2 Se 3R BB 28 07 2 BT 76 28 (¥ 93k 45 1 # Clas s Object.

= * descriptor, * loader,

* pDvmDex)

(loader != NULL) {
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with exception pending”, descriptor);

(descriptor, loader,

LOG_CLAS5_LOADING

u8 startTime =

(pDvmDex == NULL) {
(loader == NULL);
pDvmDex = (descriptor, &pClassle=f);

(pDvmDex->»pDexFile, descriptor);

{pDvmDex == NULL || pcl =F == NULL) {

(gDvm.noClassDefFoundErrorObj !'= NULL) {

(52, gDvm.noClassDefFoundErrorObj);

(descriptor);

3. ¥ 48 5€ B 53 DexClassDeff% 4 ¥ $loadClassFromDexi# 17 H#x 8 i m#k, & %iloadClassFromDexik [l 2 J& 73 215 2 M 77 i 1126 ClassObject.

(pDvmDex, pClassi

(=1 {

(clszz 1= NULL) {
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/*
* Try to load the indicated class from the specified DEX file.

* This is effectively loadClass()+defineClass() for a DexClassDef. The
* loading was largely done when we crunched through the DEX.

* Returns NULL on failure. If we locate the class but encounter an error
* while processing it, an appropriate exception is thrown.
*/
static ClassObject* loadClassFromDex(DvmDex* pDvmDex,
const DexClassDef* pClassDef, Object* classLoader)

ClassObject* result;
DexClassDataHeader header;
const ul* pEncodedData;
const DexFile* pDexFile;

assert((pDvmDex != NULL) && (pClassDef != NULL));
pDexFile = pDvmDex->pDexFile;

if (gDvm.verboseClass) {
ALOGV("CLASS: loading '%s'...",
dexGetClassDescriptor(pDexFile, pClassDef));

// Bit B #52MDexClassDef3kEL 3| H #7JfiDexClassData
pEncodedData = dexGetClassData(pDexFile, pClassDef);

if (pEncodedData != NULL) {
// 3KE E|H 52 HDexClassDataHeader
dexReadClassDataHeader (&pEncodedData, &header);
} else {
// Provide an all-zeroes header for the rest of the loading.
memset(&header, 0, sizeof(header));

// WBIEENK B 5 HDexClassDef. DexClassDatall &DexClassDataHeader
// X EAREHAT WIS 2] B R R NN )5 B HIR Mk Classobject
result = loadClassFromDex@(pDvmDex, pClassDef, &header, pEncodedData,
classLoader);

if (gDvm.verboseClass && (result != NULL)) {

ALOGI("[Loaded %s from DEX %p (cl=%p)]l",
result->descriptor, pDvmDex, classlLoader);

return result;
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/*
* Add a new class to the hash table.

* The class is considered "new" if it doesn't match on both the class
* descriptor and the defining class loader.

* TODO: we should probably have separate hash tables for each
* ClassLoader. This could speed up dvmLookupClass and
* other common operations. It does imply a VM-visible data structure
* for each ClassLoader object with loaded classes, which we don't
* have yet.
*/
bool dvmAddClassToHash(ClassObject* clazz)
{
void* found;
u4 hash;

/]R8 FAF R KR Hash b
hash = dvmComputeUtf8Hash(clazz->descriptor);
/! B
dvmHashTableLock(gDvm.loadedClasses);
// HBEEMNELZ TR FhashMEMBEHR M AClassObject
// K ER loadedClassesmE AR H
found = dvmHashTablelLookup(gDvm.loadedClasses, hash, clazz,
hashcmpClassByClass, true);
dvmHashTableUnlock(gDvm.loadedClasses);

ALOGV("+++ dvmAddClassToHash '%s' %p (isnew=%d) --> %p",
clazz->descriptor, clazz->classLoader,
(found == (void*) clazz), clazz);

//dvmCheckClassTablePerf();

/* can happen if two threads load the same class simultaneously */
return (found == (void*) clazz);

5.8 54 745 5 i B #7251 Class Object# % i #tdvmLookupClass i 528 »



/*
* Search through the hash table to find an entry with a matching descriptor
* and an initiating class loader that matches "loader".

* The table entries are hashed on descriptor only, because they're unique
* on *defining* class loader, not *initiating* class loader. This isn't
* great, because it guarantees we will have to probe when multiple

* class loaders are used.

* Note this does NOT try to load a class; it just finds a class that
* has already been loaded.

* If "unprepOkay" is set, this will return classes that have been added
* to the hash table but are not yet fully loaded and linked. Otherwise,
* such classes are ignored. (The only place that should set "unprepOkay"
* is findClassNoInit(), which will wait for the prep to finish.)
*
* Returns NULL if not found.
*/
ClassObject* dvmLookupClass(const char* descriptor, Object* loader,
bool unprepOkay)

ClassMatchCriteria crit;
void* found;
u4 hash;

crit.descriptor = descriptor;
crit.loader = loader;

[/ X8 ERZEL F R Mhashib
hash = dvmComputeUtf8Hash(descriptor);

LOGVV("threadid=%d: dvmLookupClass searching for '%s' %p",
dvmThreadSelf()->threadId, descriptor, loader);

dvmHashTableLock(gDvm.loadedClasses);
// TRIEHRELRKMELhashEERZEFFKHIClassObject
found = dvmHashTableLookup(gDvm.loadedClasses, hash, &crit,
hashcmpClassByCrit, false);
dvmHashTableUnlock(gDvm.loadedClasses);

/*
* The class has been added to the hash table but isn't ready for use.
* We're going to act like we didn't see it, so that the caller will
* go through the full "find class" path, which includes locking the
* object and waiting until it's ready. We could do that lock/wait
* here, but this is an extremely rare case, and it's simpler to have
* the wait-for-class code centralized.
*/
if (found && !unprepOkay && !dvmIsClassLinked((ClassObject*)found)) {
ALOGV("Ignoring not-yet-ready %s, using slow path",
((ClassObject*)found)->descriptor);
found = NULL;

return (ClassObject*) found;
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436 /*

437 * Look up a class definition entry by descriptor.

438 *

438 * "descriptor" should look like "Landroid/debug/Stuff;".

440 */

441 const DexClassDef* deinndClasstconstIDexFile* pDeinleI

442 const char* descriptor)

443 { .

444 const DexClassLookup® plockuop = pDexFile—>pClashLaakup;
445 u4 hash; %

445 int idx, mask; %,

=31 57 H

448 hash = classDescriptorHash (descriptor); 2

449 mask = pLookup->numEntries - 1; 4

450 idx = hash & mask; WA F deo S HFRIB RS E
il

452 f*

53 * Search until we find a matching entry or an empty slot.
454 */

455 while (true) {

456 int offset;

457

458 offset = plookup->table[idx] .classDescriptorOffser;
55 if (offset == 0)

460 retorn NULL;

461

462 if (pLookup->»table[idx].classDescriptorHash == hash) {
463 const char* str;

464

465 str = (const char*) (pDexFile->kpaselfddr + ocffset):
466 if (=trcmp(=str, descriptor) == 0} {

4867 retorn (const DexClassDef*)

468 (pDexFile->khaselddr + pLookup->»table[idx].classDefOff=et);
469 H

470 ¥

471

472 idx = {(idx + 1) & mask;

473 H

474 }
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MName Address Ordinal
g dvmFindCatchBlock 00044390
=#| dvmFindInlinableMethod(char const* char const®,char const®) 00028904
| dvmFindClassNolnit(char const*,Object ¥ 0006B628
?‘F" dvmFindDirectMethodByDescriptor(ClassObject const*,char const*,char const®) 0006C260
?‘F" dvmFindVirtualMethodByDescriptor(ClassObject const*,char const®,char const®) 0006eC182
?‘F" dvminterpFindInterfaceMethod(ClassObject * uint Method const®, DvmDex *) 0002AB94
?‘F" dvmFindLoadedClass(char const®) 0006A15C
| dvmDbgFindLoadedClassBySignature(char const*,ulong long *) 000424C0
=#| dvmFindVirtualMethodHierByDescriptor(ClassObject const*,char const®,char const®) 0006C1CC
##| dvmFindSystemClass(char const®) Q006BDAC
=#| dexFindCatchHandlerOffsetO{ushort,DexTry const*,uint) 0008482E
##| dvmFindRequiredClassesAndMembers(void) 00048078
##| dvmFindInstanceField{ClassObject const®,char const®,char const®) 0006C0338
| dvmFindArrayClass(char const*,Object *) 00063C0C
=#| dvmFindSystemClassMolnit(char const®) 0006B620
##| dvmFindReferenceMembers(ClassObject *) 00043360
=*| dvmFindFieldOffset(ClassObject const®,char const*,char const®) 00048758
##| dvmFindArrayClassForElement(ClassObject *) 000GBE28
##| dvmFindStaticFieldHier(ClassObject const®,char const®,char const) 0006C0C4
##| dvmFindDirectMethodHierByDescriptor(ClassObject const®,char const*,char const*) 0006C270
##| dvmFindInstanceFieldHier(ClassObject canst*,char const*,char const*) 0006C070
| dvmFindInterfaceMethodHierByDescriptor{ClassObject canst® char const® char const®)  0008C1EC
7| dexZipFindEntry(ZipArchive const®,char const®) 00089914
| dvmFindInReferenceTable(ReferenceTable canst™, Object ** Object *) 0005197C
##| dvmFindStaticField(ClassObject const® char const® char const®) 0006C08C
#| dvrmFindPrimitiveClass(char) 0006928C0
7| dvmFindFieldHier(ClassObject const® char const®,char const”) 0006C11C
7| dvmFindDirectMethod(ClassObject const®,char const®,DexProto const®) 0006C280
7| dvmFindMethodHier(ClassObject const® char const®, DexProto const®) 0006C2A0
7| dvmFindInterfaceMethodHier(ClassObject const® char const®,DexProto const®) 0006C226
| dvmbindClassByName(StringObject * Object ® bool) 00064E80
=#| dvmFindClass(char const™,Object ¥ 0006BDEC
| dvmFindDirectMethodHier(ClassObject const™ char const®,DexProto const) 0006C220
7| dvmFindVirtualMethodHier(ClassObject const®,char const® DexProto const”) 0006C1DC
| dexFindClass(Dexfle const® char const®) 00084FD2
##| dvmFindVirtualMethodByName(ClassObject const® char const®) 0006C192
##| dvmFindVirtualMethod(ClassObject const®,char const® DexProto const®) 0006C1BC
| dvmCompilerFindLocalliveln(CompilationUnit * BasicBlock ) 00077194
7| dvmCompilerFindInductionVariables(CompilationUnit *,BasicBlock %) 00077304
7| dvmlitFindEntry 00078838
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// http://androidxref.com/4.4.4_ri1/xref/dalvik/1libdex/DexFile.cpp

//#include <asm/siginfo.h>
#include <sys/stat.h>
#include <fcntl.h>
#include <sys/mman.h>

// FBEBFMapk EactivityMBHRFRH
static char mainActivityName[128] = {0};
// PWTFdex3CfFdump g X3

// /data/data/apkRF R4/

static char dexDumpName[128] = {@0};

// RFMEFERC E MR A AR

static bool readable = true;

// ESERFE

static pthread_mutex_t read_mutex;

// LFEEFE R

void* ReadThread(void *arg)

{
FILE *fp = NULL;
while (mainActivityName[@] == @ || dexDumpName[@] == 0)
{

// BEEBUBLSERIECE S/ data/local/tmp/dex_dump_okHIifE B
fp = fopen("/data/local/tmp/dex_dump_ok", "r");
if (fp==NULL)

{
sleep(1);
continue;

// BERFEEBRTMapkf FactivityFILHRFRE (F117)
fgets(mainActivityName, 128, fp);
mainActivityName[strlen(mainActivityName)-1] = 0;

// BB 5Eapk BN FEdex 3 dump & IS 2R 2 /8 (3521
fgets(dexDumpName, 128, fp);
dexDumpName[strlen(dexDumpName)-1] = 0;

fclose(fp);
fp = NULL;

// BESE
pthread_mutex_lock(&read_mutex);

return NULL;
}

/*
* Look up a class definition entry by descriptor.
*
* "descriptor" should look like "Landroid/debug/Stuff;".
*/
const DexClassDef* dexFindClass(const DexFile* pDexFile,
const char* descriptor)



const DexClassLookup* pLookup = pDexFile->pClassLookup;
u4 hash;
int idx, mask;

// 1 EEREE S GREFEER 7 Mapk i FactivityRFE RS )
int uid = getuid();
// TWEERGHRE
if (uid)
{
// ITENHETB AR B L TR
ALOGI("dexFindClass--DexFile addr: ©x%@8x, Class descriptor: %s", (int)pDexFile, descriptor);

if (readable)
{
// BIRERESER
pthread_mutex_lock(&read_mutex);
if (readable)

{
readable = false;
// BRERFESER
pthread_mutex_unlock(&read_mutex);
pthread_t read_thread;
// BUBLRE, BN FEECE X/ data/local/tmp/dex_dump_okHIifE &
pthread_create(&read_thread, NULL, ReadThread, NULL);
}
else
{

/] BREFESEE

pthread_mutex_unlock(&read_mutex);

/] 2, BATHERF MapkifiEact ivity R KL
// #3:"Landroid/debug/Stuff;"
if (strcmp(mainActivityName, descriptor) == 0) {

// 3. ULERIh AT W AFdex 0 dump b 28

char szBuffer[128] = {0};

/] FRRPHER A Fdex U dump B2

// /data/data/com.example.seventyfour.tencenttest/
strcat(szBuffer, dexDumpName);

strcat(szBuffer, "dump_dex_over");

// 3TERdex 3T iydump i B

ALOGI("DEX_DUMP_PATH: %s", szBuffer);

[/ BUBF SR dump B 9 FE dex 3L
FILE* file = fopen(szBuffer, "wb+");
if (file == NULL) {

ALOGI("DEX_DUMP_PATH--fopen: %s error !", szBuffer);
} else {

/] BIE= M dex UK (LB T7)

// BEAZEEHook R4 K Hiwrites#F read X I dump 15 17,
fwrite(pDexFile->baseAddr, (pDexFile->pHeader->fileSize)*3, 1, file);
/1 VA
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fclose(file);

}
// ITENAHFdexSUHFRIER
ALOGI ("DEX_DUMP_PATH--addr: 0x%08x, lenth: %d", pDexFile->baseAddr, pDexFile->pHeader->fileSize);

}

hash = classDescriptorHash(descriptor);
mask = pLookup->numEntries - 1;
idx = hash & mask;

/*
* Search until we find a matching entry or an empty slot.
&7/
while (true) {
int offset;

offset = pLookup->table[idx].classDescriptorOffset;
if (offset == 0)
return NULL;

if (pLookup->table[idx].classDescriptorHash == hash) {
const char* str;

str = (const char*) (pDexFile->baseAddr + offset);
if (strcmp(str, descriptor) == 0) {
return (const DexClassDef*)
(pDexFile->baseAddr + pLookup->table[idx].classDefOffset);

idx = (idx + 1) & mask;
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adb push dex_dump_ok /data/local/tmp
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|_] dex_dump ok X .
Lcom/example/adbihook/MainActivity; I

/data/data/com.example. adbihook/] H
=& _."'. ‘.."0.._ ..'.
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C

Manifest 53 . Resources
£
<manifest android:versionCode="1" addroid:versionName="1.8 packagc-"ccm.ercm!plr.adhiho::lk'Iplatfﬂmﬂuild'\n"ersiuncude-"z-’." H

ok

<uses-permission andmid.'nue-':ar'.d'cid.perurissi-:n.RE:’-.D

<uses-permission an.droid:nue-_'"m-_d-nid.r.:rn-.i-\.-.'u-.n_'hﬁ'[TE_FXTFP.ML_STORAGE" >

<uses-permission android:nameq”android.permission.ACCESS WIFI_STATE™ />

<uses-permission andrnid_'n_q.;'ar‘d"cid_per-n-issicn_.ﬂ.l::ESS_l'.E TWORK_STATE™ />

<uses-permission android:namg="android.permission. INTERNET® /»

<uses-permission android:nase="android.permission.READ _PHONE_STATE™ />
cuses-sdk android:minSdkVerfion="14" android:targetSdkVersion="21" /3

L <application andmid:alluﬁéﬂckup—'truc" android:debuggable="true” android:icon="@drawable/ic_launcher® android:labels]

<meta-data android:nasd@="TxAppcntry” android:value="android.app.Application” />
<activity android:label="{string app_name™ android name=" MainActivity™>

<intent-filter»
<action androdd:name="android. intent.action.MAIN® />
<category android:names®android.intent.category.LAUNCHER™ />

</intent-filters
<Sactivity>
</application»
</manifest>
2

=)
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