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<?php
if( isset( $_GET[
$pass _new =$ GET]|
$pass_conf = $_GET[
if( $pass_new == $pass_conf ) {
$pass_new = ((isset($GLOBALS] 1) && is_object(SGLOBALS[ 1)) ? mysqli_real_escape_string($GLOBAL
S[ . $pass_new) : ((trigger_error( Eu

SER_ERROR)) ")
$pass_new = md5( $pass_new );

$insert $pass_new . dvwaCurrentUser() .
$result = mysqli_query($GLOBALS]| ], $insert ) or die( . ((is_object($GLOBALS]

r($GLOBALS]| 1) : (($_mysqli_res = mysqli_connect_error()) ?$___mysqli_res : false)) .

((is_null($___ mysqli_res = mysqli_close($GLOBALS]| 1)) ? false : $  mysqli_res);
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Vulnerability: Cross Site Request Forgery (CSRF)

Change your admin password:

Test Credentials

New password:

Confirm new password:

Change

Password Changed.
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<?php

if( isset( $_GET][ 1)){

if( stripos( $_SERVER] 1,$_ SERVER[

$pass_new =$ GET[
$pass_conf=$_GET][

if( $pass_new == $pass_conf ) {

$pass_new = ((isset($GLOBALS]| is_object($GLOBALS][ 1)) ? mysqli_real_escape_string($GLOB

ALS[ 1, $pass_new) : ((trigger_error(
USER_ERROR)) :");
$pass_new = md5( $pass_new );

$insert $pass_new . dvwaCurrentUser() .
$result = mysqli_query($GLOBALS]| ], $insert) or die( . ((is_object($GLOBALS]
rror($GLOBALS] D) : (($__mysqli_res = mysqli_connect_error()) ?$_ mysqli_res : false)) .

((is_null($___ _mysqli_res = mysqli_close($GLOBALS]| 1)) ? false : $_ mysqli_res);

if( stripos( $_SERVER] 1,$_SERVER[
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New password:

Confirm new password:

Change

That request didn't loock correct.
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- " " . .
!GET ivulnerabilities/csrf/?password_new=123&password_conf=8Change=Change HTTP/1.1

1Host dvwa

IUsef-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64; rv:87.0) Gecko/20100101 Firefox/87.0
;Accept: text’htmi application/x htmi+xmil, application/xmi,q=0.9,image/webp,*/*,q=0.8
1Accept-Language: zh-CN,zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0.5,en-US;q=0.3,en;g=0.2
iﬂ.{:cep-t-En-::{bdlnc_]'. gzip, deflate

-|C{>r'rne{:tron'. close

| Referer: hitp://dvwalvulnerabilities/csrf/?password_new=123&password_conf=1238Change=Change
cnbof220divfB16ipsg; security=medium
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P ~ Vulnerability: Cross Site Request Forgery (CSRF)
Instructions ‘ Change your admin password:

Setup / Reset DB |

e — Test Credentials

Command Injection

New password:

Confirm new password:

File Inclusion

|
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‘ | |
File Upload |

|
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Insecure CAPTCHA
SQL Injection
SQL Injection (Blind)

Weak Session IDs

Change

Password Changed.
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