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from pickle import LONG1
from secret import flag
import random

# flag = b'flag{%s}' % md5(something).hexdigest()
# note that md5 only have characters 'abcdef' and digits

def Flower(x, key):
    flower = random.randint(0, 4096)
    return x * (key ** 3 + flower)

flag = flag[5:-1]
rounds = len(flag)

L, R = 1, 0
for i in range(rounds):
    L, R = R + Flower(L, flag[i]), L

print(L, R)
'''
L=15720197268945348388429429351303006925387388927292304717594511259390194100850889852747653387197205392431053069
043632340374252629529419776874410817927770922310808632581666181899
R=1397214251762943176023471049094754485031477677267479222437031320130530434301932323768605547496338945891641377
20010858254771905261753520854314908256431590570426632742469003
'''

分析一下

# flag = b'flag{%s}' % md5(something).hexdigest()
# note that md5 only have characters 'abcdef' and digits

告诉了flag中含的内容是一个md5值，且md5中只含有abcdef0123456789这些字符
(当时想都没想就把长度当成了32位了，还好题目做出来了，如果是十六位的话，可能当场暴毙)

def Flower(x, key):
    flower = random.randint(0, 4096)
    return x * (key ** 3 + flower)

生成一个在0-4096间的随机数flower，返回x * (key ** 3 + flower)

flag = flag[5:-1]
rounds = len(flag)

取了flag里面md5的值作为flag
将md5的长度作为循环次数



L, R = 1, 0
for i in range(rounds):
    L, R = R + Flower(L, flag[i]), L

print(L, R)
L=15720197268945348388429429351303006925387388927292304717594511259390194100850889852747653387197205392431053069
043632340374252629529419776874410817927770922310808632581666181899
R=1397214251762943176023471049094754485031477677267479222437031320130530434301932323768605547496338945891641377
20010858254771905261753520854314908256431590570426632742469003
## L比R长几位

给了L,R的初值以及经过了rounds次循环之后的L和R.

感觉这些条件可以把中间过程都推出来.

由于前几天才做了一道 LFSR的题D3bug,用的是 z3-solve求解,先列一点条件出来看看

条件

因为这里abcdef与0123456789之间还隔着一些ascii字符，用一般的逻辑式怕z3识别不了，就利用了简单粗暴的逻辑表
达比如

当时就写了那么多条件,然后发现z3一直跑呀跑呀跑呀跑呀，没有任何回应.

然后后面就考虑到要加条件上去，又开始看代码：

L, R = 1, 0
for i in range(rounds):
    L, R = R + Flower(L, flag[i]), L

我们当时用了

且

即我们可以用

即

加上条件

L0,R0= 1,0

L32= 1572019726894534838842942935130300692538738892729230471759451125939019410085088985274765338

R32= 1397214251762943176023471049094754485031477677267479222437031320130530434301932323768605547

L = R + L ∗
(flag

3

random ∈ [0,4096]

flag ∈ ascii{abcdef0123456789}

flag< = ascii{e},flag>

R = L 的条件，要想逆推出R 来，继续分析一下

L ∗
(flag+

(1)%(2)

L %R 就可以得到R

https://mangofeng.blog.csdn.net/article/details/123499857


然后来编写一个超级超级超级长的 z3求解代码

Solve
from z3 import *
L0=Int('L0')
L1=Int('L1')  
L2=Int('L2')  
L3=Int('L3')  
L4=Int('L4')  
L5=Int('L5')  
L6=Int('L6')  
L7=Int('L7')  
L8=Int('L8')  
L9=Int('L9')  
L10=Int('L10')
L11=Int('L11')
L12=Int('L12')
L13=Int('L13')
L14=Int('L14')
L15=Int('L15')
L16=Int('L16')
L17=Int('L17')
L18=Int('L18')
L19=Int('L19')
L20=Int('L20')
L21=Int('L21')
L22=Int('L22')
L23=Int('L23')
L24=Int('L24')
L25=Int('L25')
L26=Int('L26')
L27=Int('L27')
L28=Int('L28')
L29=Int('L29')
L30=Int('L30')
L31=Int('L31')
L32=Int('L32')
R0=Int('R0')
R1=Int('R1')
R2=Int('R2')
R3=Int('R3')
R4=Int('R4')
R5=Int('R5')
R6=Int('R6')
R7=Int('R7')
R8=Int('R8')
R9=Int('R9')
R10=Int('R10')
R11=Int('R11')
R12=Int('R12')
R13=Int('R13')
R14=Int('R14')
R15=Int('R15')
R16=Int('R16')
R17=Int('R17')
R18=Int('R18')

L %R = R



R18=Int('R18')
R19=Int('R19')
R20=Int('R20')
R21=Int('R21')
R22=Int('R22')
R23=Int('R23')
R24=Int('R24')
R25=Int('R25')
R26=Int('R26')
R27=Int('R27')
R28=Int('R28')
R29=Int('R29')
R30=Int('R30')
R31=Int('R31')
R32=Int('R32')
flag0=Int('flag0')
flag1=Int('flag1')
flag2=Int('flag2')
flag3=Int('flag3')
flag4=Int('flag4')
flag5=Int('flag5')
flag6=Int('flag6')
flag7=Int('flag7')
flag8=Int('flag8')
flag9=Int('flag9')
flag10=Int('flag10')
flag11=Int('flag11')
flag12=Int('flag12')
flag13=Int('flag13')
flag14=Int('flag14')
flag15=Int('flag15')
flag16=Int('flag16')
flag17=Int('flag17')
flag18=Int('flag18')
flag19=Int('flag19')
flag20=Int('flag20')
flag21=Int('flag21')
flag22=Int('flag22')
flag23=Int('flag23')
flag24=Int('flag24')
flag25=Int('flag25')
flag26=Int('flag26')
flag27=Int('flag27')
flag28=Int('flag28')
flag29=Int('flag29')
flag30=Int('flag30')
flag31=Int('flag31')
random0=Int('random0')
random1=Int('random1')
random2=Int('random2')
random3=Int('random3')
random4=Int('random4')
random5=Int('random5')
random6=Int('random6')
random7=Int('random7')
random8=Int('random8')
random9=Int('random9')
random10=Int('random10')
random11=Int('random11')
random12=Int('random12')
random13=Int('random13')



random13=Int('random13')
random14=Int('random14')
random15=Int('random15')
random16=Int('random16')
random17=Int('random17')
random18=Int('random18')
random19=Int('random19')
random20=Int('random20')
random21=Int('random21')
random22=Int('random22')
random23=Int('random23')
random24=Int('random24')
random25=Int('random25')
random26=Int('random26')
random27=Int('random27')
random28=Int('random28')
random29=Int('random29')
random30=Int('random30')
random31=Int('random31')
so=Solver()
so.add(L1==R0+(L0*(flag0**3+random0)))
so.add(L2==R1+(L1*(flag1**3+random1)))
so.add(L3==R2+(L2*(flag2**3+random2)))
so.add(L4==R3+(L3*(flag3**3+random3)))
so.add(L5==R4+(L4*(flag4**3+random4)))
so.add(L6==R5+(L5*(flag5**3+random5)))
so.add(L7==R6+(L6*(flag6**3+random6)))
so.add(L8==R7+(L7*(flag7**3+random7)))
so.add(L9==R8+(L8*(flag8**3+random8)))
so.add(L10==R9+(L9*(flag9**3+random9)))
so.add(L11==R10+(L10*(flag10**3+random10)))
so.add(L12==R11+(L11*(flag11**3+random11)))
so.add(L13==R12+(L12*(flag12**3+random12)))
so.add(L14==R13+(L13*(flag13**3+random13)))
so.add(L15==R14+(L14*(flag14**3+random14)))
so.add(L16==R15+(L15*(flag15**3+random15)))
so.add(L17==R16+(L16*(flag16**3+random16)))
so.add(L18==R17+(L17*(flag17**3+random17)))
so.add(L19==R18+(L18*(flag18**3+random18)))
so.add(L20==R19+(L19*(flag19**3+random19)))
so.add(L21==R20+(L20*(flag20**3+random20)))
so.add(L22==R21+(L21*(flag21**3+random21)))
so.add(L23==R22+(L22*(flag22**3+random22)))
so.add(L24==R23+(L23*(flag23**3+random23)))
so.add(L25==R24+(L24*(flag24**3+random24)))
so.add(L26==R25+(L25*(flag25**3+random25)))
so.add(L27==R26+(L26*(flag26**3+random26)))
so.add(L28==R27+(L27*(flag27**3+random27)))
so.add(L29==R28+(L28*(flag28**3+random28)))
so.add(L30==R29+(L29*(flag29**3+random29)))
so.add(L31==R30+(L30*(flag30**3+random30)))
so.add(L32==R31+(L31*(flag31**3+random31)))
so.add(R1==L0)
so.add(R2==L1)
so.add(R3==L2)
so.add(R4==L3)
so.add(R5==L4)
so.add(R6==L5)
so.add(R7==L6)
so.add(R8==L7)



so.add(R8==L7)
so.add(R9==L8)
so.add(R10==L9)
so.add(R11==L10)
so.add(R12==L11)
so.add(R13==L12)
so.add(R14==L13)
so.add(R15==L14)
so.add(R16==L15)
so.add(R17==L16)
so.add(R18==L17)
so.add(R19==L18)
so.add(R20==L19)
so.add(R21==L20)
so.add(R22==L21)
so.add(R23==L22)
so.add(R24==L23)
so.add(R25==L24)
so.add(R26==L25)
so.add(R27==L26)
so.add(R28==L27)
so.add(R29==L28)
so.add(R30==L29)
so.add(R31==L30)
so.add(R32==L31)
so.add(R0==0)
so.add(L0==1)
so.add(R0==L1%R1)
so.add(R1==L2%R2)
so.add(R2==L3%R3)
so.add(R3==L4%R4)
so.add(R4==L5%R5)
so.add(R5==L6%R6)
so.add(R6==L7%R7)
so.add(R7==L8%R8)
so.add(R8==L9%R9)
so.add(R9==L10%R10)
so.add(R10==L11%R11)
so.add(R11==L12%R12)
so.add(R12==L13%R13)
so.add(R13==L14%R14)
so.add(R14==L15%R15)
so.add(R15==L16%R16)
so.add(R16==L17%R17)
so.add(R17==L18%R18)
so.add(R18==L19%R19)
so.add(R19==L20%R20)
so.add(R20==L21%R21)
so.add(R21==L22%R22)
so.add(R22==L23%R23)
so.add(R23==L24%R24)
so.add(R24==L25%R25)
so.add(R25==L26%R26)
so.add(R26==L27%R27)
so.add(R27==L28%R28)
so.add(R28==L29%R29)
so.add(R29==L30%R30)
so.add(R30==L31%R31)
so.add(R31==L32%R32)
so.add(L32==15720197268945348388429429351303006925387388927292304717594511259390194100850889852747653387197205392
431053069043632340374252629529419776874410817927770922310808632581666181899)



431053069043632340374252629529419776874410817927770922310808632581666181899)
so.add(R32==1397214251762943176023471049094754485031477677267479222437031320130530434301932323768605547496338945
89164137720010858254771905261753520854314908256431590570426632742469003)
so.add(random0<=4096)
so.add(random0>=0)
so.add(random1<=4096)
so.add(random1>=0)
so.add(random2<=4096)
so.add(random2>=0)
so.add(random3<=4096)
so.add(random3>=0)
so.add(random4<=4096)
so.add(random4>=0)
so.add(random5<=4096)
so.add(random5>=0)
so.add(random6<=4096)
so.add(random6>=0)
so.add(random7<=4096)
so.add(random7>=0)
so.add(random8<=4096)
so.add(random8>=0)
so.add(random9<=4096)
so.add(random9>=0)
so.add(random10<=4096)
so.add(random10>=0)
so.add(random11<=4096)
so.add(random11>=0)
so.add(random12<=4096)
so.add(random12>=0)
so.add(random13<=4096)
so.add(random13>=0)
so.add(random14<=4096)
so.add(random14>=0)
so.add(random15<=4096)
so.add(random15>=0)
so.add(random16<=4096)
so.add(random16>=0)
so.add(random17<=4096)
so.add(random17>=0)
so.add(random18<=4096)
so.add(random18>=0)
so.add(random19<=4096)
so.add(random19>=0)
so.add(random20<=4096)
so.add(random20>=0)
so.add(random21<=4096)
so.add(random21>=0)
so.add(random22<=4096)
so.add(random22>=0)
so.add(random23<=4096)
so.add(random23>=0)
so.add(random24<=4096)
so.add(random24>=0)
so.add(random25<=4096)
so.add(random25>=0)
so.add(random26<=4096)
so.add(random26>=0)
so.add(random27<=4096)
so.add(random27>=0)
so.add(random28<=4096)



so.add(random28<=4096)
so.add(random28>=0)
so.add(random29<=4096)
so.add(random29>=0)
so.add(random30<=4096)
so.add(random30>=0)
so.add(random31<=4096)
so.add(random31>=0)
so.add(flag0>=48)
so.add(flag0<=102)
so.add(flag0!=58)
so.add(flag0!=59)
so.add(flag0!=60)
so.add(flag0!=61)
so.add(flag0!=62)
so.add(flag0!=63)
so.add(flag0!=64)
so.add(flag0!=65)
so.add(flag0!=66)
so.add(flag0!=67)
so.add(flag0!=68)
so.add(flag0!=69)
so.add(flag0!=70)
so.add(flag0!=71)
so.add(flag0!=72)
so.add(flag0!=73)
so.add(flag0!=74)
so.add(flag0!=75)
so.add(flag0!=76)
so.add(flag0!=77)
so.add(flag0!=78)
so.add(flag0!=79)
so.add(flag0!=80)
so.add(flag0!=81)
so.add(flag0!=82)
so.add(flag0!=83)
so.add(flag0!=84)
so.add(flag0!=85)
so.add(flag0!=86)
so.add(flag0!=87)
so.add(flag0!=88)
so.add(flag0!=89)
so.add(flag0!=90)
so.add(flag0!=91)
so.add(flag0!=92)
so.add(flag0!=93)
so.add(flag0!=94)
so.add(flag0!=95)
so.add(flag0!=96)
so.add(flag1>=48)
so.add(flag1<=102)
so.add(flag1!=58)
so.add(flag1!=59)
so.add(flag1!=60)
so.add(flag1!=61)
so.add(flag1!=62)
so.add(flag1!=63)
so.add(flag1!=64)
so.add(flag1!=65)
so.add(flag1!=66)



so.add(flag1!=67)
so.add(flag1!=68)
so.add(flag1!=69)
so.add(flag1!=70)
so.add(flag1!=71)
so.add(flag1!=72)
so.add(flag1!=73)
so.add(flag1!=74)
so.add(flag1!=75)
so.add(flag1!=76)
so.add(flag1!=77)
so.add(flag1!=78)
so.add(flag1!=79)
so.add(flag1!=80)
so.add(flag1!=81)
so.add(flag1!=82)
so.add(flag1!=83)
so.add(flag1!=84)
so.add(flag1!=85)
so.add(flag1!=86)
so.add(flag1!=87)
so.add(flag1!=88)
so.add(flag1!=89)
so.add(flag1!=90)
so.add(flag1!=91)
so.add(flag1!=92)
so.add(flag1!=93)
so.add(flag1!=94)
so.add(flag1!=95)
so.add(flag1!=96)
#这里只展示flag1的条件
#flag2-flag31类似 代码量太大了 容易卡
print(so.check())
print(so.model())

代码有很多语句是冗余的但是思路是很清晰的!容易让人理解

output:
sat
[flag4 = 55,
 random16 = 4070,
 random17 = 1206,
 random30 = 510,
 random21 = 2623,
 flag26 = 49,
 random13 = 3129,
 random12 = 3927,
 flag16 = 54,
 random0 = 666,
 random10 = 2967,
 random5 = 3868,
 random7 = 330,
 flag20 = 100,
 flag5 = 98,
 random3 = 217,
 flag6 = 54,
 random18 = 536,
 flag27 = 48,
 flag28 = 56,



 flag28 = 56,
 flag17 = 55,
 flag10 = 50,
 flag12 = 100,
 random8 = 259,
 random27 = 3540,
 random24 = 1583,
 random1 = 1021,
 flag19 = 100,
 flag7 = 54,
 flag9 = 102,
 flag31 = 48,
 random28 = 2804,
 flag13 = 51,
 flag11 = 54,
 flag1 = 101,
 random11 = 2623,
 flag29 = 50,
 random22 = 677,
 flag21 = 99,
 flag23 = 98,
 flag14 = 56,
 flag0 = 51,
 random15 = 3699,
 random26 = 2014,
 random9 = 427,
 random4 = 398,
 random19 = 899,
 random2 = 1240,
 random20 = 2182,
 random29 = 1341,
 flag30 = 53,
 flag24 = 57,
 flag8 = 101,
 flag18 = 49,
 flag22 = 98,
 random25 = 2910,
 flag15 = 101,
 random31 = 1919,
 random6 = 2545,
 flag25 = 99,
 random14 = 2360,
 flag2 = 56,
 random23 = 1553,
 flag3 = 48,
 L1 = 133317,
 L2 = 137492755075,
 L3 = 24316418691677517,
 L4 = 2694478038943586736328,
 L5 = 449366186013055209469307061,
 L6 = 424678007756192434300006917804988,
 L7 = 67952303343509961405922862120527631953,
 L8 = 10722465754210488857842384539746544074196670,
 L9 = 11050144307727113700681557772687121323224647867153,
 L10 = 11731219952144596819377276074864534430521345582519171825,
 L11 = 1501209023627137765492979001172871435243212151481455508796928,
 L12 = 240324048977128823416619126180138745528644638124733113619292984561,
 L13 = 241267801518963217329803327254141129383508497053892152707957403620167975,
 L14 = 32759342090485149698017824597983901673872922475506121132811189377165700630061,
 L15 = 5830376668137452804173383567980586211563348379884185911787096393298400138955904511,



 L16 = 6028609474886885541605763758989943967354486126474121155263363791803356933057570965004061,
 L17 = 973825402922208545745882895848854992390620148165434035074196392656950555217820068399921894085,
 L18 = 163194634853135239779527687110852732238802459017066087158243026833107794785760861815584881897662446,
 L19 = 19287157921091613716265688246942013055491723611322575658962386161345041119412098008892719335475158074595,
 L20 = 1930449707622586971184974634045554161233946340308795711349685943366233333821155727978847475197333512360172
3351,
 L21 = 1934661948886548171748209410068668129238453012528898675952983215660554693571687993889238530189103366017689
7469426477,
 L22 = 1882275172636528670061233982634013708268979736016875103945837131858247879522520059724526884996621672547860
0774872948579145,
 L23 = 1772856634577929283890790938161264066803664343111716590290890572222149055253657000826252100638772296631169
5266888986102760148482,
 L24 = 1671351727967052217914260231666902126641454554855124236649802507613515748226967117123467556676423915672548
5371108735804221489129242235,
 L25 = 3121683903445470016877317983137081025437455800044243487676152297523129079630621593231064333666220053742946
978640516933836161839706107832842,
 R32 = 1397214251762943176023471049094754485031477677267479222437031320130530434301932323768605547496338945891641
37720010858254771905261753520854314908256431590570426632742469003,
 L32 = 1572019726894534838842942935130300692538738892729230471759451125939019410085088985274765338719720539243105
3069043632340374252629529419776874410817927770922310808632581666181899,
 R31 = 9352984206717542308330147388497304325881692380332281734695831314764190847946955117611462783096067700274906
67271610796624269392034586175088396235641537756093736185366,
 R30 = 7402968320895532116930768370098929764678065093602516751185225609968053961398195671796668035067389408306736
179462173593882795916384659802649189800851665219198361,
 R29 = 4149180764786453220306154718897781604239260460809054268744517925768607239068344209115772479260931162218032
2599523073162631870961894947012137520634996058265,
 R28 = 3635422812605271206415078263943765794270021248912567268117049254524559338923067775700360286773230212552668
80206017499363363356743613369155668503557061,
 R27 = 3038050870004975946934828279229998090001629942971672705946371743686684953534372767609080560274203027849883
925292484330032865963662762987021572213,
 L0 = 1,
 R0 = 0,
 L31 = 1397214251762943176023471049094754485031477677267479222437031320130530434301932323768605547496338945891641
37720010858254771905261753520854314908256431590570426632742469003,
 L30 = 9352984206717542308330147388497304325881692380332281734695831314764190847946955117611462783096067700274906
67271610796624269392034586175088396235641537756093736185366,
 L29 = 7402968320895532116930768370098929764678065093602516751185225609968053961398195671796668035067389408306736
179462173593882795916384659802649189800851665219198361,
 L28 = 4149180764786453220306154718897781604239260460809054268744517925768607239068344209115772479260931162218032
2599523073162631870961894947012137520634996058265,
 L27 = 3635422812605271206415078263943765794270021248912567268117049254524559338923067775700360286773230212552668
80206017499363363356743613369155668503557061,
 L26 = 3038050870004975946934828279229998090001629942971672705946371743686684953534372767609080560274203027849883
925292484330032865963662762987021572213,
 R26 = 3121683903445470016877317983137081025437455800044243487676152297523129079630621593231064333666220053742946
978640516933836161839706107832842,
 R25 = 1671351727967052217914260231666902126641454554855124236649802507613515748226967117123467556676423915672548
5371108735804221489129242235,
 R24 = 1772856634577929283890790938161264066803664343111716590290890572222149055253657000826252100638772296631169
5266888986102760148482,
 R23 = 1882275172636528670061233982634013708268979736016875103945837131858247879522520059724526884996621672547860
0774872948579145,
 R22 = 1934661948886548171748209410068668129238453012528898675952983215660554693571687993889238530189103366017689
7469426477,
 R21 = 1930449707622586971184974634045554161233946340308795711349685943366233333821155727978847475197333512360172
3351,
 R20 = 19287157921091613716265688246942013055491723611322575658962386161345041119412098008892719335475158074595,
 R19 = 163194634853135239779527687110852732238802459017066087158243026833107794785760861815584881897662446,
 R18 = 973825402922208545745882895848854992390620148165434035074196392656950555217820068399921894085,
 R17 = 6028609474886885541605763758989943967354486126474121155263363791803356933057570965004061,



 R17 = 6028609474886885541605763758989943967354486126474121155263363791803356933057570965004061,
 R16 = 5830376668137452804173383567980586211563348379884185911787096393298400138955904511,
 R15 = 32759342090485149698017824597983901673872922475506121132811189377165700630061,
 R14 = 241267801518963217329803327254141129383508497053892152707957403620167975,
 R13 = 240324048977128823416619126180138745528644638124733113619292984561,
 R12 = 1501209023627137765492979001172871435243212151481455508796928,
 R11 = 11731219952144596819377276074864534430521345582519171825,
 R10 = 11050144307727113700681557772687121323224647867153,
 R9 = 10722465754210488857842384539746544074196670,
 R8 = 67952303343509961405922862120527631953,
 R7 = 424678007756192434300006917804988,
 R6 = 449366186013055209469307061,
 R5 = 2694478038943586736328,
 R4 = 24316418691677517,
 R3 = 137492755075,
 R2 = 133317,
 ...]

我们整理一下 flag有关的值

flag=[51,101,56,48,55,98,54,54,101,102,50,54,100,51,56,101,54,55,49,100,100,99,98,98,57,99,49,48,56,50,53,48]
print("flag{",end="")
for i in flag:
    print(chr(i),end="")
print("}")
#flag{3e807b66ef26d38e671ddcbb9c108250}

总结一下

z3是真的好用把条件都加进去就可以把整个过程都求解出来了。

代码不是一行一行打的，一千多行的代码手打会很枯燥而且很花时间！

后面重新写了一篇DASCTF X SU-2022-Crypto-FlowerCipher(利用已知条件爆破)

参考

求余条件是看到这个wp才加上去的:

https://blog.csdn.net/qq_42880719/article/details/123763744

https://mangofeng.blog.csdn.net/article/details/123856839
https://blog.csdn.net/qq_42880719/article/details/123763744
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