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Oldman Reverse
XMEFE: Baby
B4 https://cybrics.net/tasks/oldman
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.MCALL .TTYOUT, .EXIT
START:

mov #MSG rl1

mov #0d r2

mov #32d r3
loop:

mov #MSG rl1

add r2 ri1

movb (rl) re

.TTYOUT

sub #1d r3

cmp #0 r3

beq DONE

add #33d r2

swab r2

clrb r2

swab r2

br loop
DONE:

.EXIT

MSG:
.ascii "cp33AI9~p78f8h1UcspOtKMQbxSKdg~"0yANxbnN)d}k&6eUNr66UK7Hsk _uFSb5#9b&PjV5_8phe7CH#CLc#<QSrosb6{%N
.end START
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https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/helica/p/11348740.html
https://cybrics.net/tasks/oldman
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msg = "cp33AI9~p78f8h1UcspOtkMQbxSKdg~~0yANxbnN)d}k&6eUNr66UK7Hsk UuFSb5#9b&PjV5_8phe7C#CLc#<QSrosb6{%NCS8G|r

def loop(s):

rl =s
r2 =0
r3 = 32
ans = "'

while True:
ans += ri[r2]
r3 -=1
if r3 <= @:
break
r2 += 33
r2 %= 256

return ans

print len(msg)
print loop(msg)

cybrics{pdp_gpg_crc_dtd_bkb_php}
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MEFE: Easy

BE#2: https://cybrics.net/tasks/matreshka
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https://cybrics.net/tasks/matreshka

public static void main(String[] paramArray0fString)
throws Exception

33 String str = "matreha!";

34 byte[] arrayOfBytel = encode(System.getProperty("user.name").getBytes(), str);

3 byte[] arrayOfByte2 = { 76, -99, 37, 75, -68, 1@, -52, 1@, -5, 9, 92, 1, 99, -94, 185, -18 };
6= for (int i = @; i < arrayOfByte2.length; i++) {

37 if (arrayOfByte2[i] != arrayOfBytel[i])

e 1
38 System.out .println("No™");
39 return;

3
¥

42 File localFile = new File("data.bin");
43 FileInputStream localFileInputStream = new FileInputStream{localFile);
44 byte[] arrayOfByte3 = new byte[(int)localFile.length()];
45 localFileInputStream.read(arrayOfByte3);
46 localFileInputStream.close();
47 byte[] arrayOfByted4 = decode(arrayOfByte3, System.getProperty("user.name")};
48 FileOutputStream localFileOutputStream = new FileQOutputStream("stage2.bin");
49 localFileOutputStream.write(arrayOfByted, 8, arrayOfByted.length);
50 localFileOutputStream.flush();
51 localFileQutputStream.close();
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public static byte[] decode(byte[] paramArray0fByte, String paramString)
throws Exception

e {
12 SecretKeyFactory localSecretKeyFactory = SecretKeyFactory.getInstance("DES");
13 byte[] array0fBytel = paramString.getBytes();
14 DESKeySpec localDESKeySpec = new DESKeySpec(arrayOfBytel);
15 SecretKey localSecretKey = localSecretKeyFactory.generateSecret(localDESKeySpec);
16 Cipher localCipher = Cipher.getInstance("DES");
17 localCipher.init(2, localSecretKey);
18 byte[] array0fByte2 = localCipher.doFinal(paramArrayOfByte);
19 return arrayOfByte2;

¥

public static byte[] encode(byte[] paramArray0fByte, String paramString)
throws Exception

22 SecretKeyFactory localSecretKeyFactory = SecretKeyFactory.getInstance("DES");

23 byte[] array0fBytel = paramString.getBytes();

24 DESKeySpec localDESKeySpec = new DESKeySpec(arrayOfBytel);

25 SecretKey localSecretKey = localSecretKeyFactory.generateSecret(localDESKeySpec);
26 Cipher localCipher = Cipher.getInstance("DES");

27 localCipher.init(1, localSecretKey);

28 byte[] array0fByte2 = localCipher.doFinal(paramArrayOfByte);

29 return arrayOfByte2;

% python i4ll— T, #t% % T stage2.bin. yERIX B ) DES & ECB fix.



from Crypto.Cipher import DES
import binascii
import base64

key_1 = 'matrehal!’

cipher = [76, -99, 37, 75, -68, 10, -52, 10, -5, 9, 92, 1, 99, -94, 105, -18]
cipher_s = "'

for x in range(len(cipher)):

cipher_s += '%@2x' % (cipher[x] % 256)

cipher_s = binascii.unhexlify(cipher_s)
cipherX = DES.new(key_1, DES.MODE_ECB)
y = cipherX.decrypt(cipher_s)

fp = open(“"data.bin", "rb")
fpp = open("steg2.bin", "wb")

key 2 = "lettreha"
print len(key_2)

cipherXX = DES.new(key_ 2, DES.MODE_ECB)
cipher = fp.read()
print len(cipher)

for cnt in range(len(cipher) / 16):
res = cipherXX.decrypt(cipher[cnt*16:cnt*16+16])
fpp.write(res)

fp.close()
fpp.close()
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v8 = (OXFFFFFFF8);
if ( (unsigned __int64)&v57 + 9 <=
(al, a2, a3

*(_QWORD *)&v57 5
*¥(__int128 *)((char *)&v57 + 1) = *(_OWORD *)((char *
+(_QWORD *)&key N

+((_QWORD *)

E

v62 = (_BYTE *)v50;
(alJ az’ 2
(al, a2, v12, B8LL, v13, (char *)8, v
(al, a2, v15, 8LL, v16, v17);

(al, a2, v54, v52);
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[----mmmmmm - Code------ - ]
0x476109 <main.main+345>: mov QWORD PTR [rsp+8x28],rcx
0x47610e <main.main+350>: mov rcx,QHWORD PTR [rsp+0x48]
0x476113 <main.main+355>: mov QWORD PTR [rsp+0x38],rcx
=> Ox476118 <main.main+360>:
0x47611d <main.main+365>: mov rax,QHWORD PTR [rsp+0x60]
0x476122 <main.main+370>: cmp rax,oxi1
0x476126 <main.main+374>: jne Bx4762ea <main.main+826>
0x47612c <main.main+380>: mov rax,QWORD PTR [rsp+0x98]

No argument

[

0000| OxcOP00366d0 --> OxcO000a0000 --> Oxe200000041
0008 | OxcOOOO366d8 --> OXCOOOMa2020 --> OXO
0016| OxcO800366e0 --> Ox11
0024| 0xcO0O0366e8 --> Ox11
0032| O0xcO000366f0 --> OxcBOO0a2000 ("kroshka_matreshka")
0040 | 0xcO0O0366T8 --> Ox11
0048| 0xc000036700 --> Ox20 (' ')
0056| OxcOOOO36708 --> Ox1

Legend: code, data, rodata, value
Thread 1 "steg2.bin" hit Breakpoint 2, 0x0000000000476118 in main.main () at /home/awengar/Distr/Hacks/ORG/SPBCTF/CyBrics/revi®0_matreshka/2.go:22

22 in /home/awengar/Distr/Hacks/ORG/SPBCTF/CyBrics/rev100_matreshka/2.go
gdb-pedas I
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import random, base64
from hashlib import shal

def rc4_xor(data, key):
"""RC4 algorithm"""
X =0
box

range(256)

for i in range(256):
x = (x + box[i] + ord(key[i % len(key)])) % 256
box[i], box[x] = box[x], box[i]

X =Yy =0

out = []

for char in data:
X = (x + 1) % 256
y (y + box[x]) % 256
box[x], box[y] = box[y], box[x]
out.append(chr(ord(char) ~ box[(box[x] + box[y]) % 256]))

return ''.join(out)
key = "\x01\x03\x03\x07\x03\x03\x08\x01"'
data = "\x53\xdd\xc5\x87\xed4\x63\x99\x14\x4f\xad\x14\x2d\xc4\x24\x04\xcO\xbo"'

print rc4_xor(data, key)

3| result.pyc J5, R4uiFEmgsRERIER .



def decode(data, key):
idx = @
res = []
# WARNING: Decompyle incomplete

flag = [
40,
11,
82,
58,
93,
82,
64,
76,
6,
70,

31,
15]

print('Enter key to get flag:')

key = input()

if len(key) != 8:
print('Invalid len')
quit()

res = decode(flag, key)

# WARNING: Decompyle incomplete
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import binascii

flag = [
40,
11,
82,
58,
93,
82,
64,
76,
6,
70,

31,
15]

fake_flag = "cybrics{"
print len(flag)

for x in range(len(flag)):
print "%02x" % (flag[x]),

print
print binascii.hexlify(fake_flag)

for i in range(8):
print chr(flag[i] ~ ord(fake_flag[i])

def decode(key, data):
ans = "'
for x in range(len(data)):
data[x] ~= ord(key[x % len(key)])
ans += chr(data[x])
return ans

print decode("KreH4137", flag)

cybrics{M4TR35HK4_15_B35T}
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MEFE: hard
B8z https://cybrics.net/tasks/hiddenflag
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