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MATHEMETICS

刚考完信安就忘完了…

MODULAR MATH

1. Quadratic Residues

模平方根

取

We say that an integer x  is a Quadratic Residue if there exists an a  such that $ a 2̂=x\mod p$ . If there is no such solution, then the
integer is a Quadratic Non-Residue.

题目：

给了

数值比较小，暴力解吧

p= 29,a= ，有11

p= 29,ints= ，找到三个书中的QR的那一个(QR和QNR叫模平方剩余和模非平方剩余)，解出这个数的模平方根，小的一个根即flag[14,6,11]
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>>> for t in [14,6,11]:
 for i in range(1,29):
  if pow(i,2,29) == t:
   print(f"{i}  ̂2 = {t} mod 29")

8  ̂2 = 6 mod 29
21  ̂2 = 6 mod 29

flag就是 8

2. Legendre Symbol

勒让德符号

是这么个规律

题目：

给了 p和包含10个元素的数组 ints

从 ints中找出模 p的一个二次剩余，计算这个数的模平方根，较大的那个数即flag

>>> for i in ints:
 l = pow(i,p//2,p)
 if l == p-1:
  pass
 else:print(ints.index(i))

5

>>> a = ints[5]
>>> pow(a,p//2,p)
1

接下来解方程

>>> p%4
3

刚刚计算过勒让德符号

则有

直接计算即可

QR∗ QR= QRQR∗ QNR= QNR

QNR

∗ QNR= QR

x ≡
a modp

(
a)

= 1

a



>>> t = pow(a,p//4+1,p)
>>> pow(t,2,p) == a
True
>>> t
9329179912536670680654563847579743051210497606610361026993802570995224702006109080487018619528599872768020097985
3848718589126765742550855954805290253592144209552123062161458584575060939481368210688629862036958857604707468372
384278049741369153506182660264876115428251983455344219194133033177700490981696141526

t即flag

3. Modular Square Root

Tonelli-Shanks算法是一种计算模平方根的算法

任何非2的素数都是 

上一道题已经使用过了，对于 4k+3型的素数，计算模平方根的方式很简单，但对于 4k+1型的素数并不能这种方法计算

对于

该算法要计算椭圆曲线的交点，不深入讨论，但Sage已经有内置的方法实现

遂用Sage解方程

不知道他说的那个算法在Sage内是否有具体的函数实现，反正我是硬解出来了

sage: R.<x> = Zmod(p)[]
sage: f = x̂ 2-a
sage: rr = f.roots()

sage: rr
[(28169512554311284614348161812907461395482195258388583125795498809297226147214152907614055638917789190356917578
2597177921673029130079279898417639772924344887826359642536777433420387485673330740435892678962923730287247638080
0669770707030103533929175899892306600198592778880857933007567195303602519179162191564017524242539039721267479733
2132801882880223506177201168864920484993546017284338829512010922075018689505381642887042980971582058343875078178
8369658959872713920819264583922833549718236114238208656512834907615480533847317213916370643490217558998772245221
61311561209530712702153163501623531290150340903913036821041,  1),
(236233930768304863832777329858048929893213750552050038833827105205373474786235177964731417681795335907187156004
1125289919247146074907151612762640868199621186559522068338032600991311882224016021222672243139362180461232646732
4658488404254582579308878565833796009677617385967828778513184893556798228131551230457052851120994481464267551101
6000251559241885043210364181581107154845628426350780558944507365756538185052136796967569976075531078462357707644
0037747681760302434924932113640061738777601194622244192758024180853916244427254065441962557282572849162772740798
989647948645207349737457445440405057156897508368531939120,  1)]
sage: min(rr[0][0],rr[1][0])
2362339307683048638327773298580489298932137505520500388338271052053734747862351779647314176817953359071871560041
1252899192471460749071516127626408681996211865595220683380326009913118822240160212226722431393621804612326467324
6584884042545825793088785658337960096776173859678287785131848935567982281315512304570528511209944814642675511016
0002515592418850432103641815811071548456284263507805589445073657565381850521367969675699760755310784623577076440
0377476817603024349249321136400617387776011946222441927580241808539162444272540654419625572825728491627727407989
89647948645207349737457445440405057156897508368531939120

解出两个根，较小的一个为flag

4. Chisese Remainder Theorem

中国剩余定理 CRTyyds!!

p≡ 1  或者 mod4 p≡

r ≡ a ， Tonelli-Shanks算法能够计算 rmodp



对于方程组

题目：

已知

进入sage

首先对  进行分解

sage: factor(935)
5 * 11 * 17

则

>>> a = (2*11*17*invert(11*17,5) + 3*5*17*invert(5*17,11) + 5*5*11*invert(5*11,17))%n
>>> a
mpz(872)

flag是 872
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