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1. Vectors
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v = (2,6,3),w = (1,0,0) and u = (7,7,2),calculate 3*(2*v - w) - 2*u.
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vector([7,7,2

2*%v-w)*2*u
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2. Size and Basis
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3. Gram Schmidt
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Set 1M = v

End Loop
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vi = (4,1,3,-1), v2 = (2,1,-3,4), v3 = (1,0,-2,7), v4 = (6, 2, 9, -5)
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: vO = vector([4,1,3,-1])

: vl = vector([2,1,-3,4])

: v2 = vector([1,0,-2,7])
:v3 vector([6,2,9,-5])

: M = Matrix([veO,vl,v2,v3])
: M.gram_schmidt()

4 1 3 1]
70/27 31/27 23/9 104/27]
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1456/4023 273/298 1729/8046  455/4023],
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import numpy as np

v = [
np.array([4,1,3,-1]),
np.array([2,1,-3,4]),
np.array([1,0,-2,7]),
np.array([6,2,9,-5]),

[v[e]]

vi in v[1:]:

mi [np.dot(vi, uj) np.dot(uj, uj) for uj in u]

u [vi ([mij uj for (mij, uj) in (mi,u)])]

print( (u[3][1], 5))

4. What’s Lattice?
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The choice of basis is far from unique
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H—HEFEMSERBEHERKE, 7TURKEMN—R. —HEREE LT —H EA%H (fundamental domain)
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We can calculate the volume of the fundamental domain from the basis vectors. As an example, let us take a two dimensional lattice with basis
vectors v = (2,5), u = (3,1) . Create a matrix A with rows corresponding to the basis vectors: A = [[2,5],[3,1]] . The volume of the funda-

mental domain is the magnitude of the determinant of A: vol(F) = |det(A)| = |2*1 - 5*3| = |-13] = 13.
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vector
v([6,2,-3])
D v2 v([5,1,4])
: v3 v([2,7,1])
: A = matrix([vl,v2,v3])

A

2 -3]

1 4]

7 1]

: det(A)
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5. Gaussian Reduction
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1. The Shortest Vector Problem (SVP)
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2. The Closest Vector Problem (CVP)
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Loop
(a) If ||v2]| < ||v1]|, swap v1, v2
(b) Computem =L vi-v2 [/ v1-v1 ]

(c) fm =0, return v1, v2
(d) v2 = v2 - m*v1
Continue Loop
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import numpy as np
ar = np.array
ar([846835985, 9834798552],dtype

u ar([87502093, 123094980],dtype

vl,v2 u,v




if siz2(v2) siz2(vl):
print( )
vl,v2 v2,vl

(vl.dot(v2)/vl.dot(vl));m

v2 \ m*vl;v2

array([-4053281223, 2941479672], dtype=int64)
if siz2(v2) siz2(vl):

print( )

vl,v2 v2,vl

(vl.dot(v2)/vl.dot(vl));m

array ([ 87502093, 123094980], dtype=int64)
v2

array([-4053281223, 2941479672], dtype=int64)
vl.dot(v2)

7410790865146821
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6. Find the Lattice
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from Crypto.Util.number import getPrime, inverse, bytes to long
import random

q getPrime(512)
upper_bound (math.sgrt(q 2))
lower_bound (math.sgrt(q 4))
f random.randint(2, upper_bound)
while True:
g random.randint(lower_bound, upper_bound)
if math.gcd(f, g) 1:
break
h (inverse(f, q)*g)
return (q, h), (f, g)

encrypt(q, h, m):

assert m (math.sqgrt(q 2))

r random.randint(2, (math.sqgrt(q 2)))
e (r*h m) q

return e

decrypt(q, h, f, g, e):
a (f*e) q
m (a*inverse(f, g))

return m

public, private = gen_key()
public

private

bytes_to_long(FLAG)
encrypt(q, h, m)

{(a,M)1}")
{e}")
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f,g & F25641

h, e 5124z

r 25641
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(1,h): 5124z

(0,q): 512fx

mEE (fg) KKE  KZ256fL

MHETRERE, RIEF/DH.

IRRHER L, XA (f, g) R IXA latticefJ B & M &, (Gaussian heurstic).
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def Gauss(vl, v2):

while True:

if v2.norm() vl.norm():

vl, v2 v2, vl
( vi*v2 vl.norm()"2 )
Q:
return (v1, v2)

v2 v2 m*vl

: v = vector([1,h])
u = vector([9,q])
sage: Gauss(u,Vv)
((47251817614431369468151088301948722761694622606220578981561236563325808178756, 4399795788514707811585114745637
0880089696256470389782348293341937915504254589) ,
(-67269010250212717075432182693043963184097648880165008621907831284647116025901, 9901276345952985880960843613356
41630524350106000242070336818304053467942269178) )

RS- EEIPTRE (f,g)

(£)[2:1)

(g)[2:1)
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g, h (76382321204549258792315542340118423476410178882190211753042173587158786361832524334548964906774965161498
89316745664606749499241420160898019203925115292257, 216326890219456009384369357217019970750178779749799846346212
9592239973581462651622978282637513865274199374452805292639586264791317439029535926401109074800)

e 560569649525372066414288195690862430757067185847748211965743616366366384473116903568234497428637904912373335

6009125671924280312532755241162267269123486523

f, g 47251817614431369468151088301948722761694622606220578981561236563325808178756, 439979578851470781158511474]
56370880089696256470389782348293341937915504254589

print(12b(decrypt(q,h,f,g,e)))
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7. Backpack Cryptography
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BESZ: 111001 010110 011000
=8 156 11 14 20 15611 14 20 156 11 14 20

=W 145+6+20=32 5+11+14 =30 5+6 =11
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import binascii

(pubKey)

Matrix(ZZ, nbit 1, nbit 1)

nbit] pubKey[i]

A[nbit, nbit] (encoded)

(0, nbit 1):

M res.row(i). @)
flag = True
for m in M:
ifm @ and m
flag False
break
if flag:
print(i, M)
M .join( (j) for j in M)

(int(M, 2))[2:-1]
print(M)
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