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Solve this Roman emperor's cipher: EJEXA JVAN KTGHXDC ITCI

Enter four-word solution here

EJEXA JVAN
KTGHXDC ITCI
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print(' ',end=")
continue

t = ss.index(j)
print(ss[(t+i)%26],end=")
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ASCII 5 pts -
W

ASClIl is a 7-bit encoding standard which allows the representation of text using the integers 0-127.

Using the below integer array, convert the numbers to their corresponding ASCII characters to obtain a
flag.

[99, 114, 121, 112, 116, 111, 123, 65, 83, 6 3, 73, 95, 112, 114, 49, 11, 116, 52, 98, 108, 51,
125]

@ In Python, the chr() function can be used to convert an ASCII ordinal number to a charac-

ter (the ord() function does the opposite).

Enter flag ypto{FLAG} SUBMIT

a =[99, 114, 121, 112, 116, 111, 123, 65, 83, 67, 73, 73, 95, 112, 114, 49, 110, 116, 52, 98, 108, 51, 125]
join(chr(i) for i in a)




¥7 Hex 5 pts -

When we encrypt something the resulting ciphertext commonly has bytes which are not printable ASCII

characters. If we want to share our encrypted data, it's common to encode it into something more user-
friendly and portable across different systems.

Included below is a flag encoded as a hex string. Decode this back into bytes to get the flag.

637279707461 7b5961755177696c6c516265517761726b696e6751776974685168657851737472696e677351615F6c61747d

@ In Python, the bytes.fromhex() function can be used to convert hex to bytes. The .hex()

instance method can be called on byte strings to get the hex representation.

Enter flag here: crypto{FLAG} SUBMIT

63727970746f7b596f755f77696c6c5/62655f776f726b696e675f776974685f6865785f737472696e67735f615f6c6f747d

from binascii import
unhexlify(




57 Baseb4 10 pts -

Another common encoding scheme is Baseé4, which allows us to represent binary data as an ASCII string
using 64 characters. One character of a Baseé4 string encodes 6 bits, and so 4 characters of Baseé4 en-
code three 8-bit bytes.

Baseb4 is most commonly used online, so binary data such as images can be easily included into HTML
or CSS files.

Take the below hex string, decode it into bytes and then encode it into Baseé4.

72bcagb68fclbac7/beeb8t849dcald8a783e8act9679b+92691t7bt

@ n Python, after importing the base64 module with import base64 , you can use the base64.

bedencode() function. Remember to decode the hex first as the challenge description states.

Enter flag here: crypto/FLAG/ SUBMIT

72bca9b68fc16ac7beeb8f849dcald8a783e8acfo679bf9269f7bf

G
from base64 import b64encode as e
unhexlify(c)

e(unhexlify(c))




sf? Bytes and Big Integers 10 pts -

Cryptosystems like RSA works on numbers, but messages are made up of characters. How should we convert our
messages into numbers so that mathematical operations can be applied?

The most common way is to take the ordinal bytes of the message, convert them into hexadecimal, and concatenate.
This can be interpreted as a base-16 number, and also represented in base-10.

To illustrate:

message: HELLO

ascii bytes: [72, 69, 76, 76, 79]

hex bytes: [0x48, Ox45, Ox4c, 0x4c, 0x4f]
base-16: 0x48454c4c4af

base-10: 310400273487

@ Python's PyCryptodome library implements this with the methods Crypto.Util.number.bytes_to_long()

and Crypto.Util.number.long_to_bytes() . You may first have to install PyCryptodome and import it with from

Crypto.Util.number import * . For more details check the

Convert the following integer back into a message:

11515195063862318899931685488813747395775516287289682636499965282714637259206269

Enter flag here: crypto{FLAG} SUBMIT

from number import
12b(11515195063862318899931685488813747395775516287289682636499965282714637259206269)




%7 Encoding Challenge 40 pts -

Now you've got the hang of the various encodings you'll be encountering, let's have a look at automating it.

Can you pass all 100 levels to get the flag?

The 13377py file attached below is the source code for what's running on the server. The pwntools_example.py file
provides the start of a solution using the incredibly convenient pwntools library. which we recommend. If you'd prefer

to use Python's in-built telnetlib, telnetlib_example.py is also provided.

For more information about connecting to interactive challenges, see the . Feel free to skip ahead to the cryptogra-
phy if you aren't in the mood for a coding challenge!

Connect at nc socket.cryptohack.org 13377

SUBMIT
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from pwn import
import json

r = remote( , 13377, level

def json_recv():
line = r.recvline()
return json.loads(line.decode())

def json_send(hsh):
request = json.dumps(hsh).encode()
r.sendline(request)

from binascii import
from number import
from base64 import b64decode as dd

from string import
def rot13(x):
Ss = ascii_lowercase
res
foriin x
ifiin ss:
res += ss[(13+ss.index(i))%26]
elsexrres +=i
return res

def dec(tp,c):

if tp

m = unhexlify(c[2:]).decode()
elif tp

m = dd(c.encode()).decode()
elif tp

m = rot13(c)

elif tp

m = 12b(int(c,16)).decode()
elif tp

m = ".join(chr(i) for i in c)
return m

def func(received):

print(

print(received|

print(

print(received|

c = received|

tp = received|
to_send = { : dec(tp,c)}
print( ,to_send)
json_send(to_send)
rrr = json_recv()
print(rrr,

return rrr

rcvd = json_recv()
for i in (100):
rcvd = func(rcvd)

5 Zlflag
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1. XOR Starter

¥ label {18 —NL 5 13 #HAT F 5

3 H ¥ 7 W] LA pwntools BT xor B K

from pwn import
xor( ,13)

crypto{aloha}

2. XOR Properties

BEETWTRER

k1

k2 Mk1

k2 ~k3

flag ~k1 *k2 ~k3

SHEN A, B. C. D, M flag=DAAAC

a = 0xa6¢c8b6733c9b22de7bc0253266a3867df55acde8635e19¢c73313
b = 0x37dcb292030faa90d07eec17e3b1c6d8daf94c35d4c9191abel1e
¢ = 0xc1545756687e7573db23aa1c3452a098b71a7fbfOfddddde5fct
d

f

0x04ee9855208a2cd59091d04767ae47963170d1660df7f56f5faf
d“a’c

from number import

12b(f)

3.Favourite byte



73626960647f6b206821204f2125417d694(7624662065622127234f726927756d
BH TR Abyte RGN

12b(int( ,16))

ERflaghli JLAL, A cryptof , 55 B 74 B8 X L AT TLALEEAT 57 B 7T LAAS Blsecret

xor( , )
5 3iflag

xor( , )

4.You either know, XOR you don’t

0e0b213f26041e480b26217f27342e175d0e070a3c5b103e2526217f27342e175d0e077e263451150104
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xor(c, )

5. Lemur XOR

RRAE R

ps.
lemur n. JIAE

P

lemur.png:



PIL Image as img
numpy as np

img
img

np.array(ll

nf = np.array(ff

img.fromarray(nl"nf).show
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MATHEMATICS

1. Greatest Common Divisor
+HGCD

JRERFERAIIE T

a =66528; b = 52920
from gmpy2 import
gcd
built-in function gcd
gcd(a,b)
mpz(1512)

2. Extended GCD
BEORYERKLEBEE
1 Flgmpy2 £ B 5 i gcdext() i 41

gcdext
built-in function gcdext

p = 26513;q = 32321

gcdext(p,q)
mpz(1), mpz(10245), mpz(-8404))

HIBESR, flagh -8404



3. Modular Arithmetic 1
fRHTE
115’7‘ —~Ar L

4. Modular Arithmetic 2

RLPNEH, Hp AR, A

=1 modp

5. Modular Inverting
RiFTo
bRaxfmifi¥ise, MEBMKEL TH qb= 4

v ~nd s

i Flgmpy2 9 #) invert() B %X

invert(3,13)
mpz(9)

DATA FORMATS

1. Privaty-Enhanced Mail?

Rl wEa

I

47 —Apem3Cfi, EEME KA BARE HoREITT

© ( ).read()

p = RSA.import_key(c)

p.d
1568270028805633136478717104581997365499114994919795992986086122818002170731685192445620554366556581089267419005
0831330231436970914474774562714945620519144389785158908994181951348846017432506464163564960993784254153395406799
1013147600334450651934295925123499520209829322185244623410021020634354893188133164645116217369439384407104706949
1233623768021974620459512895916180059521636623753829644733537581887195252002699310214832889708354718428649324119
1505953601668858941129790966909236941127851370202421135897091086763569884760099112291072056970636380417349019579
768748054760104838790424708988260443926906673795975104689

FEdEIflag

2. CERTainly not

PEMAIDERZ IE B 4mAs B AN =, 7T LAE A4k
PEMAR A2 SCAKE NI, BA"-----BEGIN XXX-----"FF 3k, [FIREASRENDSE BHISCH:, WAL IEbaseb4 s
DERR = #EHICfE, AReEEEN, HiE iy |



[ #8 B Crypto.RSA.import_keye& %1

ddd ( ,'rb").read()

p = RSA.import_key(ddd)

p
RsaKey(n=2282537369201953080430621286460951277537417182399370851650989763154751363463585637562400373706803454904
7677999310941837454378829351398302382629658264078775456838626207507725494030600516872852306191255492926495965536

3792718753104573191079360207300504762352786715282658175714339195611756650961711897584061364539879662552369637826
6606696265467846495007592306032735869135663290860649823175596356738233901098522262320558692346640580921742667033
3410014429905146941652293366212903733630083016398810887356019977409467374742266276267137547021576874204809506045
914964491063393800499167416471949021995447722415959979785959569497, e=65537)

flagRBH N AR &, HHZ 0 KE

3. SSH KEY
HE T K

FEE R ssh,Secure Shell ProtocoliX 4 4 7

4B ssh? AT &E.

As the internet became increasingly hostile, people realised the need for both authentication and encryption for administrative network
traffic

LARSSHAM 4% 42
A& B 58 P R 5 95 B T

© ( ).read()

p = RSA.import_key(c)

p
RsaKey(n=3931406272922523448436194599820093016241472658151801552845094518579507815990600459669259603645261532927
6111529849428408898987565320608948570451753001457658006334990054517388720813812670040698655573956385500411142061
4308540360723410929328633639355275689398460521435298870525863897945473651499731422366907590078380671539888031069

5945945147755132919037973889075191785977797861557228678159538882153544717797100401096435062359474129755625453831
8824906035601344770432354332027089486152345369847158721133438127601028123231803915444960301636530469314147238513
7455487303658228238990483859766828654333742658168081779603871122840144324465516219930235201796499786667731716101
4083116730535875521286631858102768961098851209400973899393964931605067856005410998631842673030901078008408649613
5381437999598036850415669645144898092119629845343223483944280109089843189404116989611507312043166706466769763619
58828528229837610795843145048243492909, €=65537)

flagit & n
4. Transparency
Bt
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from Crypto.PublicKey.RSA import

© ( ).read()

p = import_key(c)

p
RsaKey(n=2342162228564134140563361689015041377107149279166261923701553268927120925467525521418777283514380180903

99510167823766799733767826955331672728171480349461552910225884581168964491305479578596306014 170294065377 13697722
2164841265084046694925746517387007853236278038029670978141921557139882067656772559964537465702212036054646836981
3975906820174580564322660230964817772084236973742530766267452453075757062697023253754982400599839360902186177313

4215542450556839250804799098903483152012713520167414613141526302727512388972623173809195225592109964416682348203
058784103484962051844890398766510080562420295832329553237528041393, e=65537)
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