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MER: (kp)~ed = tq + kp
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Q(N)=e§(q)=(p-1)(a-1)

ed =1 (mod @(N))

Firbhed=@(N)+1, BI17d=(p-1)(q-1)+1=473398607160*4511490+1
FatHE BB R B Q(N)
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#!/usr/bin/env python3
# -*- coding:utf-8 -*-
import gmpy2

473398607161
4511491

(p-1)*(q-1)

p
q
e 17
s
d = gmpy2.invert(e,s)

print('flag is :',d)
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File Edit Format Run Options Window Help

#! fusr/binfenv python3
# =#=codingiutf=8 =%=

import gmpy2
|p = 473398607161

q = 4511491 !
e = 17 '
g = (p-Dx*{g-1)

d = empy2. invert (e, s)
lprint( flag is :', d)

& Python 3.6.0b2 Shell - O e

File Edit Shell Debug Options Window Help

Python 3.6.0b2 (default, Oct 10 2016, 21:15:32) [MSC v. 1900 64 bit (AMDG4)] on w
in3z2

Type “copyright”, “credits” or “license()” for more informatior.

Dy

============== RESTART: D:\P &\ E\XCTFH Gt R \Crypto\easy RSA\L. py =========

flagl is @ 12B63135777T7427553
2o

Ltn:6 Col: 4
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1. FOpenSSL#EFIN
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openssl rsa -pubin -text -modulus -in public.pem
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N=C2636AE5C3D8E43FFB97AB09028F1AAC6COBF6CD3D70EBCA281BFFE97FBE30DD

Modulus &N {H, Exponentfelffi .

Bl MINGWe4:/d/ =/ HE/XCTFIZFATH TR/ Crypto/Normal_RSA

xt —modulus —in m
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KAThAMJ jauXD20Q/+5erCQKPG

1633 i1l 5 1033k 1

87924348264132406875276140514499937145050893665602592992418171647042491658461

=8

C2636AESC3D8BE4A3FFBI7ABO9028F1AAC6COBFECD3D70EBCA281BFFE97FBE3ODD

81BFFE97FBE30DD
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Search Sequences Report results Factor tables Status Downloads
8792434826413240687527614051449993714505089366560259299241817 1647042491658461 Factorize! | (2)
Result:
status (?)  digits number
FF 77 (show) 8792434826..61.77- = 275127860351348928173285174381581152299 39, - 319576316814478949870590164193048041239 .39
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ECM

Bip=275127860351348928173285174381581152299. q=319576316814478949870590164193048041239
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python rsatool.py -o private.pem -e 65537 -p 275127860351348928173285174381581152299 -q 319576316814478949870590

164193048041239
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REERE ~ il ~ #in ~
root @qwzf: ~[rsatool

MHF) HREIB(E) BE() HEZR(S) LiR(T) #EIH)
Best match: pyasnl 0.4.2
Adding pyasnl 0.4.2 to easy-install.pth file

Using fusr/lib/python2.7/dist-packages
rching for gmpy==1.17
est match: gmpy 1.17
Adding gmpy 1.17 to easy-install.pth file

Using fusr/leocal/lib/python2.7/dist-packages
Finished |::r': ssing dependencies for rsatool==1.0
atool# python rsatool.py -o private.pem -e 65537 -p 27512786035134892
235174Du15 1152299 -q 319576316814478949870590164193048041239
Using (p, gq) to initialise RSA instance

n =
c2636ae5c3dB8e43ffba7ab09e28flaacecObf6cd3d70ebca281bffed7tbe30dd

e = 65537 (0xleeel)

Ij =
1806799bd44ce649122b78b43060c786T8b77Tb1593e0842da063ba0d8728bT1

275127860351348928173285174381581152299 (0xcefbb2cf7el8a98ebedc36e3e7c3b02b)
319576316814478949870590164193048041239 (0xTO6c28e91c8922b9c236e23560c09717)

Saving PEM as private.pem
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openssl rsautl -decrypt -in flag.enc -inkey private.pem

root @qwzf: ~/rsatool o e O

SF(F) HE(S) £Wm(T) FENH)

fwIB(E)

EBV)

PCTF{256b_i5 m3d

5 %flag
AR HF A58 K T ERsaCtfTool

ncipherfile flag.enc

[+] Clear text : OOB&[OPCTF{256b i5 m3dium}

A

¥ TRSAMFERIELZ G, XRSAMFEMER T INR. RN AT BEIFRAI4E Hrsatool, H5& N # T Kalifg i,
RRKali L HRE KK —H. EEFing

L$ python RsaCtfTool.py --publickey pubkey.pem --
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