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0x01 Very Smooth

Description: Forget safe primes... Here, we like to live life dangerously... >:)
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from binascii import hexlify
from gmpy2 import

import math

import os

import sys

if sys.version_info (3, 9):
math.gcd gcd

math.lcm lcm
DEBUG False

).read().strip()
mpz(hexlify(FLAG.encode()), 16)
mpz(hexlify(os.urandom(32)).decode(), 16)

STATE random_state(SEED)

def get prime(state, bits):
return next_prime(mpz_urandomb(state, bits) (1 (bits 1)))

def get smooth_prime(state, bits, smoothness=16):
p = mpz(2)
p_factors [p]
while p.bit_length() bits - 2 * smoothness:

factor = get_prime(state, smoothness)

p factors.append(factor
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factor

bitcnt (bits - p.bit_length())
while True:
primel = get prime(state, bitcnt)
prime2 = get prime(state, bitcnt)
tmpp p primel prime2
if tmpp.bit_length() bits:
bitcnt 1
continue
if tmpp.bit_length() bits:
bitcnt 1
continue
if is_prime(tmpp + 1):
p_factors.append(primel)
p_factors.append(prime2)
p = tmpp + 1
break
p_factors.sort()
return (p, p_factors)

0x10001

while True:
p, p_factors get _smooth_prime(STATE, 1024, 16)
if (p_factors) ( (p_factors)):

continue

g, g_factors get _smooth_prime(STATE, 1024, 17)

if (g_factors) ( (g_factors)):
continue

factors p_factors g_factors

if e not in factors:

break

if DEBUG:
import sys
sys.stderr.write( {p.digits(16)}
sys.stderr.write( )
for factor in p_factors:
sys.stderr.write( {factor.digits(16)}

sys.stderr.write(

sys.stderr.write( {q.digits(16)}
sys.stderr.write( )
for factor in q_factors:

sys.stderr.write( {factor.digits(16)}

sys.stderr.write(

math.lcm(p 1, ¢
(e, -1, m)
(FLAG, e, n)

{n.digits(16)}")
{c.digits(16)}")
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def Pollard(n):
a=2
while True:
for i in (2,80000) :
a (a,i,n)
for j in (80000,104729+1) :

a (a,j,n)
if j 15 ==0:
d=GCD(a-1,n)
if(1<d<n):
return(d)
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from Crypto.Util.number import
import gmpy2

n

def Pollard(n):
a=2
while True:
for i in (2,80000) :
a (a,i,n)
for j in (80000,104729+1):
C] (a,j,n)
if j 15 ==0:
d=GCD(a-1,n)
if(1<d<n):
return(d)
a+=1
p=Pollard( (n,16))
« (n,16)//p
d=gmpy2.invert (65537, (p-1)*(q-1))
m ( (c,16),d, (n,16))

print(long_to_bytes(m))

0x02 Sum-O-Primes

Description: We have so much faith in RSA we give you not just the product of the primes, but their sum as well!

S B ARG:



from binascii import hexlify

from gmpy2 import mpz_urandomb, next prime, random_state
import math

import os

import sys

if sys.version_info (3, 9):
import gmpy2
math.gcd gmpy2.gcd
math.lcm gmpy2.1lcm

).read().strip()
(hexlify(FLAG.encode()), 16)
(hexlify(os.urandom(32)).decode(), 16)

random_state(SEED)

def get prime(bits):
return next_prime(mpz_urandomb(STATE, bits) (1 (bits

get_prime(1024)
get_prime(1024)

65537
math.lcm(p - 1, q
(e, -1, m)
(FLAG, e, n)
print( {x:x}")
print( {n:x}")
print( {c:x}")

BEH%A Tx=p+qgfin=p*q, C&iphi=(-1)*(q-1)=p*q-(p+q) +1EEMAT LLEEHEFphi, Blrsaitil LT, BB

phi (n,16) (x,16)+1
d=gmpy2.invert(65537,phi)

m ( (c,16),d, (n,16))
print(long_to_bytes(m))

0x03 NSA Backdoor




Description: |heard someone has been sneakily installing backdoors in open-source implementations of Diffie-Hellman... |

wonder who it could be... [
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from binascii import hexlify
from gmpy2 import

import math

import os

import sys

if sys.version_info (3, 9):
math.gcd gcd
math.lcm lcm

False

( ).read().strip()
mpz(hexlify(FLAG.encode()), 16)
mpz(hexlify(os.urandom(32)).decode(), 16)
random_state(SEED)

def get prime(state, bits):
return next_prime(mpz_urandomb(state, bits) @! (bits 1)))

def get smooth prime(state, bits, smoothness=16):
p = mpz(2)
p_factors [p]
while p.bit_length() bits 2 smoothness:
factor = get_prime(state, smoothness)
p_factors.append(factor)
p factor

bitcnt (bits p.bit_length())

while True:

primel get prime(state, bitcnt)

prime2 get prime(state, bitcnt)

tmpp p primel prime2

if tmpp.bit_length() bits:
bitcnt 1
continue

if tmpp.bit_length() bits:
bitcnt 1
continue

if is_prime(tmpp 1):
p_factors.append(primel)
p_factors.append(prime2)
p = tmpp + 1
break

p_factors.sort()
return (p, p_factors)
while True:

p, p_factors get_smooth_prime(STATE, 1024, 16)
if (p_factors) ( (p_factors)):




continue

g, g_factors get_smooth_prime(STATE, 1024, 17)
if (q_factors) ( (q_factors)):
factors p_factors g_factors
break

if DEBUG:
import sys
sys.stderr.write( {p.digits(16)}
sys.stderr.write( )
for factor in p_factors:
sys.stderr.write( {factor.digits(16)}
sys.stderr.write(

sys.stderr.write( {q.digits(16)}
sys.stderr.write( )
for factor in g_factors:
sys.stderr.write( {factor.digits(16)}
.stderr.write(

(3, FLAG, n)

{n.digits(16)}")
{c.digits(16)}")
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from Crypto.Util.number import
import gmpy2
n

def Pollard(n):
a=2
while True:
for i in (2,80000) :
a (a,i,n)
for j in (80000,104729+1) :
a (a,j,n)
if j 15 ==0:
d=GCD(a-1,n)
if(1<d<n):
return(d)
a+=1
p=Pollard( (n,16))
print(p)
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from Crypto.Util.number import
p=11270207749132662403543744831152824441663303826718443646753995378362302254362930729197520966834893332500607533
9780165463077524233511267597550006727923822554354936896793276829740193900248027487979522143806746878229772394053
610558597354876381637035909859704552979985236170415302488615161107293296362528480525723

n

GF(p)

GF(q)

G1( (c,16))

G2( (c,16))

G1(3)

(<PAE))
discrete_log(cl,gl)

discrete_log(c2,g2)
m=crt([k1,k2],[p-1,9-1])
print(long_to _bytes(m))
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