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Target: https:/fwww.baidu.com / @

Response

Raw | Headers | Hex HTMLIRender]

Request
Raw | Params | Headers | Hex
GETIIindex.php?tn=m0n|inejjg HTTF/1.1 :
Host: www.baidu.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4, x64; v:69.0) Gecko/20100101 Firefox/69.0
Accept: text/html applicationfxhtml+xml application/xml;g=0.9 **,q=0.8
Accept-Language: zh-CN,zh;g=0.8 zh-TW,q=0.7 ,zh-HK; y=0.5,en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Connection: close
Referer: https: fofflintab. firefoxchina.cn/
Cookie: BAIDUID=AAS34C4161F4AE3150FE93DEEEF 4484F FG=T1,
BOUSS=21Q1h3N1NsampZTHA4QnYpimIRam 1 HVOZGhESKQkIzRGYVZRXNTNF dXckd2VXRERVFBQ
UFBJCQAAAAAALALAAEAAAB|T~eky-hSAKESKLBowAAAAAAAAAAAALALALALALAAANANL
MYwJF3GMCRdcF;
BIDUPSID=AAI34C4161F4AE315DFEI3DEEGF4484F; PSTM=1562655983;
COCKIE_SESSION=0_1_0_0_00_0_0_0_00_0_0_0_0 3 0_1562747572_1562747569%7 C1%230_
1_1862747569%7 C1; sugstore=1
Upgrade-Insecure-Requests: 1
=
v
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2. EIAAERER, HLAWMNER; EREBE=ZEH2HR,

HTTR/1.1 200 OK

Bdpagetype: 2

Bdgid: OxaB5cdabal0123812

Cache-Control: private

Content-Type: text/html;charset=utf-a

Date: Sat, 21 Sep 2012 07:38:23 GMT

Esxpires: Sat, 21 Sep 2019 07:38:22 GMT

P3p: CP=" 0TI DSP COR VA OUR IND COM "

Server: BWS/1.1

Set-Cookie: BDRCVFR[Fc3oatPmwxn]=G01CoMuskzfuh-zuyuEXAPCpy49QhPE; path=/;
domain=baidu.com

Set-Cookis: BDSVRTM=314; path=/

Set-Cookiz: BD_HOME=1; path=/

Set-Cookie: H_PS_PSSID=1456_21097_29523 29566 _29221_22158; path=/; domair=.haidu.com
Strict-Transport-Security: max-age=172800

X-Ua-Compatible: IE=Edge chrome=1

Connection: close

Content-Length: 189196

<IDoctype html=<html xmins=http: faww.w3. org 1999 xhtml><head>  <meta
http-equiv=Content-Type content="text/himl;charset=utf-8"><meta http-squiv=X-UA-Compatible
content="IE=edge,chrome=1"><meta content=always name=refarrar> <link rel="shaortcut icon”
href=ffavicon.ico type=image/x-ican <link rel=icon sizes=any mask

href=/fwww. baidu. com/img/baidu_B85beafb496f291521 eh75badBeachdd? svg><title> g — T, fREk
ik <ftitle><style

id="style_super_inline">body,h1,h2,h3,h4,h5,h6,hr,p, blockquote,dl,dt,dd,ul,ol,li,pre form,fields
et,legend, button,input,textarea,th,td{margin:0;padding:0thtmi{color:#000;0overflow-y:scroll;o
verflow:-mozscrollbars}hody,button,input,select,textareaf{font:12px
arial}h1,h2,h3,h4,h5,h6{fontsize:100%Jem{font-style:normal}small{font-size:12px}ul,ol{liststy
le:none}aftext-decoration:none}a:hover{text-decoration:underline}legend{color#000}fields
etimg{border:0}button,input,select textarea{fontsize:100%}table{border-collapse:collapse;h
order-spacing:0}img{-ms-interpolati le:hicubic) eafresize:vertical}.left{float:left}.r
ight{float:right}.overflow{overflow:hidden}.hide{display:none}.block{display:block}.inline{di
splay:inline}.error{color#F00;fontsize:12pxHabel,buttonf{cursor:pointer}.clearfix:after{conte
nt:"20%display:block;height:0;clear:bhoth}.clearfix{zoom:1}.clear{clear:both;height:0;line-hei
ght:0;font-size:0;visibility:hidden;overflow:hidden}.wordwrap{word-break:break-all;word-wr
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https://blog.csdn.net/suiyideAli
https://blog.csdn.net/suiyideali/category_9370746.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/suiyideAli/article/details/101108975
https://blog.csdn.net/suiyideali/category_9370746.html
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GET findex.php?tn=monline_3 dg HTTP/1.1
FOST. www. bardu. comm

User-Agent: Mozilla/s.0 (Windows MT 10.0; Wing4; x64; n:69.0) Gecko/20100101 Firefox/59.0
Accept: text/html application/xhtml+xml application/xml, q=0.9 % q=0.8

Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: https:/fofflintab firefoxchina.cn/

Cookie: BAIDUID=AAI34CA161F4AES1SDFEO3DEEGF4484F FG=1;

o BDUSS=Z1Q1h3N1NsampZTH44 QnvpfmlRam 1HVDZGhEIK QK zRGWVZRXMTHF dXckd2VXRKRWVFBQ
I UFBJCOAAAAAAAALAAEAMABIT-eky-hS4XEsKLBowAASAAAALAAALAANANAAAABASAS AN
ABALASAADADANAANBABASASDADANANBABAS NS DA BABAAN Y WIFIGMCRACF;
BIDUPSID=AAI34C4161F4AES15DFE93DEEGF4484F; PSTWM=15626555983;

| 1562747569%7C1: sugstore=l
Upgrade-Insecure-Requests: 1
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POST findex.php?tn=monline_3_dg HTTP/.1

Host: www. baidu.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rnv:69.0) Gecko/20100101 Firefox/69.0

1 Aceept: text/html application/xhtml+xml application/xml;q=0.9 **;q=0.8

Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: https:/iofflintab firefoxchina.cn/

Cookie: BAIDUID=AAI34C4161F4AES1EDFE03DEEGF4484F : FG=1;
BDUSS=Z1Q1h3N1NsampZTH44 QnYpfmiRam 1 HVOZGhEIK QkIzZRGV2ZRANTMNF dick d2VXRKRVFEQ
UFBJCQAAAAAAAAMAAEALABT-cky-hS4rXEsKLBowAAALAALAAAAAALALAALALAS AL AANAN
ARAAAAAALASAADADANANBASASAADADANAABASABAAAAM Y WIF3GMCR:F,
BIDUPSID=AAI34CHE1F4AES15DF593DEEGF4484F; PSTM=1562655953;
[[COOKIE_SESSICN=0_1 00 0000000000030 1562747572 15627 47569%7C1%230_
11 1562747569%7 C1; sugstore=1

4 Upgrade-Insecure-Requests: 1
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a = goood

b= GET[b]

;ifla==b)

echo flag

T

RiEgeteZ HEMIEURL, UABEXRBHER, Wikurl:



&« ¢ @ @ b/get/?b=goood

& B B Q&=

(12323131231223Ta = goood
b =

ifla==b)
echo flag

#32lflag BB WERRE, FrilflagiIeTs XA A&, BRAYRKE Tfag. )
0x02 POST
fEpostfe Z IRt %, tWRIME — TABEXR

&« c @ G dex.php
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a=goooooood
b= post['b']
if(b==a)

echo flag
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http://39. 98. 88. 18:49000
/webd/index. php
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1 Enable Fost Data

b=goooooood

[JEnable Referer



r a @ i ] “ndex.
& 80 Q==

dfadsfas12fsddfassh=goooooood
b= _post[ D]

if(b==a)

echo flag

# Flflag 232 OK.



	CTFweb篇——GET&POST

