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struct BITMAPINFOHEADER b...

DWORD biSize

LONG biWidth
LONG biHeight
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struct PNG_CHUNK_IHDR ihdr 900 x 300 (x8) 10h

uint32 width 10h
uint32 height 14h
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#r: flagit RER A TH, HEKAEL TM@?

Ftweakpng#T 3L 4
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Warning
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# -*- coding: utf-8 -*-

import binascii

import struct

#\ x49\ x48\ x44\x52\x00\x00\x01\xF4\x00\x00\x01\xA4\x08\x06\x00\x00\x00

crc32key = OxCBD6DF8A
for i in range(®, 65535):

height struct.pack('>i', i)
#CRC: CBD6DFS8A
data '\x49\x48\x44\x52\x00\x00\x01\xF4"' height '\x08\x06\x00\x00\x00"

crc32result binascii.crc32(data) oxffffffff

if crc32result crc32key:
print ''.join(map(lambda c: "%@2X" ord(c), height))

3 AN A -HEE ¥ F picere32.py

import binascii

import struct

crcbp = open("misc26.png", "rb").read()
for i in range(2000):
for j in range(2000):
data = crcbp[12:16] struct.pack('>i', i)+struct.pack('>i', j)+crcbp[24:29]
crc32 binascii.crc32(data) oxffffffff
if(crc32 OxXEC9CCBCH) :
print(i, j)
print("hex:"', hex(i), hex(j))

PS C:\Users\q2723\Desktop> python2 .\testl.py
(900, 606)
('hex:', '0x384', 'Ox25e')
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struct IMAGEDESCRIPTOR ImageDescri...
UBYTE ImageSeperator
ushort ImageleftPosition
Position
ushort ImageWidth

ushort ImageHeight
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struct IMAGEDESCRIPTOR ImageDescri...
UBYTE ImageSeperator

ushort ImageLeftPosition
ushort ImageTopPosition
ushort ImageWidth

|

ushort ImageHeight

struct IMAGEDESCRIPTOR_PACKEDFI...
struct LOCALCOLORTABLE LocalColorT...
struct IMAGEDATA ImageData[2]
struct GRAPHICCONTROLEXTENSION ...
struct IMAGEDESCRIPTOR ImageDescri...

UBYTE ImageSeperator

ushort ImageLeftPosition

W = PP

ushort ImageTopPosition
ushort ImageWidth

ushort ImageHeight
FRZHW, FEML—TRE, RIAESE/\WiHfag
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https://blog.csdn.net/aidem_brown/article/details/80500637
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it [EJIT AR T SR
filename "misc32.png"

with open(filename, 'rb') as f:
all b = f.read()
data bytearray(all b[12:29])
n 4095

for w in range(n):

width bytearray(struct.pack('>i", w))
for h in range(n):
height = bytearray(struct.pack('>i', h))
for x in range(4):
data[x+4] width[x]
data[x+8] height[x]
crc32result zlib.crc32(data)
# B # R Hcrc
if crc32result OxXE14A4COB:
print("%N: ", end = '")
print(width, end Y
print(int.from_bytes(width, byteorder='big'))
print("®mN end )
print(helght end Y
print(int.from_bytes(height, byteorder='big'))

python332 17 R AT

P ' _ S oS M AR\CRC324ii 3> python .\piccrc32-2.py
=mh: bytearray(b \x00\x00\x0uU\x14"') louu

=R bytearray(b'\x00\x00\x00\x96') 150
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enum PNG_FILTER_METHOD filter_m... AdaptiveFiltering (0)

enum PNG_INTERLACE_METHOD int... Nolnterlace (0)

uint32 crc 5255A798h
struct PNG_CHUNK chunk[1] pHYs (Ancillary, Public, Safe to Copy)

EHW AT

PS F:\CTF\CTFL E & &\ A& \CRC32#ii &> python .\piccrc32-2.py
9 : bytearray(b'\x00\x00\x03\xd2') 978
&9 : bytearray(b'\x00\x00\x00\x8e') 142
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rn: HBAS 28BS, EHDRIMCRCHEE T, BEERAFEIEHREE S & K F900

"misc34.png"
with open(filename, 'rb') as f:
all b = f.read()
#w = all_b[16:20]
#h = all_b[20:24]

for i in range(901,1200):
name str(i) ".png"

f1 open(name, "wb")

im = all b[:16]+struct.pack('>i",i)+all b[20:]
fl.write(im)

fl.close()
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union CTYPE type
struct PNG_CHUNK_IHDR ihdr
uint32 width

uint32 height

struct

struct.pack(format, vi, v2,
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import zlib

import struct

filename "misc35.jpg"

with open(filename, 'rb') as f
all b = f.read

for i in range(901,1200
name str(i ".jpg"
f1 open(name, "wb"
im = all b[:159]+struct.pack('>h',i)+all b[161
fl.write(im
fl.close
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struct GIFHEADER GifHeader
struct LOGICALSCREENDESCRIPTOR Logi. ..
ushort Width

ushort Height
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"misc36.
with open(filename
all b = f.read

for i in range(920,950

name str(i .gif"

f1 open(name, "wb"

im = all b[:38]+struct.pack('>h",i

fl.write(im
fl.close

ER RN REER, BN

HEX 12C //
DEC 300

OCT 454

BIN 0001 0010 1100

& QWORD MS

D B v % fIBfl v

144

>

struct IMAGEDESCRIPTOR ImageDescri...
UBYTE ImageSeperator
ushort ImageleftPosition
ushort ImageTopPosition

ushort ImageWidth

ushort ImageHeight
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Frame : 9 of 45
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f# Flapngdis.exe (APNG Disassembler) T.E2B 3

Z.—— .—-_ktop> .\apngdis.exe .\misc38.png

RN

APNG Disassembler 2.8

Reading '.\misc38.png'...
extracting frame of 44
extracting frame of 44
extracting frame of 44
extracting frame of 44
extracting frame of 44
extracting frame of 44
extracting frame of 44
extracting frame of 44
extracting frame of 44
extracting frame 10 of 4u
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X B A Alinux ™ 1) T Hidentify

234 sudo apt-get install imagemagick

DA Y i A% 2

fr

identify [options] input-fileidentify:#4&4#K

options:Z&#
input-file: X4 .
REAr4: identify -format "%T " misc39.gif > 1.txt

BRI —H36/37, FRIT37HM1. 368 K0, MR KE 287 Z#HFrH, BRETMNE—NFR(EFELSAL—4H), F2flag

>>> str="373736363637373737373637363637373636373736373737363637373737363736363637373637373737373737363737373737373736373
736373736373637363737363637363637373736363636373736363637363737363637363737363637373637373636373736363737373636373637373
736363736373736373637373736363737363737363636373636373736373737373736363637363737363637363736373736363736363737363737363
637373736363637373636373636363737373636373637373637373636373736363737373736363636373637373736363737373636373637373736363
6373637373636363737373736363636373637373636363636373736373636363737363736373637373736363737373737373637"

>>> str=str.replace("37","1")

>>> str=str.replace("36","0")

>>> str
'11000111110100110011011100111101000116111111101111111011011010101100100111000011000101100101100110110011001110010111001
011010111061161106001001160111116006010116610101160100110110011100011001006011100161101160110011116060060101116611160101116660101
leeelllleeeelelleeeeelleleeellelelellleelllillel’

>>> len(str)

287

5="11000111110100110011011100111101000110111111101111111011011010101100100111000011000101100101100110110011,
00111001011100101101011100110110001001101111100010110010101100100110110011100011001000111001011011001100111,
1000010111001110010111000101100011110000101100000110100011010101110011111101"
flag=""
for i in range(41): #287//7

flag chr(int(s[7i:7(i+1)]1,2))
print(flag)

apngzh &, f#FAPNG Disassembler L&, 4B, R4 BOCH, ERELHER

"l apngframe61.txt - IBE A

XHE) fRiB(E) #B=U(0) ZTAEN) #EH(H)
delay=54/1000

apngframeGl.pn  ap
g

Bl AT ZEOAR UL R, B ont B fasciif

flag=""
for i in range(1,69):
if i < 10:
i="e" + str(i)
f = open("apngframe" str(i) "otxt")
s = f.read()
# delay=116/1000
flag chr(int(s.split("/")[0][6:]))

print(flag)
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psé - inees. SN el > python .\test.py

cthhow{95cauzHTd+¥G¥6b1bda;é§94a6Fcb95b}

misc42-IDAT 35 P K &
BoR: flagB£K? 2em.... AIFEBITET, 4141

Ftweakpng#T B F, K ILIDATEIE B B 5 3 sRAS CIRG it 2 flag

IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG image data
IDAT critical PNG imaae data
misc43-I 5 1 &
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---debugger\Debug> .\PNGDebugger.exe .\misci3.png

file-path=.\misc#43.png
file-size=U560 bytes

0x00000000

0x00EAAMEOS8
0x00000AC
0x0000AO1D
>> (CRC CHECK)

0x00000021
0x00000025
0x00EER1A9
>> (CRC CHECK)

0x000BA1AD
0x000001B1
0x00000335
>> (CRC CHECK)

0x0OEAA339
0x0000033D
0x0000OUCL
>> (CRC CHECK)

0x000004C5
Ox0eeeedco
OxeeeeeseUD

png-signature=0x89560LEL7ODAAIARA

chunk-length=0x0000000D (13)

chunk-type="IHDR'
crc—code=0x09DAD161
crc—computed=0x09DAD161

chunk-length=0x00000180
chunk—type="'IDAT'
crc-code=0x ESOSSHESH

crc—computed=0x8385F691

chunk-1ength=0x00000180
chunk—type="'IDAT'
crc—code=0x93A62E63
crc—computed=0x42434298

chunk-1ength=0x00000180
chunk—-type="IDAT'
crc-code=0x7U667368
crc—computed=0xd462C3A1

chunk-length=0x00000180
chunk—typa:'TnﬁT'
crc—-code=Px6F777B36

KIRZ ML, FERTH P AR TR &

python#& B T A% X,

CRC OK!

CRC FAILED

CRC FAILED

CRC FAILED

string ="E59387E50x93A62E630x746673680x6F777B360x656232350Xx383966660x666635650X333930660x653662380Xx373530340x646
263300x3839327D"
string=string.replace("ox",""

for i in range(@,len(string),2

print((string[i:i+2 end=" "

FONET AT /72 X python R R R, BTl A TR



Ascii Encoding

Ascii Encoding

Text

[E[§. ctfshow{6eb2589ffff5e390febb87504dbc0892}

Bin

11100101 10010011 10000111 11100701 10010011 10700110 1071110 1100011 1110100 11001101110011 1101000 11011171 11710111 1111011 110110 “
1100101 1100010110010 110107 111000 111001 1100110 1100110 1100110 1100110110701 1100701 110011 111001 110000 1100110 1100101 110110 T
1100010177000 110111170101 110000170700 1100100 1100010 1100011 110000117000 111001 1100101111101 4

Oct
345223 207 345223 246 56 143 164 146 163 150 157 167 173 66 145142626570 71 146 146 146 146 65 14563 71 60 146 145 66 142 70 67 65 60 64 144 142
14360707162175

Dec

22914713522914716646991161021156104111 119123 54101 58 50 53 56 57 102102 102 102 53 101 61 57 48 102 107 54 98 56 55 53 48 52 100 98 99 48
56 6750126

Hex

E593 87 E5 93 A6 2E 63 74 66 73 68 6F 77 7B 36 65 62 32 35 38 39 66 66 66 66 35 65 33 39 30 66 65 36 62 38 37 353034 64 6263 303839327D

miscd4-5: B iR ] =
BR: #iRPIERBEDT

tweakpng & IH 2 —HEdR 48, T EHIXRIDATHISHERAEE K12

) TweakPNG — O o4

File Edit Insert Options Tools Help

Chunk  Length CRC Attributes Contents

Warning x

Incorrect crc for IDAT chunk (is 20146d92, should be

! B7de0B22)
[ a= | E m

1 FpngDebuggerk fiy i S H Ak

REEMA, # CRC OKME#K1, CRC FAILEDE #:/%0



.close()
flag=""
for i in s.split():

if "ok!" i:
flag "
elif "FAILED" i:
flag "o"
print(flag)
#111111111111111101100011011101000110011001110011011010000110111101110111011110110110001101100011001100010110000
10110011000110011001100100110001001100110001110010011011000110011001100000011100001100110011000110011000100116001
0001101100011001100110010001100110011000101100010011001010011011100111000001100110110011000110110001110010110016)

for i in range(43):
print(chr(int(flag[8*i:8*(i+1)],2)),end="")

fm: AR R E R BB 4R

HEE R R ERA T HALSCHHE R FE NpngMbmpig R KB & A KIRET RA—#, fEpngtE N T BRI, [ELE
B R Mpng#s R # gibmpig 3,  ZE#E1Tbinwalkig BU/S 2lflag.png

FEL B ¥ W%, . https://cn.onlineconvert.com/pdf-to-bmp

* A [root/SEMH/_misc45.bmp.extracted/

misc45.bmp e

B 4745
fird |
& root

_misc45.b...

&—A gif
R RS B identify miscd6.gif > /1.txt (X B EEEAR B R4 I, 1FR)
AARMBEKIXEE, H0+0. 174+49. 196+47X R E, XA XA RIER.

) BBV #|EH)

M/misc46.gif[0] GIF 900x150 900x150+0+0 8-bit sSRGB 2¢ 0.040u 0:00.050
MH/misc46.gif[1] GIF 450x50 900x150+174+49 8-bit sSRGB 16c 0.040u 0:00.054
m/misc46.gif[2] GIF 450x50 900x150+196+47 8-bit sRGB 16¢ 0.040u 0:00.054
MH/misc46.gif[3] GIF 450x50 900x150+256+49 8-bit sSRGB 16¢ 0.040u 0:00.054
m/misc46.gif[4] GIF 450x50 900x150+293+52 8-bit sRGB 16¢ 0.040u 0:00.054
/misc46.aif[51 GIF 450x50 900x150+220+49 8-bit sSRGB 16¢ 0.040u 0:00.054



5 — AR 1] SR B A AR AR SR R

f = open("1.txt","r")
X = f.readlines()
f.close()

f = open("out.txt","w")

for i in x:
f.write(i.split("+")[1])
f.write(" ")
f.write(i.split("+")2)
f.write("\n")

f.close()

A FgnuplotfF &, [ H RIS RA mEH, BITHE

~/RWE
GNUPLOT

Version 5.4 patch

gnuplot home:
faq, bugs, etc:
immediate help:

Gnuplot window 0

"out.txt® +
e H i HH e e A A R A M +HHH:, HHH A+ i 1 HH +H HH Ay HHE HHy _HH H+H++H++H ++
057 4 ﬂ:gﬁﬂgms Fofpod s —gf LR %f:f BiCE I g s ;wy%ﬁaﬂ; I NG

B — T 15 2flag

misc47

4T —Apng, HHARKAEANE, FHNERITH, #Hilkapng

BB S —8, REMMER—K, CBIXEXET A — Tapng XS, FEREMES AN IDATHREIEESA —McTLER, BH
FRE S K FREEREE

WR, XRALKR SR (182,52)

IDAT

Z B O BAIASA ) T A5 P B AR RN R, BT BAT —



from PIL import Image

im Image.new('RGB', (400, 80), 255)

f = open('l.txt','r') ##EE L HI1TNHEHFH, REHL. txt
C f.read()

f.close()

1t = c.split("6663544C")
for i in range(2,len(1lt)):
X int(1ti, 16)
y int(1ti, 16)
im.putpixel((x,y),9)
im.show()

misc48

Fi010editorfTH, KA &=
1. &IFFFR%E, BRmE1
2. ctfshow{} F & 324 FFF

YoVyyvyyyvYyvvEaL
. .Adobe.d@....yy
YYVYVVVVyyU. ., ...

Fre = = = = = = =
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RART, HEAREERR, BRAE—KEr, HEBRRRATHERNEE X0 HFFRSE R —
B, TRBBAFFRE, FARA -4, BEVSHE0; HTERE12, 11, 0.
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H flagi BR324z, B R4iiai324>, Bf:
01211071013139091301360109210110811512722310

SRS G, BEBE—&, B3 ctfshow{0cb07add909d0d60a92101a8b5c7223a}
misc49

RoR: BEAI—RER AT ARSI, AIBkid

J\H A, fRESHEERDTH, REZEwp

FwinhexdTH, REERRZ Frre, XHESSR/\MERERR, BRREget]

.
Offset 0 1. 2 3 4 5 a 7 g 9

A B C D E
00000000 |FF D8 FF EO 00 10 4A 46 49 46 00 01 01 01 0O
00000010 |00 CcO 00 OO FF EC 00 11 44 75 63 6B 79 00 01
00000020 |04 00 00 OO 50 00 00 FF E6 00 13 47 eF 50 72
00000030 |00 3C 44 5A 4F 4D 20 3D 20 59 3E 00 FF E1 00
00000040 45 78 69 66 00 00 4D 4D 00 2A 00 00 00 08 0O
00000050 |51 10 00 01 0O 00 00 01 01 00 00 00 51 11 0O
00000060 |00 00 00 01 0O 00 00 OO 51 12 00 04 00 00 00
00000070 |00 OO 0O 00 0O 00 00 00 FF E8 00 1C 53 50 49
00000080 |46 56 65 72 73 69 6F 6E 32 00 50 72 6F 66 69
00000090 |65 49 44 3D 34 00 FF E6 00 13 47 6F 50 72 6F
000000AQ |3C 44 LA 4F 4D 20 3D 20 59 3E 00 FF E7 00 10
000000BO |75 61 77 65 69 00 4D 61 74 65 00 38 00 FF El
000000CcO |3A 45 78 69 66 00 00 4D 4D 00 2A 00 00 00 08
000000DO |03 51 10 00 01 00 00 00O 01 01 00 00 00 51 11
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A TSRt , H— A NAALE—TF

f=open("2.txt","r")
txt=Ff.read().replace("\n","")
f.close()

for i in range(1,len(l)):
flag 1i
print(flag.lower()[:32]) #7/AZZH1%5RE Lctfshow{}

HSEmt —IEFFEGE MR FRHEI LR, FERE &, —3326L(), Xiiflag.
XEFHARKREREANNRR, EBRXFEAETEET, Frel RERT32602 55 S 4% s IE# I .

WAL B : A3 HCSDNf#E % [zvolcano] WG| E, #EAHECC 4.0 BY-SARRILMY, FEEGE M b JE SCH b8 R A S .
JRSCEERE: https://blog.csdn.net/weixin_45696568/article/details/115261347
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misc50-stegslove— B &

BEARIRR T BB 1E

|£ | StegSolve 1.3 by Caesum — 0 x

File Analyse Help

Green plane 0

ctfshow
(844708

wow
very flagge

Pl R AE 5 14 LA EIE
l%l\glﬂ:]:
1. Pl bmiscE R BEAG S EE, BREEAEHAIEBRERNNE, 5, ouguess, BKEIEHKA HIL

2. miscElI A ENERFTESHONE, Ail, BEKNEEFERATIRS ZRAEENE R
3. A—kK, —RHp
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