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f = open('E:/ctf/ctfshow/misc/welcome/thienc.txt"').read()

fl ="'

for i in range(@, len(f), 2):
n = int(f[i:i+2], 16)
f1 += chr(n)

fl = fl.split('ex')[1:]
f2 =b"'
for i in f1:
f2 += bytes.fromhex(i.zfill(2))

f3 = open('C:/Users/Administrator/Desktop/1.7z"', 'wb')
f3.write(f2)
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import base64
import re

f = open('E:/ctf/ctfshow/misc/welcome2/1/secenc.txt"').read().encode( 'utf-8")

while True:

if re.match('~[2-7A-Z=]+$', f.decode('utf-8')):
f = base64.b32decode(f)

elif re.match('~[0-9a-zA-Z+/=]+$', f.decode('utf-8')):
f = base64.b64decode(f)

else:
print(f.decode('utf-8"))
break
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Help About

Input jpeg
Director E:‘\ctf\ctfshow\misc\f
Filename flag. jpg
Filamie 40 Th  WIaMO90 cdwal L JENE W11
Enter the pass phrase and confirmation X

Cancel

Filename
Filesiz Kb

This jpeg file already contains a hidden file
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8 Decode message: Ei/ctf/ctfshow/misc/misc40/svega.wav ? X
Media's encoding format : [WAVE =] @
Options
Sound quality: 99.2188% [high - Advanced!
& Type [(ESEM-] ey [FF555* [
Charset: [UTFé ~| @ [ Encrypted data ¥ Compressed cat ¢ Cancal | () Decods

#3518 2|Sound quality¥ 1% Ahigh Type JAES128 75 Zlflag

Decoded message
|f|ag{C Ongrdtuldtion!}

9. misc30
TR B2 ZipSCE EHN#tH B R Mziphin®E E#ZipCenOpRla— T

op»java —jar ZipCenOp. jar r aihe.zip

fi# 545 ) —Amp330ft =ik Z it foremost 15 Zljpgtk & F 304



most> . \foremost . \aihe. mp3

BEGRTHEREFEEY T BFEAFAER

ESER 1D
== 895 &%
aE T EE

KESHE  96dpi
FESHE 96 dpi
CERE 24

371H16:3E #1201 73
895K 1613t 203 7F

#ERO01 73 BUa03 7F

RINBEEIEN w5182

well done

78 Zlflag{well done}

10. ZBEHE—#
FRIGHREEAlag k., ME%RSMNI-86MESHD FTIF/E RILSIZIE B —IKgif EH5 40T A
BEESF—TkE M RIRERER RIRRB R R

47 49 46 38 39 61 D2 00 35 01 E6 00 00 CF B8 BE (‘iIFBJa("}.S.&..T‘p
8A 76 75 6A |51 50 53 49 4A 5F 47 2F AC 97 98 8B SVUJQPSIJ_G/-—"«

= o =

HEKE A REE — BN RIES — KB BN 17 327515 B ML % R base64 4w i3



A 010 Editor - E\ctf\ctfshow\misc\flag\flag\1\1.jpg
) HHE(D 2 & BED #
YREDE SRS

62
4

68 45 55 41 41 51 51 41| AAANSUhEUgAAAQQA
59 41 41 4F 43 4 4B | AAEECAYAAADOCEoK
6C 45 51 33 64

49 0 4

ANALFHAE, , , SOZBRXFFHETREN (B & REFI BN E8MAIMA:

import zipfile

pathl = 'C:/Users/Administrator/Desktop/flag/"
path2 = 'C:/Users/Administrator/Desktop/flag/out/"'
res = "'

for i in range(1, 87):
zip = zipfile.ZipFile(pathl + str(i) +
jpg = str(i) + '.jpg’
zip.extract(jpg, path2)
zip.close()

‘.zip')

f = open(path2 + jpg, 'rb').read()
res += f[len(f)-100:1len(f)+1].decode( 'utf-8")
print(res)
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import zipfile
import string
import binascii

crc = []
zip = zipfile.ZipFile('E:/ctf/ctfshow/misc/stegale.zip', 'r')
for i in zip.namelist():
crc += [zip.getinfo(i).CRC]
crc = crc[1:10]

for i in range(9):
for j in string.printable:
¢ = binascii.crc32(j.encode('utf-8"))

if ¢ == crc[i]:
print(j, end = '")
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f = open('E:/ctf/ctfshow/misc/stegal®/n/n.png', 'rb').read()
res = open('E:/ctf/ctfshow/misc/stegal®/n/n2.png', 'wb')
res.write(f[::-1])
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import struct
import binascii
from Crypto.Util.number import bytes_to_long

img = open('E:/ctf/ctfshow/misc/stega2/flag.png', 'rb').read()

for i in range(OxFFFF):
stream = img[12:20] + struct.pack('>i', i) + img[24:29]
crc = binascii.crc32(stream)
if crc == bytes_to_long(img[29:33]):
print(hex(i))
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flag{na yi nian wo ye bian cheng le guang}
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