CTFlearn Pk ffWriteup (easy 1)
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1. Taking LS
IR S5 pdfA %1S, HIERESCH R B, FTHFpdfEIA . ABCTF{T3Rm1n4l_is_COOl}
2. Basic Injection

BRI, KAAXAE

<l-- Try some names like Hiroki, Noah, Luke -->

ZRIEIANAF23R8%, Flluke RIARE . TRMEEN TENE.

a' or '1'="1
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Name: Luke

Data: | made this problem.
Name: Alec

Data: Steam boys.

Name: Jalen

Data: Pump that iron fool.
Name: Eric

Data: | make cars.

Name: Sam

Data: Thinks he knows SQL.
Name: fl4g__giv3r

Data: th4t_is_why_you_n33d_to_sanitiz3_inputs
Name: snoutpop

Data: jowls

Name: Chunbucket

Data: @datboiiii

th4t_is why you n33d_to_sanitiz3 inputs B ANflag.
3. Forensics 101
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flaghy: flag{wow! data is cool}

4. Where Can My Robot Go?

MR B 4 PR AR

Where do robots find what pages are on a website?
Hint:What does disallow tell a robot?

OB O] T B ERAE R A, 2B Brobots.ixt, K IAANdisallowkhtml, i BB flag:

6 https://ctflearn.com/robots.txt X +

< c o0 & ctflearn.com/robots.txt

User-agent: *
Disallow: /70r3hnanldfspufdsoifnlds.html



< Cc O @ ctflearn.com/70r3hnanldfspufdsoifnlds.html

CTFlearn{rObOts_4r3 th3 futur3}

#f5flagy: CTFlearn{rObOts_4r3_th3_futur3}

5. Binwalk

BARSEA, HZEE2IKal BT @EmiT 7T -

foremost -v -i PurpleThing.jpeg

Zir Q& RFE B EISF R T AR —output i SefER, BEMAR A T, Hh—NEFEIRflag.

File Actions Edit View Help

ST EYR RO SO El foremost -v -1 PurpleThing. jpeg

Foremost version 1.5.7 by Jesse Kornblum, Kris Kendall, and Nick Mikus
Audit File

2020

Warning, you are using the root account, you may harm your system.
DEVICES

E File System File Offset Comment

A yona 00000299.5n¢ o (780 x 720)
s o o T 153493 (802 x 148M)iog.csannevdchuate

flagfEE i &, RABCTF{B1nw4lk_is_us3ful}

6. Character Encoding

fraamisE, R16EHHKET, Kt 7. ERE108H], K5 H SASCIX MIT 1. ARIT:

s_str = "41 42 43 54 46 7B 34 35 43 31 31 5F 31 35 5F 55 35 33 46 55 4C 7D"
s_str = s_str.split(" ")
flag = ""

for i in s_str:
temp = int(i, 16)
flag += chr(temp)
print(flag)
PATEI AT AR
ABCTF{45C11_15_U53FUL}

7. Practice Flag




R, flaget &R HE L.
8. Reversal of fortune

BH R RERRIE, FHE, BERERITT .

#!/usr/bin/python

str = ".nac uoy fi tIe$reveRpilF eldnah ym gnisu em egassem ,avaj yllacificeps ,gnidoc emos htiw pleh deen
print(str[::-1])

PATERIT

ShellNo.1
File Actions Edit View Help

rootakali:~/Desktop# python misc.py

Next target identified, I need help with some coding, specifically java, me
ssage me using my handl: FlipRever$elIt ii{ you can.
rootakali:~/Desktop# [}

Iblog.csdn.net/dchua123

FlipReverS$elt 5t 2flag
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