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NGET MHlag.html HTTR/1.1

Host: challenge-633ec477 17733130 .sandbox.ctfhub.c:om: 10080

UserAgent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rnv:46.0) Gecko/20100101 Firefox/4G.0
Accept: text/html, application/xhtmi+xml, applicationfxml;q=0.9."/;q=0.8
AcceptLanguage: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Referer. http:/fichallenge-833ecd477177a3130.sandbox.ctfhub.com:10080/

Connection: close
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GET /flag.html HTTP/1.1
Host: challenge-633ec477177a3130 sandbox.ctfhub.com: 10080

Accept: text/html, applicationfxhtml+xml application/xml:q=0.9."":q=0 .8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip. deflate

DNT: 1

Referer: http:/ichallenge-6833ec477 17723130 .sandbox.ctfhub.com: 10080/
Connection: close

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4,; nv:46.0) Gecko/20100101 Firefox/46.0
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HTTP/.1 200 OK

Server. openresty/1.15.8.2

Date: Wed, 25 Mar 2020 13:57:01 GMT
Content-Type: text/html; charset=utf-8
Connection: close

Last-Modified: Wed, 25 Mar 2020 13:03:18 GMT
ETag: W'5e7b5607-31"
Access-Control-Allow Origin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *
Content-Length: 40
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GET /private/index.html HTTP/1.0
Host: localhost

HTTP/1.0 401 Authorization Required

Server: HTTPd/1.0

WWW-Authenticate: Basic realm="Secure Area"
Content-Type: text/html

Content-Length: 311

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/1999/REC-htm1401-19991224/1loose.dtd" >
<HTML >
<HEAD>
<TITLE>Error</TITLE>
<META HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=IS0-8859-1">
</HEAD>
<BODY><H1>401 Unauthorized.</H1></BODY>
</HTML>
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GET /private/index.html HTTP/1.0
Host: localhost

Authorization: Basic QWxhZGRpbjpvcGVUIHN1c2FtZQ==
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HTTP/1.0 200 OK
Server: HTTPd/1.0
Date: Sat, 27 Nov 2004 10:19:07 GMT

Content-Type: text/html
Content-Length: 10476
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